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About this guide

Audience

This user guide is intended for system integrators, and experienced users with basic
knowledge of configuring a server.

Contents
This guide contains the following parts:
Chapter 1: Getting Started

This chapter provides an overview of ASUS Control Center, as well as the installation and
initialization of the ASUS Control Center.

Chapter 2: Monitor

This chapter describes the various monitoring tools and options available.

Chapter 3: Deployment
This chapter describes how to deploy ASUS Control Center agents and remove agents through
Microsoft® Active Directory or manually. You may also add and manage agentless vSphere.

Chapter 4: Centralized
This chapter describes centralized management of metadata, BIOS flash, security, software,
tasks, and power control of ASUS Control Center managed devices.

Chapter 5: Report
This chapter describes the various reports ASUS Control Center generates from tasks,
software, and hardware related subscriptions.

Chapter 6: Notification
This chapter describes notification rules and asset report options.

Chapter 7: Account Management
This chapter describes how to add and edit accounts and roles for different users.

Chapter 8: Options

This chapter describes system, network, appearance, security, SMTP, backup and restore,
maintenance, DBExpose, update, access control, sensor threshold, and software list
configuration options.

Chapter 9: License
This chapter describes the license settings.

Appendix
This appendix includes additional information on system requirements and contact
information.



Conventions

To make sure that you perform certain tasks properly, take note of the following symbols used

throughout this manual.

\

DANGER/WARNING: Information to prevent injury to yourself when
trying to complete a task.

CAUTION: Information to prevent damage to the components when
trying to complete a task.

IMPORTANT: Instructions that you MUST follow to complete a task.

NOTE: Tips and additional information to help you complete a task.

Typography

Bold text Indicates a menu or an item to select.

Italics Used to emphasize a word or a phrase.

<Key> Keys enclosed in the less-than and greater-than
sign means that you must press the enclosed key.
Example: <Enter> means that you must press
the Enter or Return key.

<Key1>+<Key2>+<Key3> If you must press two or more keys simultaneously,
the key names are linked with a plus sign (+).
Example: <Ctrl>+<Alt>+<Del>

Command Means that you must type the command
exactly as shown, then supply the required
item or value enclosed in brackets.
Example: At the command prompt, type the
command line; format A:/S

Reference

Visit the ASUS websites that provide updated information for all ASUS hardware and software

products.
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This chapter provides an overview of ASUS
Control Center, and how to install it.
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1.1 Introduction to ASUS Control Center

Welcome! The ASUS Control Center is a server management solution that gives a vital
distinction to our servers, and is also compatible with our ASUS commercial products. In
server management, system stability is a major factor, with efficiency, cost-effectiveness,
and convenience following close behind. To comply with this, we have created a reliable and
user-friendly monitoring tool. The ASUS Control Center is a web-based interface that allows
system administrators to conveniently manage computers either locally or remotely using a
web-browser. With its colorful, graphical, and informative interface, the ASUS Control Center
makes server management a delightful experience!

111 How ASUS Control Center works

The ASUS Control Center is composed of “agents” that generally act as data collectors, and a
set of HTTPS web pages that serve as the user interface (Ul). The data collected by the agent,
which are essential for the continuous monitoring operations performed by ASUS Control
Center, are displayed in the Ul.

In the monitoring process, the agent basically keeps track of the hardware and software status
of the system. The agent has “sensors” that monitor fan rotation speeds, working voltages,
motherboard and CPU temperatures, and the backplane (if present).

In addition, the agent also monitors hard disk drives health status through the S.M.AR.T. (Self-
Monitoring, Analysis, and Reporting Technology) feature, space utilization of a file system,
CPU or system memory loading, and even the traffic status of a network device.

The agent records the history of the detected status of all monitored hardware items. The
status record includes the time of alert events (fan, voltage, or temperature), and the type of
alert event (critical, warning, or normal).

You can also configure ASUS Control Center to react to exceptional situations. For example,
the administrator can be automatically notified by e-mail when a hard drive starts to
malfunction or when a chassis intrusion is detected. In this way, ASUS Control Center acts as
an active guardian of the system’s key components.



11.2

ASUS Control Center Licensing

ASUS Control Center provides two license editions:

Classic edition for assisting management on ASUS servers and workstations.

Enterprise edition for a comprehensive management on ASUS servers and
workstations, and all supported ASUS commercial products.

NOTE: For more information on the licensing options, please refer to

https://asuscontrolcenter.asus.com and https://www.asus.com/microsite/csm.

| Classic Enterprise
Mission Center v v
System Overview PaLt,Laalvfal;Fa%Iig " M
VM Overview M
Host Information M
Device Information v v
Hardware Sensor PaLtri‘E;I\,gjiFatﬁlig " M
Utilization PaLtri]glvf;Facgligns v
GPU
Partial functions
Inventory unavailable M
Partial functions
Event Log unavailable v
Partial functions
Software unavailable v
BMC (BMC Required) v M
BIOS v v
. Partial functions
Security unavailable M
Configuration Paﬂtﬁaalvgjif’a(ﬁ;gns v
Deploy Agents v v
Agent
Management Remove Agents v v
Scan and Deploy v M
Add vSphere v
Agentless Remove vSphere \
Management | aqq Redfish v
Remove Redfish v
Metadata Management v v
BIOS Cache v v
BIOSFlash |B|0s Flash Task v
Management
BIOS Flash Task v
Report
) Device Access v
Security Control

Management

Software Blocklist

(continued on the next page)
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Appearance Configuration

Security Configuration

Partial functions

unavailable
SMTP Settings v
Backup & Restore
Maintenance v
DBExpose Configuration
Update v
Access Control List
Sensor Threshold v

Software List

Partial functions

Features | Classic Enterprise
Software Pool v v
Software Software Dispatch v
Dispatch ask
Software Dispatch y
Task Report
Task Scheduler v
Power Control v
Software Inventory v
Hotfix Report v
License Report v
Application Usage v
Analysis
Service Report v
Hardware Inventory v
Software Dispatch v
Task Report BIOS Dispatch v
Agent Update v v
Agent Deploy v v
Hardware & Utilization v v
Trust Software Asset v
éﬁzﬁtg es Focus Software Asset v
Hardware Asset v
Subscription Report v
Role Privilege Management v
Accounts Management v
General Configuration v v
Network Configuration v v
v
v
v
v
v
v
v
v
v
v
v

License

unavailable
2alab s

* Please contact your local ASUS Sales representative and/or TPM for more information on the

availability of other functions this feature supports.




1.2 Installation

ASUS Control Center is a virtual appliance running on a virtual machine (VM), with all required

services and settings pre-installed. The system requirements can be found in the Appendix
section of this manual.

To install the ASUS Control Center on the VM, please refer to the following sections.

121 Installing the hypervisor and importing the OVA file

NOTE: Oracle Virtualbox will be used as an example for Hypervisor related items.

1. Download Oracle VirtualBox and the ASUS Control Center Open Virtual Appliance (OVA)
file.

NOTE:

Please refer to http://www.oracle.com/technetwork/server-storage/virtualbox/downloads/
index.html to download Oracle VirtualBox.

Please contact your local ASUS sales representative for the ASUS Control Center OVA file.

2. Install and launch Oracle VirtualBox, then select File > Import Appliance... to launch the
Import Virtual Appliance wizard.

¥ Oracle WM VirtualBox Manager - o 3

> -

Machine Tools | Global Tools

Welcome to VirtualBox!

4 PRKEHE

Bt ctisQ
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3.

Select the OVA file to import (A) and click Next (B).

T x © Penechoss v sopienc et mport x

» Thage Dumnionss ola] [ »
N,M@ =-oe

Import Virtual Appliance

Appliance to import

open 5
Virtualization Format (OVF). To continue, select the file to import below.
!
[ | A B
@ e
@ onevve
-
& Network
E Ferame oo coner 1212 e
Experthode o

Ensure the Guest OS Type is set to Red Hat (64-bit) (A).

Check the Reinitialize the MAC address of all network cards checkbox (B), then click
Import (C).

NOTE: The minimum requirements for the VM are 4 vCPUs, 8GB RAM, and a 100GB HDD.

€ Import Virtual Appliance

Appliance settings

‘These are the virtual machines contained in the appliance and the suggested
settings of the imported VirtualBox machines, You can change many of the
properties shown by double~iicking on the items and disable others using the
check boxes below.

Virtual System 1

@ Name ASUS Control Center
& Version 1.000
0 E Guest 05 Type B Red Hat (64-bit)
@ cpu 4
& rRam 102 MB
@ oo
& Network Adapter Intel PRO/1000 MT Desktop (825...

& starage Controller (DB PIXA
& starage Controller (DB PIXA
v @ Storage Controller (SATA) AHCI

Virtual Disk Image  C:\Users\En-Us\VirtualBox VMs\ASU.

B reinitiiize the MAC address of all network cards

Appliance is not signed

Restreperas s

Wait for the OVA file to be imported. This may take a few minutes.

Select the VM on the list, then click Start on the toolbar to start the VM.

NOTE:

If your Oracle VirtualBox installation was unsuccessful, please check the following:

. Check if VT-x is enabled in the BIOS:
BIOS > Advanced > Intel Virtualization Technology > Enabled

. Check if the correct network card was selected:
Select the network connection you are currently using.



122 Setting up the VM specification

A message may appear when starting up the virtual machine (VM) for the first time, follow the
steps below to set up the VM specification, such as network settings:

NOTE: Ensure your system meets the system requirements listed in the Appendix chapter.

1. Right click on the VM and select Settings.

¥ Oracle VM VirtualBox Manager
File Machine Help

@@ P (@=n) [P

New Settngs Discard  Start Machine Tooks || Global Tools

Ey  ASUS Control Center Settings... Ctrl+S =] Preview ~
& © Powered Off 2] EE
(# Clone. Ctri+0 —
R Remove. Coer
& Group Ctrl+U
& st S ASUS Control Center
00 Pause Crlep
9 Reset CrleT
V Close
< Discard Saved State. Cule)
Simmleg cesL
® Refresh
e
A Create Shortcut on Desktop
g
B son 0-dis1.umek (Norma, 100.00 GE)
B Audio
Dsabled
& Network

Adapter 1: - Intsl PROJ1000 T Desktop (Bridged Adapter, Intel(R) 1210 Gigabit Network Connection
=4

2. Select Network from the menu list on the left, then select Bridged Adapter in the
Attached to: field.

@ ASUS CantrolCentr - Stings —
B coren || Wetwork
B srem v Dnima [ s |- s
Dsley 2 Erabie etvork Adepter
Sorsge st [

o :
B hudio

> At

& Newor
£ swpors foc b

& us

(5 shared Folders

[=] Usernterface

3. Select the Network card you are currently using and has an Internet connection from the
drop down menu in the Name: field, then click OK.

(53 ASUS Control Center - Settings 7 X
B conent Hetwork
[ sem hister | pioper2 Adpr3 | Adaper 4
Dy 2 e etk Adoter
ssonge Attached tor [Brdged Adapter  ~

N -
s

Realick PCIe Goz Famiy Controler
JQucomm Atheros QCAS37 vireless Netvork Adapter

& Nework
£ setpons
& us

0 shoedFolders
5 st

e [



1.3 Initialize settings

Once your ASUS Control Center is installed successfully, you will need to initialize the ASUS
Control Center settings such as time zone, account and password, and network settings.

1.31 Initialize startup settings
Once ASUS Control Center has launched, follow the steps below to initialize startup settings:

NOTE: The information entered in this section is for reference only.

1. Read through the end user license agreement, check | accept, then click Next.

ASUS Control Center

Welcome

ASUS

Terms of Use

@ | accept

2. Carefully read through the Privacy Policy, check I accept, then click Next.

ASUS Control Center

Welcome

Asus

Privacy Policy

@ I accept




4.

Enter the Company Name, then select the Time Zone. Click on Next once you are
finished.

NOTE: When setting the Time Zone, ensure that the time zone selected matches the time zone
displayed on the physical device which has a hypervisor installed.

ASUS Control Center

Welcome

AsUS

General Setting
Company Name

Time zone

Enter and initialize the password, then click Next.

NOTE:
. The default ASUS Control Center administrator account is Administrator.
. Your password should contain at least 8 characters, and consist of at least one lower case

letter, one upper case letter, one digit, and a special character.

ASUS Control Center

Welcome
AsUS

Set up the Password

Account Administrator

Password

Confirm Password

19



Confirm if the LAN cable is plugged into the correct LAN port, then click Next.

ASUS Control Center

Welcome

ASUS
Confirm Network Interface

Please confirm that you have insert the LAN cable plug to LAN por

1(as shown in the red line of above device rear panel photo) for
ASUS Control Center.

Set the network configurations and Host Name, then click Submit once you are finished
with all the settings.

NOTE: If Static is selected, the IP Address and Subnet Mask should be filled in manually. If DHCP is
selected, the IP Address and Subnet Mask will automatically be filled in.

ASUS Control Center

Welcome
AsUS

Set up the Network

Host Name ToR

Address Assignment © Static @ DHCP
1P Address 101

Subnet Mask

Default Gateway 101

DNs ©Auto © Manual

Preferred DNS Server

Alternate DNS Server



1.3.2 Logging into ASUS Control Center

le viaaweb b ona Central server running ASUS Control
computer, phone, or tablet

To log into ASUS Control Center:

1. Open aweb browser and navigate to the main server URL:

URL format

https://<hostname>/ACC

Example: https://ACC-TUTOR/ACC
https://<IP address>/ACC

Example: https://10.10.75.200/ACC

NOTE:
The ACC portion of the URL is case sensitive.

. Replace "ACC-TUTOR" or "10.10.75.200" with the correct hostname or IP address for your
server environment.

. To connect via the HTTP protocol (less secure), replace "https://" with "http://" in the URL.

File export and import functionality is disabled when using ACC through a virtual machine.
For the optimal experience, connect using an Internet browser installed on the host system.

2. Enter your Account and Password, then click Login to log into ASUS Control Center.

3. If Multi-Factor Authentication (MFA) is enabled, enter the 6-digit passcode displayed in
your authenticator app.

NOTE: Refer to the Enabling Multi-Factor Authentication section of the Account Management
chapter for more information.

4. Activate orimport a license key.

NOTE: Refer to the Activating/Importing a License Key section of the License chapter for more
information.




14 ASUS Control Center layout
The main control panel of the ASUS Control Center user interface is displayed as below:

Mission Center
ASUS Control Center information
Banner Select language

Report feedback

Account

. . information
Main menu items

ASUS Control Center

4 System Overview O

TR CEEN—
7o £z

Critical Critical

(d: 202104115 15:00:10

Add-on Card

o

Online

Dovices @

Rl Qv Press Ener key to search B Acionv  MAulo Refresh

£ Options.

(]v_Commeeton | Hosthame Ciont e 05 nfomaton___| 1P Address | _HW Sensar Utization | Add.on Card
O Qonline  1010.75229 @ Rodfish Critical %
© Conline  localhost ssdtest com @ ESXi (P esxsso (101075.404)  Normal Normal

v @Connection

O Clonline  ELASTICSERVER € Vindows A server 2016 x50 (omeram) Critical ©
O Qonline KubemetesMaster A Linux A® CentOS 7 (x64) (10.4075.103) Normal
ne  MEDIACENTER:2 @ \indovs A Wndows 008 (104075122)  Normal Normal
MEDIACENTER 4 @ Windows A Wt 0069 |(Torersize Normal

Drag columns from above to

Content window

141 Banner
The banner features the logo of ASUS Control Center, as well as some quick functions such
as the language option or the mission center.

Logo

You can customize the logo of your ASUS Control Center. For more details on customizing
the logo for ASUS Control Center, please refer to the Appearance Configuration section.



Feedback

Click . in the top right corner of the banner to bring up the ASUS Control Center Feedback
window. You can provide feedback regarding your experience or on issues, and also upload
screenshots using the feedback window.

Multiple Languages

Click . in the top right corner of the banner, then select a language to change the language
of ASUS Control Center. The languages currently supported are as follows: English, Traditional
Chinese, Simplified Chinese, Japanese, Korean, German, Spanish, French, Russian, and Thai.

About

Click . in the top right corner of the banner for information such as the version, and
support site of ASUS Control Center. You can also scan the QR code for the mobile website
version of ASUS Control Center. If you have multiple network cards, and have set the network
configurations for all of them, you can slide and view the different networks and scan the QR
codes to access the mobile website version of ASUS Control Center.

NOTE: For more information on setting the network configurations for all network cards, please refer to the
Network Configuration section.

ASUS Control Center Enterprise
Version: V1.3.1.10

WebSite: hitps://1
Support: htps://a:
Copyright 2019(C) ASUSTeK COMPUTER INC.

ASUS Control Center Enterprise
Version: V1.3.1.10

Copyright 2019(C) ASUSTeK COMPUTER INC.




Mission Center

Click - in the top right corner of the banner to access the Mission Center. The Mission
Center automatically lists pending actions that still need to be configured on devices, such
as devices which still need to be restarted after a BIOS Flash, or devices which need to be
restarted in order for updates to take effect. Events or pending actions will be denoted by a
blue notification circle on the Mission Center icon; the amount of events or pending actions
will also be displayed.

ASUS Control Center

¥ Mission Center

Account Information

Click . in the top right corner of the banner, you can click on Logout to logout of the
currently logged in account, or click on Settings to be redirected to the Accounts Management
screen.

NOTE: For more details on Accounts Management, please refer to the Accounts Management section.



Chapter2

This chapter describes the various
monitoring tools and options available.




21 System Overview

The System Overview screen gives you a quick overall status check for all managed devices
and basic overview of device status at a glance. You may also select an individual managed

device for details on its status, or perform actions such as remotely control it, power it off, or
turn on its locator LED.

To access the System Overview, click |. System Overview from the left menu.

ASUS Control Center

4 System Overview

© Time updated: 202170415 15:00:10

m At mCe

] g 1 4 @ 1
Online Critical Critical

|Dmre Maintain

oftine Nommal Warning

Crtcal Normal Warning |Cvmca‘ Normal Waming Critcal

0 0 0

1 4 0

Devices (@

Bl Qv Press Enier key to search

S Acdionv  WMAutoRefresh & Export i Options

0] ¥ Connection Host Name Client Type. OS Information___| 1P Address HW Sensor Utiization | _Add-on Card

O Conline 101075229 @ Redfish Critical % v EConnection
[S=T¢ localhost ssdtest.com QESX (P esxieso (04075104)  Normal Normal

O Donline  ELASTICSERVER o Windows &Y Server 2016 (x54) (01075125 Critical ©

O JOnline KubemetesMaster A Linux A CentOS 7 (x64) (10.40.75.103) Normal

O Qonline  MEDIACENTER-2 & Windows Al Windows 10 (x64) (10:1075422)  Normal Normal  [@HW Sensor
O Conline  MEDIACENTER-4 o Windows A Windows 10 (x64) (1010.75.424) Normal

v [@utiization

group rows




211 Status Dashboard

These items allow you to view a summary of the connection status, hardware status, and

utilization status of all managed devices, as well as the event log of the managed devices.
This will help you pinpoint problems such as connection errors, hardware sensor errors, or
utilization errors at a quick glance.

4 System Overview

Connection

-

Online
Oune  [uanian  Jorine
6 0 0

Hardware Sensor

3

Critical

© Time updated: 2021104115 16:00:10

— Add-on Cara
4 @ 1
Critical
Crtea Nomal  [Waming  [Crca T T
4 0 1 0 0 0

0| v Connection | HostName.
O Qonline 101075229
© Donline  locakhost ssdtest.com

ELASTICSERVER
KubemetesMaster
MEDIACENTER-2
O Conline  MEDIACENTER-4

Client Type
@ Redfish
QESK

& Windows
A Linux

o Windows

& Windows

(Pesxsso
J—
A CentOS 7 (x64)

A Windows 10 (x64)
2 vindow 10089

0 Information

MAtoRefiesh & Export

i= Options,

| 1PAddress

HW Sensor Utiization | _ Add-on Card

Critical %
Normal Normal
Critical ©
v P Address
Normal

 [ZHW Sensor
v @Utiization

Gonvzsrae)

group rows

2-3
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Connection overview

The Connection overview circle displays the connection statuses of managed devices. The
number of devices for each status is also displayed below the overview circle.

ASUS Control Center

4 System Overview @ Time updatea: 202110815 15:00:10

SR _ SRR

(- 1 ‘ @1
Online Critical Critical
- - s

ool Normat criical
1

3 0 ng 3

Normai viamng  |crtical ormai

2 3

Qv Press Enter key to search @z
O] ¥ Connection Host Name | client Type S Information IPAddress | HW Sensor Utilzation Add-on Card i
O QD online 10.10.75.229 @ Redfish Critical & i EACnAnEKin,
e localhostssdtest.com QESXi P esxsso (f0A075104)  Normal Normal ¥ ioatname
RDIER + ECent Type
ELASTICSERVER & Windows A Server 2016 (x64) (0A075425) Critical © gm‘ e s
« E0S information
Dnline metesM inux W Cent (x (104 ) Normal
0 o KubemetesMaster au & comosri (wi075109) N + [P Address
O Clonline  MEDIACENTER2 o A wooomtopen  (oAozsim)  Normal Normal M
O Cloniine  MEDIACENTER4 A wndom 00 (0aursz6) Normal « utization
o

Drag columns from above to

Please refer to the table below for the color status of the Connection overview circle

Maintain* Offline

NOTE: This status indicates that the managed device's agent is updating.



Hardware Sensor overview

The Hardware Sensor overview circle displays an overview of the Voltage, Temperature, Fan,
Backplane, Power Supply, Chassis, and S.M.A.R.T. statuses of managed devices. The number
of devices for each status is also displayed below the overview circle.

4 System Overview © Time upaated: 202110415 150010

RS _

4 @1
Critical
o

&J

Online
onne [ omee ormai cotea Noma [Wamg  crtca
6 0 0 1 0 0
Qv | Press Enter key to search. o3
0] ¥ Connection Host Name | ciient Type OS Information___| IPAddress | _HW Sensor Utiization Add-on Card 2
O QD online 10.10.75.229 @ Redfish Critical % v [AConnection
© Conine  localostssdtestoom | @Esxi (3 eswiaso Toruzeiot)  Nomal Normal ¥ @Hosthame
e « @centType

O Conine  ELASTICSERVER & Windows &Y senwrzmousy  (oruzazs) B Critcal © bt
O Conline  KubemetesMaster A Linux & centos7 o6 (H0a0.75103) & Normal v QP Adaress
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Utilization overview

The Utilization overview circle displays an overview of the CPU, DIMM, Partition, and Network

statuses of managed devices. The number of devices for each status is also displayed below
the overview circle.
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Add-on Card overview

The Add-on Card overview circle displays an overview of the Add-on card statuses of managed
devices. The number of devices for each status is also displayed below the overview circle.
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212

Devices list

The Devices list displays all managed devices as well as the metadata on each managed
device. You may also access the remote desktop for these managed devices; remotely power
on, off, or reset these managed devices; or export the list of managed devices and their
metadata to a .csv file. These functions provide you with a effortless method of accessing
commonly used functions for managing these devices.

NOTE:

+  Toadd more metadata columns to the Devices list, click on Options, then check the metadata item you

wish to display.

+  Click on the name of a column header to sort the filter results alphabetically.

+ The Devices list will display the items that correspond to the search and filter results. For more
information on using search and filter, please refer to the Search and Filter devices section.
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Setting power control (Action)

You can control the power settings of selected devices from the Devices list allowing you
quick access to power controls such as powering on and off, rebooting, and refreshing the
device without having to navigate to Power Control located under Centralized or Device
Information.

1. Select the devices you would like to apply the power control option to.

2. Click onthe D You can check or uncheck items in the popup window that appears,
confirm that the correct devices are selected, then click Update.
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3. Click on Action, then select the power control option you would like to apply to the
selected devices.

ASUS Control Center
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Auto Refreshing the devices list (Auto Refresh)

The Auto Refresh function will automatically refresh the items shown on the web page.
Disabling Auto Refresh will only disable the web page refresh, but the ASUS Control Center will
still receive updates from the agents of managed devices. Click on the Auto Refresh button to
enable or disable (! 1) it.
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Exporting devices list (Export)

You can export the managed devices and metadata in the Devices list to a CSV or PDF file.

1. Click Export, then select an Export Type and enter the File Name in the popup window.

2. (Optional) To include or exclude a metadata field in the export, click and drag it to the

left column to exclude it or to the right column to include it.

Click Export in the popup window to export the device list based on the selected
settings.
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Using the sensor shortcut

Clicking on a Warning or Critical status in the HW Sensor, Utilization, and Add-on Card
column of a managed device will redirect you to the Hardware Sensor and Utilization page of
a managed device, allowing you to quickly locate your problem.

NOTE: The sensor shortcut function will only redirect you to the Hardware Sensor or Utilization page of the
managed device if the status is Warning or Critical.
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Link to managed device's Utilization:

ASUS Control Center

4 System Overview > £ ELASTICSERVER » Utilization
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213 Search Options

Clicking on Options will display the Fields and Row Groupings functions. The Fields function
controls which metadata columns are displayed in the Devices list. You can check the
metadata items you wish to hide or display in the Fields list.

NOTE: For more information, please refer to the Metadata Management section.

You can sort and group the managed devices in the Devices list according to a column criteria
using the Row Groupings function.

Hiding or displaying metadata fields
1. Click on Options to display the Fields window.
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You can check the metadata field in the Fields window to hide or display the metadata
field. In the screenshot below, the Client Type field is checked.
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Using the Row Groupings function

1.

2.

Drag the column items from the Fields list into the Row Groupings list to filter by those
columns.
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Accessing remote desktop

The remote control function provides a flexible interface for device management through
the desktop or command-line accessed in ASUS Control Center. You can quickly access the
remote desktop of managed devices from the Devices list, without having to navigate to
Device Information.

Device operating systems which support remote control:

Windows 7 Professional| Enterprise | Ultimate
Windows 8 Professional| Enterprise
Windows 10 Professional| Enterprise
Windows Server 2008 2008 R2 2012 | 2012R2 | 2016
Windows Multipoint Server 2011 2012
Windows Small Business 2008 2011
Server
1. Inthe System Overview screen, select a managed device from the Devices list.

2. Click on the IP address of the selected device, you should be directed to the Remote

Desktop Login screen.
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Select a resolution to display the managed device in the Remote Desktop window.

Select the login Account type, then enter the Account, Password, and Domain
information.

NOTE:

. Local Account: The agent’s administrator privileges only allow you to manage the device the
agent is installed on.

. Domain Account: The agent’s administrator privileges allow you to manage all devices in the

domain. The Domain field only appears if you selected Domain Account.

ASUS Control Center

# System Overview > Remote Desktop

Remote Desktop Login

Orop ®wNC




5. Select the protocol to use when connecting, then click Login.

NOTE:

Linux and Windows® systems use different protocols, ensure the managed device is
reachable through the selected protocol:

- RDP: Available on Windows only; allows only a single user to view and
configure at the same time.

- VNC: Available on both Windows and Linux; allows multiple users to view
and configure at the same time.

- SSH: Available on Linux only.

IMPORTANT:

Ensure the managed device you wish to remote control has a stable power supply and
Internet connection.

The managed device may be remote controlled if it is logged out or locked, but cannot be
remote controlled if the managed device is powered off or in sleep mode. If the managed
device is in sleep mode, please wake the device using the Power Control (Wake-on-LAN)
function.

(for RDP only) Please ensure that the following two items are checked on the remote device
and enabled to allow remote connections to the remote device. Search for Control Panel in
the Windows Search Box, then navigate to System > Remote settings.

(for RDP only) Please ensure that the Microsoft Remote Desktop application is enabled in the
Windows Defender Firewall Allowed Apps list. Search for

Control Panel in the Windows Search Box, then navigate to Windows Defender Firewall >
Allowed Apps.

ASUS Control Center

4@ System Overview > Remote Desktop

Remote Desktop Login
5243

nt @ Domain Account



Once the login has been successfully authenticated, you will be logged into the desktop
or command line of the device system; this varies between systems.

NOTE: To switch mouse and keyboard control to the ASUS Control Center, press <Ctrl> + <Alt> on
the keyboard. To switch mouse and keyboard control back to the remote device, click in the remote
device window.

Click on the Menu Path at the top of the screen, or click on another menu item from the
left menu to end the remote session.



214 Search and Filter Devices

There are various methods of searching and filtering managed devices on the System
Overview screen, giving you the freedom of searching or filtering managed devices according
to your needs.

NOTE: The screenshots in this section are for reference only and may differ according to the different ASUS
Control Center functions, but the steps remain the same.

Filter devices using the Overview Circle

NOTE: To clear the filter and view all managed devices, click on Clear.
1. Click on a colored segment of an overview block to filter according to the selected
overview and status:

+  Connection: Click on a colored segment on the circle to display all items which
correspond to the selected connection status.

+ Hardware Sensor: Click on a colored segment on the circle to display all items
which correspond to the selected hardware sensor status.

+  Utilization: Click on a colored segment on the circle to display all items which
correspond to the selected utilization status.

+ Add-on Card: Click on a colored segment on the circle to display all items which
correspond to the selected Add-on Card status.

2. Thefilter criteria and filtered managed devices will be displayed in the Devices list. You
may select a single managed device from the list to view more details.

ASUS Control Center
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Filter devices using the Search Bar

NOTE: To clear the filter and view all managed devices, click on Clear.

1. Enter keywords into the Search bar.

2. Clickon! 2~ then select the operator you wish to use.

NOTE:

. Selecting the Search with 'AND’ operator option will return search results of items which
match all the keywords.

. Selecting the Search with 'OR' operator option will return search results of items which at
least one of the keywords.

. Checking the Full string compare option will only return search results of items which have

a string with an exact match to the keywords, and can be applied to any of the above search

operators selected.

ASUS Control Center
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(optional) You may also click on El to expand the search bar to view, edit or add

additional search criteria. You may also import a .csv file by clicking on Import. Click on

Save once you are finished editing your search criteria.

NOTE:

Selecting the ‘AND’ option will return search results of items which match all the keywords.

Selecting the 'OR' option will return search results of items which at least one of the
keywords.

Enabling the Full string compare option will only return search results of items which have
a string with an exact match to the keywords, and can be applied to any of the above search
operators selected.

Enabling the Sensors Type Filter option will allow you to limit your search results to the
Hardware Sensor, Utilization and Other criteria you have checked.

Advanced Search

P T — g\

Keywords  Keywords
Press Enter to add a keyword or paste text with ' -* (semi-colon) separator.

You can also import keywords from ihe csv file. (Keep the first row as field
name.)
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4.

The search results will be displayed in the Devices list.

+ Result of selecting the Search with ‘AND’ operator option.
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Filter devices using Column Headers

NOTE: To clear the filter and view all managed devices, click on Clear.

1. Hover over a column header in the Devices list then clickon = .

NOTE: Some column headers may not support the filter function.

2. Select afilter rule (Contains, Equals, Starts with, Ends with) and enter the keyword to
search.
NOTE:

. To add more metadata columns to the Devices list, click on Options, then check the metadata
item you wish to display.

. Click on the Name of a column header to sort the filter results alphabetically.
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2.2 Device Information

NOTE: The screenshot may vary between agent and agentless devices, for more details on viewing
agentless device details, refer to the Host Information section.

The Device Information screen gives you various functions to view the status and manage the
selected device.

To access the Device Information of a managed device, click on the icon located next to
the managed device you wish to view in the Devices list.

ﬁ*System Overview > £ Device Information

CIONUNE  EIMESSAGE) ‘@ LOCATOR L =

BMC

ELASTICSERVER

OS Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
BIOS Version 3407

Agent Version 1422

Model Name RS720-E8-RS24-E

IP Address 10.10.31.88

Timezone (UTC+08:00) Taipei

Up Time. 85 day(s) 8 hour(s) 4 minute(s)

“ Utilization & Inventory

v Hardware Sensor

Software @ Event Log

u Security o Configuration

The Device Information screen will display the OS Information, BIOS Version, Agent Version,
Model Name, IP Address, Timezone, and Up Time of the device.

ing th rch baran rch ion

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter
for more information.



Device Statuses and Quick Buttons

m Connection
| Eames saGE |

B E 6 O

*Only

status

Locator status*

Metadata Editor

Remote Desktop

Power Control

Locator LED
Refetch

le on BMC enabled devi

Message status*

This item displays the connection status of the selected
managed device.

This item will turn red if the selected device's BMC returns a
hardware sensor warning/critical event.

This item will turn green if the locator LED is enabled through
the ACC Web Ul. The locator LED allows you quickly locate
the physical location of the device in a server rack.

This item allows you to edit the metadata of the managed
device by double clicking in the Value field.

This item allows you to remotely control a managed device.
Refer to Accessing remote desktop under the Devices list
section for more details.

This item allows you to power off or restart a managed
device.

This item allows you to turn on/off the Locator LED.

This item will refetch the device data.



2.2.1 Hardware Sensor

This item allows you to view the details and values for the Voltage, Temperature, Fan,
Backplane, Power Supply, Chassis, and S.M.A.R.T items in real time.

NOTE:

+  The Hardware Sensor values on Linux devices are returned only if the Linux device has BMC,
otherwise only the S.M.A.R.T. details can be viewed.

«  Ifthe device is using Windows 11 or Server 2022 and the sensor readings keep failing, please
navigate to Start > Settings > Update & Security > Windows Security > Device Security, then select
Core Isolation details and set Memory integrity to Off on the device.

4 System Overview > £1 SL-B7402FBA-01 > Hardware Sensor

Quick Buttons

E Click to switch to the Current tab.
Click to switch to the History tab.
E Click to expand all blocks.

Click to minimize all blocks.
Click to expand this block.

n Click to minimize this block.



Clicking on an item in the voltage, temperature, fans, Backplane, Power Supply, Chassis, and
S.M.A.R.T groups will display the High and Low critical and warning values. Please refer to the
table below for more details on the items shown in the example below of CPU Temperature
Threshold, and the Normal status which is not shown in the threshold pop-up window.

CPU1 Temperature Threshold

High Critical
High Warning
Low Warning
Low Critical
-10
High Critical If the sensor value is equal to or exceeds this value the sensor status will

be Critical. For the above example, if the sensor value is 75 or higher, the
sensor status will be Critical.

L RTETGTT I If the sensor value is equal to or exceeds this value, and below the High
Critical value the sensor status will be Warning. For the above example, if
the sensor value is between 70 ~ 74, the sensor status will be Warning.

The sensor will Normal if the sensor value is between the Low Warning
and High Warning values. For this example, if the sensor value is between
1 ~ 69, the sensor status will be Normal.

(ITANETGT VI |f the sensor value is equal to or lower than this value, and above the Low
Critical value the sensor status will be Warning. For the above example, if
the sensor value is between -9 ~ 0, the sensor status will be Warning.

Low Critical If the sensor value is equal to or lower than this value the sensor status
will be Critical. For the above example, if the sensor value is -10 or lower,
the sensor status will be Critical.




Toggling between tabs
You can switch between different Hardware Sensor tabs by clicking the tabs in the top bar.

. E Current tab (default)

4 System Overview > £ SL-B7402FBA-01 > Hardware Sensor

. History tab

4 System Overview > £ SL-B7402FBA-01 > Hardware Sensor

aran DD o ~

B

Loax




Customizing the Hardware Sensor history tab

You can customize the history tab which displays historical data for the Voltage / Current,

Temperature, Fan, Backplane, and Power Supply sensor events according to different periods

of time.

A System Overview > L1 SL-B7402FBA-01 > Hardware Sensor P "
X3
XD
‘
Quick Buttons

»

<" | Click to expand all blocks.
# Click to minimize all blocks.
Click to expand this block.

Click to minimize this block.

Chart Quick Buttons

Click to download an image of the chart as a .png file.
Click to zoom in on the timeline of the chart.

LT O &

Click to zoom out on the timeline of the chart.

1
]

&

Click to restore the chart to its default view.



You can customize the charts by selecting the period of time you wish to view for the charts,
then selecting the frequency for which the sensors should return data. This will be applied to
the charts for all the sensors shown on this page.

A System Overview > £1 SL-B7402FBA-01 > Hardware Sensor

Lnox Lnax

Lnox Lnax

Period of time  |Frequency

1 minute, 10 minutes, 20 minutes, 30 minutes, 1 hour

10 minutes, 20 minutes, 30 minutes, 1 hour, 3 hours, 6 hours, 12 hours

30 minutes, 1 hour, 3 hours, 6 hours, 12 hours, 1 day

3 hours, 6 hours, 12 hours, 1 day, 7 days, 14 days

6 hours, 12 hours, 1 day, 7 days, 14 days, 30 days




Additionally, by clicking on the = jcon, you can customize the data you wish to view on the
chart.

A System Overview > L1 SL-B7402FBA-01 > Hardware Sensor

Allows you to trigger a refetch of device data.

(e ETgd o]y T«1; 3 Allows you to select whether the Threshold should be displayed on the
chart.

DEIERET [T I Allows you to select whether the Maximum values, Average values, or
Minimum values should be displayed on the charts.




2.2.2 Utilization

This item allows you to view real time data and set the utilization threshold value for the CPU,
DIMM, Partition, and Network.

NOTE: The Disk Partition block naming may differ between Windows® and Linux systems. The Disk Partition
block is titled Partition for Windows® systems, and File System for Linux systems.

A System Overview > 51 SL-B7402FBA-01 > Utilization

Quick Buttons

E Click to switch to the Current tab.
Click to switch to the History tab.
E Click to expand all blocks.

Click to minimize all blocks.
Click to expand this block.

Click to minimize this block.



Toggling between tabs
You can switch between different Utilization tabs by clicking the tabs in the top bar.

. E Current tab (default)

A System Overview > L1 SL-B7402FBA-01 > Utilization

DIMM ALL
L hax

- rarttion D o v
® Network D o v




Editing the threshold values
You can edit the critical and warning threshold values for Utilization items.

1.

Click on a item to adjust the threshold values:

+  High Critical: When the value exceeds this threshold value, the sensor will
display Critical.

+ High Warning: When the value exceeds this threshold value, the sensor will
display Warning.

NOTE: The threshold options for each item may vary.

Click on Save once you have finished adjusting the threshold values of the item.

Memory Utilization Threshold

High Critical - 95

High Warning - 90 +




Customizing the Utilization history tab

You can customize the history tab which displays historical data for the CPU, DIMM, Partition,
and Network sensor events according to different periods of time.

A System Overview > £ SL-B7402FBA-01 > Utilization

DIMM ALL by
LDax

Quick Buttons

E Click to expand all blocks.
Click to minimize all blocks.
Click to expand this block.
Click to minimize this block.

Chart Quick Buttons

Click to download an image of the chart as a .png file.
Click to zoom in on the timeline of the chart.

Click to zoom out on the timeline of the chart.

Click to restore the chart to its default view.



You can customize the charts by selecting the period of time you wish to view for the charts,
then selecting the frequency for which the sensors should return data. This will be applied to
the charts for all the sensors shown on this page.

A System Overview > L1 SL-B7402FBA-01 > Utilization

DIMM ALL

DIMM ALL

Period of time  |Frequency

1 minute, 10 minutes, 20 minutes, 30 minutes, 1 hour

10 minutes, 20 minutes, 30 minutes, 1 hour, 3 hours, 6 hours, 12 hours
30 minutes, 1 hour, 3 hours, 6 hours, 12 hours, 1 day

3 hours, 6 hours, 12 hours, 1 day, 7 days, 14 days

6 hours, 12 hours, 1 day, 7 days, 14 days, 30 days




Additionally, by clicking on the = icon, you can customize the data you wish to view on the
chart.

4 System Overview > £ SL-B7402FBA-01 > Utilization Oime spdud: 20238456 115324

DIMM ALL

Refetch Allows you to trigger a refetch of device data.

(e ETg o]y T+1, 3 Allows you to select whether the Threshold should be displayed on the
chart.

DEIERET [T« I Allows you to select whether the Maximum values, Average values, or
Minimum values should be displayed on the charts.




223 Inventory

This item displays more details about your managed device and disk.

Asset Information

View details for the System, Display, Base Board, Memory, BIOS, Processor, Network Adapter,
Storage, and RAID of the managed device.

A System Overview > CLUNG5 > Inventory Orm
8 assetintormavon B Diskinformation Qe Device Management

system

You can click on Export PDF to export the Asset Information to a PDF file.

Asset Information - UN65

Model Name

Default string
Manufacturer ASUSTeK COMPUTER INC.

Display

Manufacturer ASUSTek COMPUTERINC
Serial Number MILMTF016423

Week of Manufacturer 35

Year of Manufacturer 2021

Base board
Product Name UNs5U
Manufacturer ASUSTek COMPUTER INC.

Processor
Intel(R) Core(TM) i3-7100U CPU
Intel(R) Core(TM) i3-7100U CPU
2.40GHz

Memory

Total Memory Size 4.00GB

Device LocatorChannelA-DIMM1
Manufacturer SK Hynix

27FTBIIE

ASUS Control Center Page10f2



Disk Information

View details on disks installed on the managed device, such as ODD drives, hard disk drives,

and USB drives.

4 System Overview > E1VC66-WIN10 > Inventory @ Time updated: 2020.08-28 18:35:37

8 Assetinformation & Disk Information  Gs Device Management

Device Name: Simtype DVD A DABAESH
Device Description: DVD/CD-ROM Drive
Diive Latter [
Device Status: ® o

DVD/CD-ROM Manufacturer. (Standard CD-ROM drives)

=
L)

Information

Device Name: INTEL SSDSC2BW256HG

Media Type: Fixed hard disk media
Device Status: ® oK
Manufacturer: (Standard disk drives)
Size: 256,052,966,400 Bytes (238.47 GB)
SMART Support Support SMART

SMART Status: ® Waming

Device Management
View the Device Management properties of the managed device.

A System Overview > 1 VC66-WIN10 > Inventory @ime pdated: 2020.08.27 10:7:40

@ Assetintormation & Disk Information Qs Device Management

Bluetooth Radios DVDICD-ROM drives

Disk drives

Display adapters

Fimware

Keyboards. Sound, video and game controllers Monitors Mice and other pointing devices
Network adapters Ports (COM & LPT) Print queves Processors

10

SCSI and RAID controliers SecurityDevices SoftwareComponent Software Device

2-41



224 Software

This item displays details on the software and applications with the Application, Services,
Processes, Environment Variables, Hotfix Info, and Application Usage Analysis tab. You may
also install applications from the Software Market tab.

NOTE:

+  To export the table click the Export button, enter a filename, then click OK.

+  The tabs may differ between Linux and Windows® systems.

For Windows® system:

4 System Overview > £1D700MD > Software

For Linux system:

ASUS Control Center

# System Overview > 0 KubernetesMaster > Software (© Time updated: 2020110112 18:00:30

[ =l g —
P % Clear LEgon = Options

o i Pubishe Instlton Date ]




Application

This tab shows all the applications installed on the managed device. On Windows® devices,
this is equivalent to the Programs and Feature list in most cases.

For Windows® system:

A System Overview > E1D700MD > Software

For Linux system:

ASUS Control Center

# System Overview > L KubernetesMaster > Software

Name

@Time updated: 2020110142 18:00:30

2-43



You may also click on an application then select Uninstall to uninstall the application.

NOTE:
+  Uninstalling applications using the Application tab is disabled on Linux systems.

«  The Uninstall button will be grayed out if the uninstall option is unavailable for the selected application.

Name 7-Zip 16.04 (x64 edition)
Version 16.04.00.0
Publisher Igor Paviov
Installation Date 2019-03-26

x Cancel B Uninstall




Services (Windows only)

This tab shows all the services available on the managed device. On Windows® devices, this is
equivalent to the Task Manager’s services list in most cases.

4 System Overview > £ D500TD > Software

You may click on a service then choose to start the service by clicking on Start, stop a running
process by clicking on Stop, or restart the service by clicking on Restart.

Name AswmSWResourceMonitor

Display Name ASWM Ent Software Resource Monitor
Description ASWM Ent Software Resource Monitor
Start Mode Auto

State Running

X Cancel W Stop C Restart

2-45



Processes

This tab shows all the processes on the managed device. On Windows® devices, this is
equivalent to the Task Manager's processes list in most cases.

For Windows® system:

A System Overview > £ D500TD > Software

For Linux system:

ASUS Control Center

# System Overview > 0 KubernetesMaster > Software (Gl St antitiziens:

[l e —

 Clear. & Export = Optons.




You may also click on a process then select End Task to end the process.

PID 208
Name winlogon.exe
Executable Path C \Windows\system32winlogon exe

x Cancel M End Task

Environment Variables (Windows only)

This tab shows all the environment variables on the managed device. On Windows® devices,
this is equivalent to the System Properties environment variables list in most cases.

4 System Overview > £ D500TD > Software [ ——

2-47



Hotfix Info (Windows only)

This tab shows installed and still pending hotfix updates of a managed device, and also allows
you to sort the hotfix by MsrcSecurity, Categories, or Source.

4 System Overview > E1D700MD » Software O ime s 2501 17920

You can also filter the Hotfix by clicking on , then selecting All, Installed Updates, and
Required Updates as your filter option, then view more information about the hotfix by clicking
on an item in the hotfix list.

A System Overview > L1 D700MD > Software

A System Overview > L1 D700MD > Software




Software Market

This tab shows software packages uploaded to the software pool, and also whether a
software package has been installed to this device. The software packages displayed depends
on the 0S of this device, Windows® devices will only see Windows® software, and Linux
devices will only see Linux software. You may also click on Install Now on software package
that has not yet been installed on to install the software package to this device.

NOTE: Refer to the Software Pool section for more information on adding and removing software packages
from the software pool.

For Windows® system:

" (e
72p
Visoasmn

For Linux system:

# System Overview > 0 KubernetesMaster > Software

[l Avplication  [S] Processes {7 Software Market

Press Enter’key to search.

IPMitool
1815 64bt)

2 nstall Now |

X Cleat | © AIPackages ® Instalod Packages
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Application Usage Analysis

This tab shows usage information for the top ten most used applications on the managed
device. You can filter the Application List by date to only show usage information for the past

day, week, month, half year, or year. Select an application in the Application List to view usage
information for that specific application.

A System Overview > £ DESKTOP-D458HV0 > Software

o+
Click N to save a screenshot of the time distribution graph. Click L1 and drag selecta
portion of the graph to zoom in. To zoom out, click t| to return to the previous zoom level or
%1 to return to the default zoom level.

A System Overview > £ DESKTOP-D458HV0 > Software




225 Event Log

This item displays the event logs for the ASUS Control Center, Application, System, Security,
and Power. You may view each event log by clicking on the tabs and switch between Logs
view or Log Analysis view within each tab. Click on an event to view more details about the

event.

NOTE:

+  To export the Event Log click the Export button, enter a filename, then click OK.

+  Linux systems only support the ASUS Control Center tab.

For Windows® system:

4 System Overview > £1VC66-WIN10 > Event Log

US Control Center 5 Application @ System  ® Securty  © Power

The latest 5000 record:

(© Time updated: 2020-08-28 02:35:53

QAdvance [ Log Analysis

Level Type Date & Time. Message

2020.08.08 142550 GPU Core ID: 1 Uizaton : 49 % Status : Warning > Normal

2020.08.08 142250 (GPU Gore ID: 1 Uizaton : 90 % Status : Normal > Warning
O ciiica 2020.08.08 133740 Sensor : MotherBoard Value Normal > HighCrtcal
© Normal 2020.08.08 100157 Sensor MotherBosrd Vaue HighCrical > Normal ]
© Nomal Sensor - MotherBoard Value HighCrtical —> Normal
© Nomal Sensor : MotherBoard Value HighCrtical —> Normal
O Critcal Sensor : MotherBoard Value Normal —> HighCrltcal
© Nomal Sensor : MotherBoard Value ed  HighCrlical —> Normal
O Critcal Sensor : MotherBoard Value Normal > HighCiical
© Nommal Sensor: MotherBoard Value - 60 HighCrkical —> Normal
© Nomal Sensor : MotherBoard Value 4 HighCrical ~> Normal
© Normal ‘Sensor : MotherBoard Value : 63 > 43 Status Changed  HighCriical —> Normal
O Critcal 2020.08.07 164311 Sensor  MotherBoard Value : 43 > 63 Status Changed - Normal > HighCrical
© Nommal 2020.08.07 163810 ‘Sensor : MotherBoard Value : 63 > 43 Status Changed  HighCriical —> Normal
O Critcal 20200807 163710 Sensor : MotherBoard Value 43 - ged  Normal > HighCriical
© Normal 2020.08.07 095756 ‘Sensor : MotherBoard Valuo : 62 > 44 Status Changed : HighCriical ~> Normal
© Normal 2020.08.07 092433 Sensor : MotherBoard Valuo : 63 > 44 Status Changed : HighCriical > Normal

2020.08.07 073607 Sensor : MotherBoard Valuo : 54 —> 62 Status Changed - Normal -> HighCriical

For Linux system:

ASUS Control Center

# System Overview > & KubernetesMaster > Event Log

@ ASUS Control Center

(@ Time updated: 2020110112 18:00:30

Press Enter key 1o search

Level Type
© Normal

© Normal
© Normal
@ Normal
@ Normal
© Normal

o critical

Date & Time.
20191024 04:46:26
20191024 04:45.55
2018-10-24 04:39.08
2019-10.24 04:38:36
2018-10-24 04:35
2019-10.24 04:34:57
2019-10-2404:3426
2019-10.24 04:3354

2019-10-24 043149
2019-10.24 043117
2018-10-24 043117

(CPU Core ID: 0 Utiization
(CPU Core ID: 0 Utiization
CPU Core ID: 0 Utiization

{CPU Core ID: 0 Utiization

(CPU Core ID:0

Message.

Jiization : 91 % Status

jaming —> Normal
Waming > Normal




Switching to Log Analysis view

Click on Log Analysis to view the event log as a bar chart and timeline chart, allowing you to

view the amount of Normal, Warning, and Critical events.

NOTE: Click on Logs to switch back to the list view of the event log.

4 System Overview > L1 VC66-WIN10 > Event Log T

@ ASUS Control Center [ Application % System 8 Security ~ ® Power

The latest 5000 records

Log Analysis
= @ Normal @ Wa il

) B

You can click on a item on either chart key to hide that item on both charts.

4 System Overview > C1VC66-WIN10 > Event Log G Imwmnm: Jax a2

@ ASUS Control Center [ Application ~ 9 System  ® Security ~ ® Power

The latest 5000 records

T (- 116

2020-0710_2020.07-18_2020.07-26_2020.08-03_2020.08-17_202008-24

Y B




ASUS Control Center tab

a System Overview > L1 VC66-WIN10 > Event Log @ Time updated: 2020.08-28 02:36:53

@ AsuS Control Center [ Application % System  ® Security ~ © Power

The latest 5000 records 1 Log Analysis.

Press Enter key to search

ppee—— Do Time rov

© Nomal 20200608 142550 (GPU Core 1D Uslization 49 % Status - Warming —> Normal

‘ 20200808 142250 (CPU CoreID: 1 Usfiztion - 50 % Status - Normal > Waring

0 critcal 20200808 133740 Sensor - MotherBoard Value - 43 -> 63 Siatus Chang - Normal > HighCial
© Normal 202008.08 10:01:57 ‘Sensor: MotherBosrd Value : 63 —> 43 Status Changed - HighCriical > Normal )
© Nomal 20200808.07:59:15 ‘Sensor MotheBoard Vlue - 62 -> 43 Status Changed :HighCrical > Normal
© Nomai 20200808 07:4709 Sensor MotheBoard Vlue - 62 -> 43 Satus Changed : HighCrical > Normal
0 Criical 20200808 073603 Sensor - MotherBoard Vluo - 43> 64 tatus Changed: Normal - HighCial
© Nomal 20200808 041031 Sensor - Motheoard Value - 63 —> 43 Siatus Changed :HighCrical—> Normal
©Criical 20200608 03308 ‘Sensor MotherBoard Value - 43> 62 Satus Changed - Normal > HighCial
© Nomai 20200808 00:4321 Sensor MotheBoard Value - 60 —> 43 Siatus Changed :HighCrical—> Normal
© Nomal 20200607 174547 Sensor MotherBoard Value - 60 —> 43 Siatus Changed :HighCrical—> Normal
@ o 20200807 16:4411 Sensor MotherBoard Vlue - 63 —> 43 Satus Changed : HighCrcal—> Normal
0 crital 20200807 16:4311 Sensor MotherBoard Value - 43 —> 63 Status Changed:Normal > HighCiiical
@ Nomai 20200807 163810 Sonsor MotherBoard Value - 63 —> 43 iatus Changed - HighCrical > Normal
0 crital 20200807 163710 Sensor otherBoard Value - 43 —> 63 Satus Changee - Normal > HighCiical
© Nomai 20200807 035756 Sonsor - MotherBoard Value - 62 —> 44 Siatus Changed - HighCrical > Normal
© Nomal 20200807 052433 Sensor MotherBoard Value - 63 —> 44 Status Changed - HighCrical > Normal
0 ciiticl 20200807 07:3507 SonsorMotherBoard Vlue 54 -> 62 Satus Changed - Normal > HighCiical

Application tab (Windows only)

A System Overview > L1 VC66-WIN10 > Event Log ©Time updated: 2020.08-28 10:36:50
@ ASUS Control Center [T Application @ System @ Security  ® Power

The tatest 5000 records QAdvanco 18 Log Analyss

Level Type Date & Time ess

ONomal 12020.08-28 103117 Windows Ertor Reporting Fault bucket 1908206311035845773, type 5 Event Name: BEX Response: Not availab. @)
O Critical 20200826 1031115 Application Error Faulting application name: wiprvse exe, version: 10.0.16362.1, time stamp: 0x12652.
© Normal 2020-08-26 102915 Windows Error Reporting Fault bucket 1908206311035945773,type 5 Event Name: BEX Response: Not availab
O Critical 202008.281029:14 Application Error Fauling application name: wiprvsa exe, version: 10.0.18362.1, ime stamp: 0x12652
© Normal 2020-08-26 102613 Windows Error Reporting Fault bucket 1908206311036949773, type 5 Event Name: BEX Response: Not avalab
0 Critical 2020-08-28 10:26:12 Application Error Faulting application name: wmiprvse exe, version: 10.0.18362.1, time stamp: 0x12652.
© Normal 2020-08-28 10:24:11 Windows poring Fault bucket type 5 Event Name: BEX Response: Not avallab.
0 Critical 20200826 10:24:10 Applicaton Ertor Fauling application name: wmiprvse exe, version: 10.0.18362.1, ime stamp: 0x12652.
© Normal 2020-08-28 102209 Windows Error Reporing Fault bucket 1908206311035849773,type 5 Event Name: BEX Response: Not availab.
O Critical 2020.08-28 102208 Applicaton Error Fauling application name: wiprvse exe, version: 10.0.18362.1, me stamp: 0x12652.
© Normal 2020-08-28 102008 Windows Error Reporing Fault bucket 1908206311035849773, type 5 Event Name: BEX Response: Not availab.
0 Critical 2020.08-28 102006 Application Error Faulting application name: wmiprvse exe, version: 10.0.18362.1, ime stamp: 0x12652.
© Normal 2020.08-28 101806 Windows poring Fault bucket 1 11035949773, type 5 Event Name: BEX Respanse: Not availab
0 Critical 2020-08-28 101804 Application Ertor Fauling application name: wiprvse exe, version: 10.0.18362.1, ime stamp: 0x12652
© Normal 2020-08-28 10-16:04 Windows poring Fault bucket 1 11035949773, type 5 Event Name: BEX Respanse: Not availab.
O Critical 2020-0826 10-16.03 Application Ertor Faulting application name: wmiprvse exe, version: 10.0.18362.1, me stamp: 0x12652.
© Normal 2020-08-28 10:1302 Windows P Fault bucket 1 11035949773, type 5 Event Name: BEX Response: Not availab.

0 Critical 2020-08.28 10.13.01 Application Error Faulting application name: wmiprvse.exe, version. 10.0.16362.1, time stamp. 0x12652.




System tab (Windows only)

a System Overview > L1 VC66-WIN10 > Event Log @ Time updated: 2020.08-26 08:36:39

@ ASUS Control Center ~ [5 Application ~ % System  /® Security ~ ® Power

The latest 5000 records QAdvance LM Log Analysis

860 ©

J

LevelType Date & Time Source Message
@ Normal 2020-08-26 08:36:19 Microsoft-Windows-GroupPolicy  The Group Policy settings for the computer were processed successfully. There were _.. @)
© Nomal 2020.0826 071413 MicrosofWindows-GroupPolicy  The Group Policy sstings for the user were processed successfull. There were no ch

@ Nomal 2020.08.26 06:4:19 MicrosofWindows-GroupPolicy  The Group Policy settings for the computer were processed succassfuly. There were

© Normal 2020.0826 053112 Microsoft-Windows-GroupPolicy  The Group Policy setings forthe user were processed successfull. There were no ch

© Nomal 2020.08.26 05.02:19 Microsoft-Windows-GroupPolicy  The Group Policy sttings for the computer were processed successfull. There were

© Nomal 2020.08.26 035958 MicrosofWindows-WindowsUp... Instalation Successful: Windows successfully nstalled the following update: Security

© Nommal 2020-08.26 03.59.50 MicrosoftWindows-WindowsUp... Instalation Started: Windows has started intaling the following update: Seculy ntel

© Nomal 2020.08-26 035950 MicrosofWindows-WindowsUp... Instalation Successful: Windows successfully nstalled the following update: Update fo

© Normal 20200826 0359.41 MicrosoftWindows-FiterManager Fil System Fiter WoFier (10.0, 2091-10-06T15:25:55 0000000002) has successfl

© Nomal 2020.0826 035937 MicrosoftWindows-WindowsUp... Instalation Strted: Windows has startd intaling the fllowing update: Update for Mi

© Nomal 20200826 035937 MicrosoftWindowsFiterManager Flle System Fier WaFiler (Version 10.0, 1995-07-21T01:35.02.0000000002) urload

© Nomal 2020.08.26 035930 MicrosoftWindows-WindowsUp... Windows Updae started downloading an update

© Normal 2020.0826 035930 MicrosoftWindows-WindowsUp... Windows Update started downloading an update

© Nommal 20200826 03.48:12 MicrosoftWindows-GroupPolicy  The Group Policy setings forthe user were processed successfull. There were no ch

O cCritcal 2020.08-26 033624 Dcom The descripionfor Event 1D 10010'in Source DCOM cannot b found. The localco.

© Nommal 2020.08.26 031518 MicrosoftWindows-GroupPolicy  The Graup Policy stiings or the computer were processed successfull. There were

© Normal 2020.0826 020512 MicrosofWindows-GroupPolicy  The Group Polic sstings for the user were processed successfull. There were no ch

© Nommal 2020.08.26 012819 MicrosofWindows-GroupPoicy _ The Group Policy sttings for the computer were processed succassfully There were

Security tab (Windows only)

4 System Overview > L1 VC66-WIN10 > Event Log O

@ AsuS Control Center [ Application % System  ® Security @ Power

The tatest 5000 records QAdvance 18 Log Analyss

Audit Failure

Lovel Type Dato & Tima | Source Messago
P Audit Success 2020-08-28 10:32:19 Microsoft-Windows-Securty-Aud... An account was logged off. Subject: Securlty ID: S-1-5-18 Account Name: VC56-WIN1... @)
2 Audit Success 202008.28 103219 Microsoft Windows-Secury-Aud... An account was successfuly logged on. Subject Securly 1D: $-1-0-0 Account Name:
£ Audit Success 202008.28 10:32:19 s Aud... Special privileges assignd 1o new logon. Sublect Securly ID: 5-1-6-18 Account Nam.
2 Audit Success 202008.2810:31:15 Special prv gned to new logon Subject:Securly ID: $-1-5-18 Account Nam
£ Audit Success 20200828 10:31:15 MicrosoftWindows-Secury-Aud.. An account was succassiuly logged on. Subject Secury ID: $-1-6-18 Account Name.
£ Audit Success 202008.28 10:26:14 3 Special prv gned to new logon Subject: Securiy ID: $1-5-18 Account Nam
£ Audit Success 202008.25 10:29:14 Microsoft Windows-Secury-Aud.. An account was succassfuly logged on. Subject Secury ID: $-1-6-18 Account Name.
£ Audit Success. 2020.08.28 102803 Special prv gned to new logon. Subjoct: Securiy ID: -1-5-18 Account Nam
£ Audit Success 2020.08.28 10:28:03 Microsoft Windows-Secury.Aud.. An account was succassfuly logged on. Subject Sacury ID: $-1.6-18 Account Name.
£ Audit Success 2020.08.28 1026:12 Microsoft Windows-Securty.Aud... Specialprivleges assignad to naw logon. Subject: Sacurt ID: S-1.6-18 Account Nam.
£ Audit Success 2020.08.28 1026:12 Microsoft Windows-Secury.Aud... An account was succassfuly logged on. Subjoct Secury ID: S-1-6-18 Account Name.
£ Audit Success 2020.08.28 10:24:10 Special prv gned to new logon. Subject: Security ID: -1-5-18 Account Nam
£ Audit Success 2020.08.28 10:24:10 Microsoft Windows-Secury-Aud... An account was succassfuly logged on. Subject Securt ID: S-1-6-18 Account Name.
£ Audit Success 202008.28 102220 Special prv 110 new logon. Subject: Seculty ID: S-1:5-18 Account Nam.
2 Audit Success 2020-08-28 102220 Microsoft Windows-Securty-Aud... An account was successfuly logged on. Subject Securl ID: S-1-6-18 Account Name.
2 Audit Success 202008.28 102208 W Special prv 110 new logon. Subject: Seculy ID: S-1.5-18 Account Nam.
2 Audit Success 202008.28 102208 Microsoft-Windows-Securty-Aud... An account was successfuly logged on. Subject Securt ID: S-1-5-18 Account Name
2 Audit Success 202008.28 102006 W Special prv 410 new logon_ Subject: Securty ID. S-1-5-18 Account Nam




Power tab (Windows only)

This tab will display the power on, power off, and restart event logs for the managed device.

You can select to view the power event log events of different periods of time.

ASUS Control Center

4 System Overview > &1 VC66-WIN10 > Event Log

@ ASUS Control Center [ Application % System  ® Security ~ ® Power

Logs @88 2019-08-28 - 2020

) S 1 Dees.Tne
Doftne
Dofine
Dofine
Q offline
Doftine
ot
otte
Dotte
Doftins
Dotine

Qoffine

Dofine

Message

7 Days (Log Analysis):

ASUS Control Center
4 System Overview > C1VC66-WIN10 > Event Log

@ ASUS Control Conter  [H Application ~ % System  ® Socurity () Powor

Log Analysis (2020:08:22 = 20200828

Total Up Time
155 hours 33 minutes

L bax




30 Days (Log Analysis):

4 System Overview > LI VC66-WIN10 > Event Log @Time updated: 2020.08-28 11:37:14

@ ASUS Control Center [ Application % System  ® Security  ® Power

Log Analysis (020:07:50~ 20200828 ™ 300 oM 1

Total Up Time
683 hours 41 minutes

L bax

20200730 20200802 20200805 20200808 20200811 20200814  2020.0817  2020-0820  2020.0823  2020-08.26

6 Months (Log Analysis):

@ Time updated: 2020.08.28 11:39:44

A System Overview > E1VC66-WIN10 > Event Log
@ ASUS Control Center [0 Application @ System  ® Security () Power

Log Analysis (2020:02:28 = 20200828

Total Up Time
4,354 hours 55 minutes

Loox

g 8 8 8

e
He=————————=—
=~

3

“04-15

8




1 Year (Log Analysis):

ASUS Control Center

4 System Overview > E1VC66-WIN10 > Event Log

Total Up Time
7,768 hours 46 minutes

(© Time updated: 2020-08-28 11:41:14

Lbax




Filtering the event log using advanced search

1.
2.

Click on Advance.

Select the Filter Type.

+ Filter by total records: Filters according to the number of records.
+ Filter by Timestamp: Filters according to the set time period.
Select the Level Type(s) you wish to filter

The Conditions may vary depending on the Filter Type selected.

+  Filter by total records: Set the amount of records to show. This amounts
increments by 100 and ranges from 100 to 5000 records.

Advanced Search

| Filter Type Filter by total records v

Level Type [ @ Normal
@ A Waming
£ @ Critical

[Conditions  Latest | 100 : Records




Filter by Timestamp: Select a time period to show records, or set a custom time
frame to show records within the set time frame.

Advanced Search

| Filter Type Filter by Timestamp v

Level Type [ @ Normal
[ A Waming
() @ Critical

Conditions Custom Time Period B

Start Date & Time

Latest 1 Hour

End Date & Time

Latest 12 Hours

Latest 1 Day

Latest 1 Week ancel m

Latest 2 Weeks

Latest 1 Month

When you select Custom Time Period, you can select a Start Date & Time, and
End Date & Time.

Advanced Search

| Filter Type Filter by Timestamp v

Level Type [ @ Normal
@ 4 Waming
[ O Critical

Fonditiuns Custom Time Period v

Start Date & Time | 2019/01/24 18:10

End Date & Time 4 " January- 2019- a

Sun Mon Tue |Wed Thu Fri | Sat

1 2| 3 4 5 18:30

6 7 8 9 1 M 12 1900;|m
13 14 15 19 | 1930 | -

1% 17 18
20 21 2 3B n 25 26| | 2000
7 2 20 30 3 2| 2030




Click Action to start filtering the Event Log.

NOTE: This function will replace the Event Log list with the new results, and searching / filtering
using the Search toolbar will only perform a search / filter on the new Event Log list.

Filter example of Warning Level Type of Filter by total records:

50

# System Overview > D ELASTICSERVER > Event Log

@ AsUS Control Q. System

@rime updated: 202011012 18:00:30

Press Enter Key 10 search

LevelType

| Date & Time.

Message

ASUS Control Center
# System Overview > D ELASTICSERVER > Event Log

@ ASUS Control Cer

Application

2019.03.11 11:26:41
20190311 11:26:41
2019.03-11 11:26:41
2
2015,
20;
2019:03-11 11:26:41

9.05-11 11:26:41
1 11:26:41
0311 11.26:41

Qo System  ® Security

CPU Core ID: 27 Utization 94 % Status

P Core 1D
CPU Core ID:
U Core 1D
CPU Core ID:
cPU Core 1D
CPU Core ID:
cPu Core 1D
U Core 1D
cPU Core 1D
P Core 1D
cPU Core 1D
cPU Core 1D
CPU Core ID:

26 Utiization : 94 % Status
25Ut

fon £ 94 % Status
24 Utiization : 94 % St

fiization : 94 % Status
22 Utiization : 94 % Status
21 Utiization : 94 % Status
20 Utiization : 94 % Status
19 Utiization - 94 % Status
18 Utiization : 94 % Status
7 Utiization 94 % Status
16 Utiizaton : 94 % Status
15 Utlization 94 % Status

14 Utiization : 94 % Status

Normal —> Warming

Normal —> Warning

Normal —> Waring

Normal —> Warning
Normal —> Warning
Normal —> Warning
Normai —

Normal —>

Normal —> Warning

Warming

Warning
Norm:

@ Time updsted: 20201012 18:00:30

=

Level Type L Dale & Time. Message

o critical 2019.03-11 11:27:41 CPU Core ID: 0 Utiization - 100 % Status : Warning > Crtical
o crtical 2019.03-11 11:27:41 CPU Core ID: 1 Utization - 100 % Stafus - Warming —> Crical
0 critical 2019.03-11 11:27:41 CPU Core ID: 2 Utiization - 100 % Status : Waring > Crtical
o crtical 9.03-11 11:27:41 CPU Core ID: 3 Utiization fatus - Waming —> Critical
0 critical 0311 11:27:41 (GPU Core ID: 4 Utiization - 100 % Status - ¥

o critical CPU Core ID: 5 Utiization Warning > Crtical
0 critical CPU Core ID: 6 Utiization Warning > Critical
@ critical CPU Core ID: 7 Utiization Warning —> Crtial
0 critical 2019.03-11 11:27:41 CPU Core ID: 8 Utiization Waring —> Citical
o crtical 2019.03-11 11:27:41 CPU Core ID: 9 Utiization s - Waming > Cittcal
o critical 2019.03-11 11:27:41 CPU Core ID: 10 Ulization Waming

o critical 2019.03-11 11:27:41 CPU Core ID: 11 Utiization : 100 % Stalus : Waming

0 crtical 2019.03-11 11:27:41 CPU Core ID: 12 Utization 100 % Status -V

0 critical 2019.03-11 11:27:41 (CPU Core ID: 13 Utization 100 % Status -V




Filtering the Power event log
Click on m then select the criteria to filter.

NOTE:
+  Selecting All will display all power event log items.
+  Selecting Power will only display power related events.

+  Selecting Connection will only display online/offline events.

4 System Overview > £1VC66-WIN10 > Event Log G I Sx st shatee

@ AsuS Control Conter  [H Application ~ % System Security ~ ® Power

30 oM 1¥

Lt Log Anlysis

£ Options

Date & Time
0827 232154

| Message

202

12020.08-27 23:20:24

2020.08.26 232052

120200826 23:19:52

2020-08.25 23:24:07

2020-08.25 23:23.07

2020-08:25 23:19.0

2020-08-25 23

2020-08-25 225737

2020-08.25 2254

2020-08-24 2321

Doffline 2020-08-24 2320
Online 2020-08-2405.06:20

D 0fline 2020.08.24 050453
2 Online 2020-08-23 050612
D ofline 20200823 050453

Online 20200822 06:3322
D ofline 120200822 06:32:02
CJ Online 2020-08-22 05:06:11
D 0ffline 20200822 05,0453

Online 2020.08:21 200539
D offline 120200821 20.0420
Q Online 2020.08:2118:07:30
D ofline 120200821 18:06:17

4 System Overview > C1VC66-WIN10 > Event Log O ime upaatec: 2020.08.28 104344
@ ASUS Control Center  [H Application @ System @ Security () Power
Lovs @D @ . ™ w0 oM (1) |l Log Anaysis

Status Date & Time

1 Message
2020.08-16 17:3502

® Power On

20200815 17:34:01 The process C:Windows\System32\usocoreworker exa (VCB ted therostar of comput
®Power On 73522

The process CAWINDO (VCEE-WIN1O) has the s

© Power On

202007-30 18:09:38 The process CWINDOWS\system32Wwbemwmiprvse exe (VC66-WIN10) has iniiated the shutdown of
®Power On 20200730 18:09:13

20200730 17 The process C:WINDOWSisystem; e (VC of
©Power On 20200730 17345

20200730 173329 The process CWINDOWS\system32wbe: e (v
©Power On 20200730 17:33.03

20200730 172828 The process C:\Windows\SysWOWG4shutdown exe (VCE6-WIN10) has infiated the shutdown of compu
©Power On 20200717 030402

20200717 030301 The process C:\Windows\System32\usocoreworker exe (VCS6-WINTO) has inated the restart of comput
® Power On 202007-14 173503

2020.07-14 173437 The process CWINDOWSlsystem32winiogon exe (VCSE-WINTO) has inated the restat of computer
®Power On 202007-10 111839

220,070 11:17:55 The process C:\Windows\Sy WIN10) has niated the restart of compu
® Power On 2020.06:10 022401

20200610 022301 The process C:\Windows!System32Wsocoreworker exe (VCS6-WIN1G) has iniiated the restartof comput
® Power On 2020.06.08 104921

202006.08 10:4856 CAWINDOWStsystem32winlogon exe (VCE6-WIN10) has iniiated the resart of computer
®Power On 20200601 11:37:47 hutdown at 10:57:25 AM on 6/1/202
© Power Off (UnExpected) 2020.06.01 105725




2.2.6 BMC

This item displays the information on the BMC of the managed device, you may also set the
BMC using ASMB through the Shared LAN and DM_LAN tabs.

NOTE:

The managed device has to support BMC to use the functions described in this section. The BMC
option will be grayed out if BMC is unavailable on the managed device.

The information entered in this section is for reference only.

ASUS Control Center

# System Overview > D ELASTICSERVER > BMC

BMC

1PMI Mods! Name ASMBEKVM
Version 114

SEL Number o

Card Type Onoard

Flash Type Aspesd 2400

Shared LAN
NOTE: BMC is required to use this item.

This item is the communication port for BMC and 0S, clicking on the BMC IP in the IP Address

field will redirect you to the ASMB page, allowing you to view the hardware sensor values of
the device.

DM_LAN
NOTE: BMC is required to use this item.

This item is the communication port specifically for BMC, clicking on the BMC IP in the IP
Address field will redirect you to the ASMB page, allowing you to view the hardware sensor
values of the device.



Edit BMC using ASMB
To edit BMC settings using ASMB on the device:

1. Select DM_LANT1 or Shared LAN, then click on any of the IP Addresses.

2. Log into ASMB.

ASMBI-iKVM




227 BIOS

This item allows you to update the BIOS of a managed device by uploading a BIOS cap file or
selecting a BIOS cap file from the BIOS Cache, view and adjust BIOS settings, and view the
Desktop Management Interface Information.

NOTE: The functions available in this item may vary according to managed device.

ASUS Control Center

# System Overview > L MEDIACENTER-2 > BIOS

O BiOSFlash [ B10S Setting  [5] DMIInfo

BIOS Information

Manufacturer Name ASUSTeK COMPUTER INC.

System Product Name

Baseboard Model Name
Vendor TeK COMPUTER INC. (Licensed rom AMI)
BI0S Version

BIOS Build Date 061092017

BIOS Flash Information

BIOS Flash Type Manually Upload BIOS File

Upload BIOS




BIOS Flash

The BIOS Flash tab allows you to flash the BIOS of the device by manually uploading a BIOS

cap file or selecting a BIOS cap file from the BIOS Cache.

IMPORTANT: Flashing the BIOS using ASUS Control Center is only supported on managed devices that are

ASUS products.

1. You can upload or select your BIOS cap file using the following methods:

+ Manually uploading BIOS cap file

a.

Select Manually Upload BIOS File in the BIOS Flash Type field.

# System Overview > D ELASTICSERVER > BIOS

O BiOSFlash 28105 Seting [ DM Info
BioS 1 on

Vendor

BIOS Version

BI0S Build Date

BIOS Flash Type

[[anuats Uons s Fie ]

Upload BIOS

cap file into the dotted square.

NOTE: The uploaded BIOS cap file will automatically be added to the BIOS Cache.

ASUS Control Center

# System Overview >  ELASTICSERVER > BIOS

O BiOsFash [ 8105 Setting [ DM

Click on Upload BIOS File to select a BIOS cap file, or drag the BIOS

BIOS Information 4 & > ThisPC > Downloads

folder

E- o @

& Z10PP-D24-ASUS-3407
Type CAPFile Size 160MB
Vendor
BIOS Version i File name: [Z10PP-D24-ASUS-3407 | capFile (cap) 8
BIOS Buikd Dato outenots =

BIOS Flash Type Manually Upload BIOS Fil

Upload BIOS




+  Selecting BIOS cap file from the BIOS Cache
a. Select Flash From BIOS Cache in the BIOS Flash Type field.

ASUS Control Center

# System Overview > O ELASTICSERVER > BIOS

O BiosFiash 38105 Setting [ DMIinto

BIOS Information

Manufecturer Name OMPUTER INC

System Product Name RS’

EsRS24E

Baseboard Model Name

[Femromsos e ]

BIOS Cache List

Automatic Reboot

Locator LED

Baseboard Model Name

BIOS Version 3407

BIOS Build Date o017

BIOS Update Message the Flash'bulton to star the BIOS Flash

b. Select a BIOS cap file to use from the BIOS Cache List drop down
menu.

ASUS Control Center
# System Overview > O ELASTICSERVER > BIOS

O BioSFush  [2] 8105 Setting  [5] DMIInto

BIOS Information

Manufacturer Name

System Product Name

Baseboard Model Name

Automatic Reboot

Locator LED

Baseboard Model Name

BI0S Version 3407

B10S Build Date

BIOS Update Message



2. (optional) You may check the Reboot after BIOS Flash checkbox in the Automatic
Reboot field to automatically reboot the device after BIOS has been flashed.

# System Overview >  ELASTICSERVER > BIOS

O BiOSFlash [ 810 Setting  [2] DM Into
BIOS Information

Manufacturer Name ~ASUSTEK COMPUTER ING

System Product Name

Baseboard Model Name Z10PP.D24 Series
Vendor ‘American Megatrends Inc.
BI0S Version 3301
BI0S Build Date 0412016
BIOS Flash Information |
BIOS Flash Type Manually Upload BIOS File

3 Z10P D24 ASUS 3407.CAP |

Upload BIOS.

‘Automatic Reboot

Locator LED. Tum on
Baseboard Model Name Zz10PP.024
BIOS Version

BIOS Build Date

BIOS Update Message the Flash'button o start the BIOS Fiash

3. (optional) You may check the Turn On (BMC only) checkbox in the Locator LED field to
turn on the Locator LED once BIOS Flash is completed.

NOTE: BMC is required for this option to work properly.

# System Overview > D ELASTICSERVER > BIOS

O BiOSFlash [ 810 Setting  [2] DM Into
BIOS Information
N asus

Manutacturer Name
System Product Name
Baseboard Model Name.
Vendor

B10S Version

B10S Build Date

BIOS Flash Type

Upload BIOS.

Aut

BIOS Flash Information |

COMPUTER INC.

RST20-E8.RS24.E

Z10PP-D24 Series

‘American Megatrends Inc.

o410t

Manually Upload BIOS File

3 Z10P D24 ASUS 3407 CAP |

oo e o ]

Baseboard Model Name
BIOS Version
BIOS Build Date

BIOS Update Message

the Flash'button o start the BIOS Fiash




4.

Click Flash to begin the BIOS flash, then wait for the BIOS flash to be completed.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiosFiash 3 8105 Setting [ DMIInto

BIOS Information

Manufacturer Name ASUSTeK COMPUTER ING
System Product Name RST20EBRS24E
Baseboard Model Name. Z10PP.D2 Series
Vendor American Megatrends Inc.
BI0S Version !

8105 Build Date oanaz0ts

BIOS Flash Information

Z10PPD24 ASUS 3407.CAP |
Upload BIOS |
[ s [ conce |

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiosFlash 2 8105 Setting [ DM Info

BIOS Information

Manufacturer Name

JPUTER INC.

System Product Name Rs2eE

Baseboard Model Name Z10PP.D24 Series
Vendor Amercan Megatrends Inc
BIOS Version 3301

BI0S Build Date o41e2016

BIOS Flash Information

BI0S Flash Type Manually Upload BIOS File v
Automatic Reboot

Locator LED Tum on

Baseboard Model Name Z1ope.
BI0S Version 3407
BI0S Build Date o017

BIOS Update Progress.

BI0S Update Message BI0S Updated



5. Once the BIOS flash has been completed, a pop-up window will appear, prompting
you to reboot the system, click OK. You can also view this message in the Device
Information screen and Mission Center.

A System Overview > 0 Device Information

CONLNE EIMESSAGE 9 LOCATOR L 0= I AR

ELASTICSERVER

0 Information Microsoft Windows Server 2016 Datacenter 64-bit 10.014393
BIOS Version 3407

Agent Version 12141

Model Name RST20-EB-RS24-E

1P Address 101075125

Timezone (UTG+08:00) Taipei

Up Time 0 day(s) 3 hour(s) 23 minute(s)

S & S
— e
‘ = o S

ASUS Control Center

¥ Mission Center

The device needs to reboot after the BIOS Flash for the new BIOS to take effect

6. Reboot the device to complete the BIOS flash.



BIOS Setting

IMPORTANT: The BIOS Setting tab is only available on specific ASUS products such as an ASUS
commercial notebook PC. For more information on ASUS products that support ASUS Control Center,

please refer to https://asuscontrolcenter.asus.com.

The BIOS Setting tab allows you to view and adjust the BIOS Advanced, Monitor, Boot, and
Security settings of the device, providing you with a quick way of adjusting BIOS settings
without having to enter the BIOS menu of the device.

NOTE: The BIOS settings may differ between devices. Please refer to the device’s motherboard user manual
for more information about the BIOS settings.

ASUS Control Center
#A System Overview > & MEDIACENTER-2 > BIOS

O BioSFlash [ B10S Setting  [5] DMIInto

8 Advanced

Enables or disables boot with iniaizafio of a minimal set of devices required to launch
Lt Enebled active boot opton. Has no eflectfor BBS boot options.
. oo o Normal Boot 1o normal baot on
» Next Boot after AC Power Loss Normal Boot bkl
Seloct tho additional waitng tie before the POST(power-on s siy onter
» POST Delay Time 3sec . the BIOS setup. The POST delay ime is ony recommended fo be et during a normal
system boot
» Boot up NumLock State Enabled Enable or isable the keyboard numlock during the system boot
» 08 Type Windows UEF mode




DMl Info

Under the SMBIOS standard, the DMI Info tab allows you to view details on certain items
such as manufacturer name and hardware component information of the device without a
hardware controller.

ASUS Control Center
# System Overview > & MEDIACENTER-2> BIOS

O BIOSFlash [ BI0S Setting  [5] DMIInfo

» Manufacture ASUSTeK COMPUTER ING
» Product Name unesy
» Version Tobe fled by OEM

GomsAC
» uuo CABGBACST680ES1190749C5CSEO1EETD
» SKU Number

» Famiy

B Basevoara




22.8 Security

This item allows you to set permissions on the device for the Registry Editor, USB Storage
Device, and Watchdog. For centralized permission settings on multiple devices, refer to the
Security Management section.

NOTE: Linux systems only support Watchdog.

For Windows® system:

ASUS Control Center

# System Overview > L ELASTICSERVER > Security

1o enable ordisable the USE storage device.

Only

&
WatchDog ()
-
=
I“ Move thesider o anaeor cisable he Wtd ch automaticaly deects and prtects the server fom crsshes

For Linux system:

ASUS Control Center

# System Overview > £ KubernetesMaster > Security

og function, which automatially detects and protects the server from crashes




Registry Editor (Windows only)

The Registry Editor allows you to enable or disable access to Regedit Tool in Windows® by the

managed device's user. Click the slider to enable or disable the Registry Editor.

ASUS Control Center
# System Overview > D ELASTICSERVER > Security

hich automatically detects and protacts the server from crashes.

USB Storage Device (Windows only)

USB Storage Device allows you to enable or disable access of a USB storage device
connected to a USB port on the managed device. You can also set USB storage devices to
read-only permissions by checking the Read Only checkbox. Click the slider to enable or

disable USB Storage Device.

ASUS Control Center
# System Overview > L ELASTICSERVER > Security

o




Watchdog

Watchdog allows you to enable or disable the Watchdog timer. When the watchdog timer in
unresponsive due to hardware fault or program error, it will reboot the device. Click the slider
to enable or disable Watchdog.

NOTE: Auto Restart needs to be disabled on Windows® Server 2016 or later versions for Watchdog to
successfully reboot the device when required. To disable Auto Restart, search for Control Center in the
Windows Search Box, then navigate to System > Advanced System Settings > Startup and Recovery.

ASUS Control Center

# System Overview > D ELASTICSERVER > Security

10 nable or disable the USB storage device

=|
=
|II Move the sider to enable or disable the WatchDog function, which automatically detects and protects the server from crashes.

N




229 Configuration

This item allows you to configure the interval at which hardware and utilization sensors are
checked, and set the interval which the agent will respond to the server’s requests. You can
also set a password which has to be entered when removing the agent from the managed
device.

Agent Configuration

Configure the interval at which hardware and utilization sensors are checked, and the interval
at which the agent will request updates on tasks from the ASUS Control Center server. You
can configure these options by clicking on L.* /= | to increase or decrease the time, then
click Save to save the changes made.

ASUS Control Center

# System Overview > D ELASTICSERVER > Configuration

Agent Configuration

Hardware sen interval

Utiization time interval =

Agent response timer -

PO — B
T o) oy st your posowrdo il ASUS CanelCoia gt For s dvic o daai o ey
S mbd

Interval in seconds at which the hardware sensor information is

Hardware sensor sent to the ASUS Control Center server.
interval * The default is set to 30 seconds, which means that every 30 seconds the agent will
report items such as fan disconnected back to the ACC server, and the ACC server
will update this fan status within 30 seconds of receiving this report from the agent.

Interval in seconds at which the utilization information is sent to the
ASUS Control Center server.

Utilization time interval ) ) )

* The default is set to 30 seconds, which means that every 30 seconds the agent will
report items such as CPU stress test back to the ACC server, and the ACC server will
update this CPU status within 30 seconds of receiving this report from the agent.

Interval in seconds at which the agent will query the ASUS Control
Center server for task updates.

LUTNRES SR CT « The default is set to 10 seconds, which means that every 10 seconds the agent
will query the ACC server for new tasks. For example, when you set the Registry to
disabled on the ACC server, the device will query the ACC server and receive this
task, then perform this task within 10 seconds of receiving the task.







Agent Uninstall Password
Set a password for agent uninstallation. The user will be prompted to enter the password
when they want to uninstall the agent.

1. If Agent Uninstall Password is not enabled, click on the slider to enable it.
ASUS Control Center

# System Overview > D ELASTICSERVER > Configuration

Agent Configuration

Hardware.

sensorinterval
Utlization time interval

Agent response timer

Agent Uninstall Password

Hare you can set your password o uninstalthe ASUS Conirol Caniar agent rom this device or disable the function enaly.

A pop-up window should appear, enter the password you wish to use, then click Save.

Please type the password that you want to set as the agent uninstall password of the device

| Password  sseseses

(optional) You can edit the password by entering a new password into the Password
field, then clicking on Update.

ASUS Control Center

# System Overview > O ELASTICSERVER > Configuration

Agent Configuration

Hardh

al
Utlization time intarval

Agent response timer

Agent Uninstall Password

tall the ASUS Conirol Center agent from tis device or disable the funcion eniraly

-



2210 GPU

This item allows you to view the GPU Load, Fan, Temperature, Power, and Memory details on
GPU cards installed on the device, and also view the timeline chart of these items. For more
details on a GPU device click on B2 next to the GPU device.

4 System Overview > E1 RedHat-RS100-E9-PI2 > € GPU

@rime upated: 20210708 162818

o770 TS TET)

% -|8 )44 = ©
e e - =

[— = Optons
ot DiverVersion U Verson U Version
@ 450.80.02 @ N/A @ N/A
) GPU Name | Status GPULad | Fan Temperature Power | memoy |
o GPUO- Tesla M40 24GB MHz Normal 0% 30°C ] ™ %
O B GPUI- Tesla 40 2468 Wz Normal o e 0 ™ o
O[3 GPU2- Tesla 40 24GE Mz Nomal o e 0w o

GPU Load

100% e
s0% oo
Q0%

%

20%

%
154754153955 160202 160408 160608 160A14 163015 161216 167417 161618 161810 162020 163231 163432 16363

2

Hhax (uorssss)

o hversge T00'c w
w0 .

60°C
w0
2
55754 160252 160744 161231 161718 162211 162703

o
155754160337 160915 161247 162020 162603
)

2 2

GPUO-Tesla M40 24GB
GPU Load Temperature
30
Power

@il (17w 1 250W)

Graphics Clock

Memoery Clock

5M Clock

Video Clock

Cuda Compute Capability
Serial Number

Bus ID

vuiD

Memory

@ 0o Bytes 1 22.41 GB)
324MHz

405MHz

324MHz

405MHz

s

0321716094171

0000:38:00.0

GPU-40f056bd-2033-10d0-f77b-1016f696ca70




Filtering the GPU devices

By clicking on a status block you can filter the GPU devices shown in the GPU information

block according to the status selected

4 System Overview > 01 RedHat-RS100-E9-PI2 > @GPU

(@ Time updated: 2021-07-05 16:28:18

GPU Information

= optons
6Py Devee Court Dives Version CuDA verson CuDN Verson
@ 450.80.02 @ N/A @ N/A

a] GPU Name | Staus GPuloas |  Fan Temperature Power | Memon L

0 B GPUD Tesis i 2408 Wiz Normal o - ™ o

0 B3] GPUI- Tesia M40 2468 Wiz Normal o e 0 m ™

O [ GPU2- Tesia M40 2408 Mz Normal o ne e £

GPU Loaa

1

08X (mosen)

e g Awmge 0%

54153955 160200 _165408_160608

160A14 163015169216 16417

167618 161819163020 162231 163432 162633
2

®

SANE SR

hax Guesean
8= Average 100°C
w0
w0
w0

7
B ) By

1 oK GueewEn

o Averge 31°C

w0
- . . — o
59750160052 160744 169031 161719 163211 163705 5

4_160337_160915_161447_162020 162601

2



Toggling the Chart View for GPU devices

You can view the timeline charts for GPU Load, Fan Utilization, Temperature, Power Utilization,
Power Usage, Memory Utilization, and Memory Usage by scrolling down on the GPU page.

By default the timeline charts display the Average values, but you may select to view only
selected GPU devices by checking the device in the GPU Information block, or by clicking on
the GPU device(s) in the timeline chart legend.

NOTE: Any changes made, such as selecting a device to view on a timeline chart will be applied to all other
timeline charts, for example selecting GPUOQ in the timeline chart legend of GPU Load timeline chart will
cause all other timeline charts on this page to display information on GPUO only.

4 System Overview > 01 RedHat-RS100-E9-PI2 > € GPU @ Time updated: 2021-07-05 16:28:18

O 0] o]

T —

GPU Information

= optons
|GPU Device Count |nmrvev;m CUDA Version CUDNN Version
@3 ®450.80.02 @N/A @N/A
) GPU Name | Status GPULoad | Fan Temperature Power | Mmemoy |
B GPUO- Tesla M40 24GB MHz mal o 30°C (] i 0%
O [ GPUI- Tesia M40 24GB MHz o 31c i =~ o
O B GPU2- Tesia M40 24GB MHz Normal o 31°C 1 o o

GPU Load
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b ) By B

Chart Quick Buttons
11 Clickto zoom in on the timeline of the chart.
1] Click to zoom out on the timeline of the chart.
2 Click to restore the chart to its default view.



You can customize the timeline chart by selecting the period of time you wish to view for the
timeline charts, then selecting the frequency for which the sensor should return data. This will
be applied to the timeline charts for all the sensors shown on this page.

A System Overview > L] ELASTICSERVER > Hardware Sensor (©Time updated: 20210445 17:09:21

@ Voltage / Current

8 Temperature

CPU1 Temperature CPU2 Temperature PSU1 Over Temp
Lo Loax Start: -
o1 HC oy HC. End: —
. %l &
pop—
w —-— —__F. Lio
20 w 20 w
5 5
0 B s RS S o D R R
,,,,, L S G S - IC | |
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2 B> 2 = B 2
* Fan D o5 v
& Backplane DO -
% Power Supply o: D 05 v

Period of time  |Frequency
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30m, 1h, 3h, 6h, 12h, 1d

3h, 6h, 12h, 1d, 7d, 14d

6h, 12h, 1d, 7d, 14d, 30d




Additionally, by clicking on the 2 icon, you can customize the data you wish to view on the
timeline.

4 System Overview > £J RedHat-RS100-E9-PI2 > € GPU (©Time updated: 2021-07-05 16:43:00
L ALRaEC « |

Configuration
-8 o1y © | Egrp—
FAN Temperature Power = Thieshoid

Onervemon | cudAvemen CUDNN versen
@ 450.80.02 @N/A

Status GPU Loag Memory
o

] GPU Name
O B GPUD-Tesia M40 24GB MHz
0 @ crut 140 2468 MHz
0 @ oru 140 2468 MHz

0% (uroresisen)

- Aversge

Allows you to check the items you wish to display on the timeline charts
such as Threshold Markline and Fill Line Area, or set a Fixed Y-axis for the
timeline chart.

DETERET TV Allows you to select whether the Maximum values, Minimum values, or
Average values should be displayed on the timeline chart.




Configuring the GPU layout

You can freely rearrange and resize the different blocks on the GPU page to change the layout

of this page to your preference.

1. Clickonthe ¥ icon, then select Custom Layout.

4 System Overview > 01 RedHat-RS100-E9-PI2 > @GPU

GPU Load

GPU Information

(Time updated: 2021-07-05 16:43:00

B Export POF
Chart Options

5P Deves Caunt CuDa version

@ .80. @ N/A

CUDNN Version

@ N/A Thieshald Markine
fa| GPU Name Status | oPutoas | Fan | temperatwre | Power | Memory FillLine Area
O B GPUD-Tesla M40 24GB MHz  Normal o wc 0 ™ o

OB GPUI-TesaM40 4GB MHz  Normal o oc 0™ o
O B GPU2 TeslaM40 24GB MHz  Normal o oc 0 e o

@ Fixed V-asis
Data Sampling

© Average
O Maximum
O Minimum

1 Q% (azrorossemn)

2 v

bax C )]

2. You can now rearrange or resize each of the blocks on this page. Please refer to the
following for instructions on resizing or rearranging the blocks.

[ Add, edit, move and resize the block.




- Toresize the block:

Hover the mouse over the edges of the block you wish to resize until the resize
arrows appear, then click and drag to resize the block.

- To expand the block to its maximum size:

Click on Ed o expand the block to its maximum size.
- To minimize the block to its minimum size:

Click on EX to minimize the block to its minimum size.
- Torearrange the blocks:

Click and hold inside the block you would like to rearrange, then drag the block to
rearrange it.

- Toremove a block:

Click on E to remove the block, or click on and uncheck the block you
wish to remove.

- Toadd ablock:

Click on and check the block you wish to add.
- Toreset to default layout:

Click on =1 to reset the GPU page to its default layout.

Once you are finished rearranging and resizing the blocks, click on Save to save the
changes made to this page.



Editing the threshold valuesx

You can edit the critical and warning threshold values for GPU items.

1.

Click onthe # icon, then select Threshold.

4 System Overview > £l RedHat-RS100-E9-PI2 > € GPU @ime updated: 2021.07.05 16:43:00
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3.

Adjust the thresholds for the sensors by sliding the Normal (green), Warning (yellow)
and Critical (red) sliders for the High Alert and Low Alert. You can also disable or
enable High Alert and/or Low Alert by checking/unchecking High Alert and/or Low
Alert.

NOTE: Click on Reset to reset the threshold settings to default settings.

Threshold

GPU Load
High Alert
O Low Alert

Temperature
High Alert
(] Low Alert

Power
High Alert
O Low Alert

Memory

High Alert

LU

) Low Alert

Once you have finished adjusting the thresholds, click on Save to save the changes
made.



2.3 VM Overview

The VM overview screen allows you to view all VMware vSphere Hypervisors as well as view
the virtual machines of each vSphere device. The VM Information list displays details on all
the virtual machines on the hypervisor, including CPU usage, Disk usage, Guest OS, and IP
address.

To access the VM Overview, click . > VM Overview from the left menu.

ASUS Control Center

# VM Overview ©Time updated: 202008128 17:59:51

VM Information

Press 'Enter’ key to search

| ¥ Virtual Machine Guest 0S VM Host Name. CPU Usage | Memory U Disk Usage | IP Address.
~ TensorDev.ssdtest.com (13)

(i) SUSE12_sp2 £ SLES 12(x64) 0% 0% [ 9 2

0 ACC_13.0X W8 Centos 45157 (x64) ACC-trunk 3 (% 2 10.10.75.82f... 4

(B ACC 121X AP CentOs 4567 (x64) ACC-Branch-121 1% . - 10107583 4

(3 w2008vcenter R server 2008 (x64) veenter§1 % | % T esw 2001:db80:1:... 4

[ centos? &9 ConosusET(6H  dce1809 o ( a O 101075209, 6

3 ACC_120X 4B cemos 46764 ACC-Branchi20 o% % [ 10.10.7584fc... 4

5 w2008 A server 2008 (x64) % 0% [ 5.3 4 oy

5 opfs AB Cent0s 4567 (x64) 0% 0% 0 e 4

(3 TestPXE &8 centos 4557 64) o o o Ew 1

51 ASUSControiCenter W8 Centos 4557 (64) o o o2 4

|l oracle A server 2008 x54) o o 0 Tesm H

1 ubuntut6.10 i o o [ 4

i centos,_ldap & consos aner oo o o — 2 < CHypervisor Narns
Hypervisor Name x

NOTE:

+  Click on the name of a column header to sort the filter results alphabetically.

+  If VMware Tool is not installed, some items may not be displayed, such as IP address. To view all
information about VMware vSphere installed, ensure to install VMware Tool.

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



Exporting VMware vSphere Hypervisors list

You can export the list of VMware vSphere Hypervisors, virtual machines and metadata in the
VM Information block to a .csv file by clicking on Export.

NOTE: Only metadata columns that are shown in the VM Information block will be exported to the .csv file.
To add more metadata columns to the VM Information block, click on Options, then check the metadata
item you wish to display.

US Control Center

A VM Overview

©ime updatea: 202010828 17:59:51

VM Information

e Key o search

¥ Virtual Machine Guest 05 VM Host Name CPU Usage | Memory U
~ TensorDev.ssdtest.com (13)
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24 Storage Overview

The storage overview screen allows you to view information from all managed storage

devices.

To access Storage Overview, click . > Storage Overview from the left menu.

[Jstorage Overview

oNLNE

3

=

ToulUsage

= s
E O & =
"o a 2 "

Stoage usage 1 ceuusge
& o -
T -

NOTE: Refer to the Add/Remove Storage section of the Deployment chapter for more information on
adding or removing managed storage devices.

Viewing the storage device event log
To view the storage device event log, select a date range from the drop-down menu in the Log

block, then click the icon.

Press the "Enter’ key to search

Type

Host Name

Date

Period: Laest 1 Month

Message

© Normal
@ Normal
© Normal
O Error

© Normal
© Normal
© Normal
© Normal
© Normal
© Normal
© Normal
© Normal
© Normal

\VS320D-RS12-2DES0C
\VS320D-RS26-2DET9E
\VS320D-RS24-047DB8

\VS320D-RS26-2DET9E
\V8320D-RS12-2DEB0C
\V8320D-RS12-2DESOC
\VS320D-RS26-2DET9E
\VS320D-RS12-2DEB0C
\VS320D-RS12-2DES0C
\VS320D-RS12-2DEB0C
\VS320D-RS12-2DEBOC
\VS320D-RS12-2DEB0C
\VS320D-RS12-2DEB0C

2025-03-13 16:21:12
2025-03-13 16:17:51
2025-03-10 10:47:21

2025-03-06 13:58:47
2025-03-04 15:31:19
20250304 11:51:10
2025-02-26 10:27:38
2025-02-25 11:20:44
2025-02-25 10:24:56
202502-25 10:24:56
2025-02-25 10:24:56

2025.02-25 10:24:56
2025-02-25 10:24:55

[CTR1] admin login from -:fi-10.10.31.90 via web U!
[CTR1] admin login from -if©-198.51.100.2 via web U
[CTRA] admin login from -:fi-10.10.31.81 via web UL
[CTRA] The power supply PSU1 is not functioning.

[CTRA] admin login from -:i-10.10.31.90 via web U!
[CTR1] admin login from ::fff10.10.31.81 via web Ul
(CTR1] admin login from ::ffi-198.51.100.2 via web Ul
[CTR1] admin login from ::ffi-198.51.100.2 via web UI
[CTR1] The link status of LANS is up.
[CTR1] The link status of LANT is up.
[CTR1] The link status of LAN3 is up.
[CTR2] The link status of LAN3 is up.
[CTR2] The link status of LAN1 is up.

[
I
I
[
I




Viewing detailed storage information
Click a managed storage device in the Storage Information block to view detailed information.

VS320D-R$24-047DB8

Device Unit

-— - -
= (| S S
Disk Host Pool Volume
14 1 3 3
Storage Usage oA Memory Usage T
S fas2 | |1 [ [16cs

Opening the ASUS Storage dashboard
Click the IP address of a managed storage device in the Storage Information block to open the
ASUS Storage dashboard.

51 %

hutting down or restarting a managed storage device

Click Action in the Storage Information block, then select the desired action from the Power
Control menu.

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



2.5 OOB Overview

The O0B overview screen allows you to view information collected from sensors on all
managed Redfish devices.

To access the O0B Overview, click . > 00B Overview from the left menu.

ASUS Control Center

A OOB Overview

‘ Maintain

Filtering the displayed information by time period

Select a time period from the Period drop down menu to only show records within the
specified time period.

ASUS Control Center
A O0B Overview

AsACoSe!  Cotes




Adjusting the frequency of displayed information

Select a frequency from the Frequency drop down menu to group the displayed information by
the selected frequency.

ASUS Control Center

A OOB Overview

Switching between views for displayed information

In supported information blocks, select Statistic, List, or Analysis to switch between different
views.

ASUS Control Center

A OOB Overview

< 1
Maintain




2.6 Host Information

NOTE: The screenshot may vary between agent and agentless devices, for more details on viewing details
on devices with agents, refer to the Device Information section.

The Host Information screen gives you various functions to view the status and manage the
selected hypervisor.

To access the Host Information of a hypervisor, you can use the following methods:
. From System Overview:
1. clickEl> System Overview in the left menu.

2. Click on the hypervisor you wish to see more details about in the Devices list.

NOTE: VMware vSphere will display a J icon in the OS Information column.

. From VM Overview:

1. Click . >VM Overview in the left menu.

2. Click on a VM of a hypervisor you wish to see more details about in the VM
Information list.

A System Overview > CJHost Information

Sonume

Hypervisor Type VMware ESXi 6.5.0 build-5969303
Host Name localhost ssdtest.com

Manufacturer ASUSTeK Computer INC.

Model Name RS700-X7-PS4

Processor Type Intel(R) Xeon(R) CPU E5-2607 v2 @ 2.70GHz
Processor Sockets 2

Logical Processors. 48

Hyperthreading Active

Number of NICs. 4

£7 Chock Hyporvisorstatus: 3 minutes ago.
[ —

Press Enter key

D 9 | vialMachine | Guest 03 | VMHostName lcpuus. Memory Usage | DiskUsa... | _IP Address

O O B SLEstset = sesusn mocvany C o W e 1010745520015 2
0 O BACCH1els.055te Q8 con0s 4(x64 ACCLYCIK o W w 0 o 101074858020 4
O @ BACCVI3A13 for EL§H Cent0s 4 (x64) ACC-FIGWC o (] £ L 1010746246802 4
O O BACCVISAI500 58 comosansn ACC Saver o U o J0d07a132000b. 4
O BACCComertodl &% comosansy = o (s 4
o ) SLES 125P2CHT g% siespos) 0% 0% B 1




Device Statuses and Quick Buttons

[EII3] Connection This item displays the connection status of the selected

status managed device.
D Metadata Editor This item allows you to edit the metadata of the hypervisor
by double clicking in the Value field.
VMware ESXi This item allows you to link to the vSphere Web Client

management interface.

NOTE: VMware ESxi link is only available if a Web Client
management interface link is detected.

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.

2.6.1 Hardware Sensor

This item allows you to view the details and values for the Voltage / Current, Temperature, Fan,
Power Supply, CPU, and Other items. You can view the Hardware Sensor information for the
selected device by clicking on the & arrow in the Hardware Sensor block.

A System Overview > CJHost Information

Sonume
Hypervisor Type VMware ESXi 6.5.0 build-5969303

Host Name localhost ssdtest.com

Manufacturer ASUSTeK Computer INC.

Model Name RS700-X7-PS4

Processor Type Intel(R) Xeon(R) CPU E5-2697 v2 @ 2.70GHz

Processor Sockets - &
e 2 =y
Hyperthreading Active
Number of NICs. 4
'HARDWARE SENSOR
‘Noma ©
7 Check Hypervisor status: 3 minutes ago

VM Information

Press Enter key to search

O] @ | vialMachine | Guest 08 VM Host Name Memory Usage | DiskUsa... | _IP Address

O O 3 SLESTasPt = siesuon mocvany | R 10,1074 9920015, 2
O O BIACCA21-cls-055-t¢ §¥ comos 60 ACCLYCIK o W w 0 o 01074858020 4
0 O BACCVILI3 forEL§H comosaen ACCFIGIC Fo S o 101074620002 4
O O BACCVIZLI500 58 comos sy ACC Server o 0w U o 010741320005 4
O BACCComertol g% comosapsn = o (s 4
O BSLESTP2CHT . sirsuen o o s 1
O B VMComverd VB_V §¥ conos 76 o S ew 1
O BComOSTE2 5% cemostosy o o s 2
O B Asualine A e o o e 2
O 5 DovEny-Sw2019.Bat B saver 201 o) o o e 2
O BParustr @ owins o o o 2




ASUS Control Center

A System Overview > Cllocalhost.ssdtest.com » Hardware Sensor

® Voltage I Current.

Batery 0 VBAT
Memory Modue 0 +VDDQ_AB_CPUT

Memory Moduie 0 +VDDO_CD_CPU1

mperature

2 Temperature

U1 Temperature

Fan Devics 0 FRNT_FAN3

uick Buttons

B A Fii

Click to switch the layout to list view.
Click to view timeline chart of hardware sensor
statuses.

Click to expand this block.
Click to minimize this block.

(© Y upastod: 2021.04-16 152009

~

6000 mv
53000 mv
53000 mv
93000 mv
93000 mv
63000 mv
53000 mv

52000 mv
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Toggling the chart view for Hardware sensors

You can toggle the chart view which displays historical data for the Voltage / Current,

Temperature, Fan, Power Supply, CPU, and Other sensor events according to different periods
of time.

4 System Overview > Clocalhost.ssdtest.com > Hardware Sensor

@I W0 W) o=

® Voltage I Curront
3 Temperature
# Fan

¥ Power Supply

ocpu

Proc 0

Start: —
End: —

2520 0206 0453 0740 1026 1313 1600

Quick Buttons for timeline chart

Click to refetch the device data.
Click to select which data to display on the timeline
chart.

Click to expand this block.

BA o

Click to minimize this block.



You can customize the timeline chart by selecting the period of time you wish to view for the
timeline charts, then selecting the frequency for which the sensor should return data. This will
be applied to the timeline charts for all the sensors shown on this page.

4 System Overview > Cllocalhost.ssdtest.com > Hardware Sensor
PYTp—
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Additionally, by clicking on the 2 icon, you can customize the data you wish to view on the
timeline

ASUS Control Center

4 System Overview > Clocalhost.ssdtest.com » Hardware Sensor
@] 50 om 1) [Fls = w
Chart Options
© Bssaine
@ Thesnas
Data Samping
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Allows you to check the items you wish to display on the timeline charts
such as the Base line and Threshold.

DETERTE T [ Allows you to select whether the Maximum values, Minimum values, or
Average values should be displayed on the timeline chart.




2.6.2

VM Information
The virtual machines installed on the ESXi device are displayed in the VM Information block.

A VM Overview > Gd Host Information

Sonine
Hypervisor Type VMware ESXi 6,00 build-2809209

Host Name TensorDev ssdtest.com

Manufacturer ASUSTeK COMPUTER INC.

Model Name Z9PP-D24 Series

Processor Type Intel(R) Xeon(R) CPU E5.-2660 v2 @ 2.20GHz

Processor Sockets 2 DISK 43%
Logical Processors w0 e
Hyperthreading Active

Number of NICs 4

HARDWARE SENSOR

ciscal®

© Check Hypervisor status: 6 minutes ago

Press Enter key to search Cle ) Power Control Optio
2 | Vitual Machine | Guest 0S VM Host Name CPUUs.. | MemoryUsage |DiskUsa 1P Address CPU
O @ | w200bvcenter A server 2008 (x64) veenter61 o o 2001:0b8:0:1-e84b-... 4
AP ContOs 45767 (x64) ACC-Branch120 0% "~ 10.10.75.841e80-2. . 4
AP CentOs 45167 (x64) ACC-Branch-121 1% [ ] 13% 26% 10.10.75.83fe80:2... 4
A cenos 4567 (104) ACC-runk o = O 101075820802, 4
& centos 4867 (154) dee1809 o o I 101075209721, 6
o (B oracle A server 2008 (x64) o o e 8
o s 2 server 2008 054) o o - 4
o (5 TestPXE & cenos 4567 (x64) o o e 1
O [@centos ldep A cen0s 4557 (164) o o e, 2
o @iopis & cenos 4557 s o o . N

Exporting VM Information
You can export the virtual machines and metadata of the selected hypervisor to a .csv file by
clicking on Export.

NOTE: Only metadata columns that are shown in the VM Information block will be exported to the .csv file.
To add more metadata columns to the VM Information block, click on Options, then check the metadata
item you wish to display.

A VM Overview > GdHost Information

Donte

Hypervisor Type VMware ESXi 6.0.0 build-2809209
Host Name TensorDev:ssdtest.com

ASUSTeK COMPUTER INC.
Z9PP-D24 Series

Intel(R) Xeon(R) CPU E5.2660 v2 @ 2.20GHz

Manufacturer
Model Name

Processor Type

DISK 43%

Processor Sockets 2

Logical Processors ' FEEtwHe
Hyperthreading Active

Number of NICs 4

HARDWARE SENSOR

crscal®
© Check Hypervisor status: 6 minutes ago
VM Information

Press Enter key to search  Clear Power Control I A= RIS
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(5 TestPXE AP CentOs 4567 (x64) o o e 1
(§h centos_Idap & centos 4567 (x64) o o e 2
o Bopfs & Centos asT (x64) % 0% s 4
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Setting Power Control

You can control the power settings of selected VM(s) from the VM Information block allowing
you quick access to power controls such as powering on and off, and rebooting selected
VM(s).

NOTE: The Power Control options may vary between VMs and is controlled by the VMware Tools application
managing the VM.

1. Select the VMs you would like to apply the power control option to.

2. Click on Action, then select the power control option you would like to apply to the
selected VMs.

ASUS Control Center

A VM Overview > Gd Host Information

Sorine
Hypervisor Type VMware ESXi6.0.0 build-2809209

Host Name TensorDev ssdtest com

Manufacturer ASUSTeK COMPUTER INC.

Model Name 29PP-D24 Series

Processor Type Intel(R) Xeon(R) CPU E5-2660 v2 @ 2 20GHz

Processor Sockets 2

Logical Processors I T T
Hyperthreading Active

Number of NICs 4

HARDWARE SENSOR
[ A
N oo

# Check Hypervisor status: 6 minutes ago

VM Information
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Accessing remote desktop

The remote control function provides a flexible interface for device management through
the desktop or command-line accessed in ASUS Control Center. You can quickly access the
remote desktop of VMs from the VM Information block.

IMPORTANT: VMware Tools is required on the VM device you wish to use remote desktop on.

1. Select a VM from the VM Information block.

2. Clickonthe = icon located next to the VM you wish to view in the VM Information
block, you should be directed to the Remote Desktop Login screen.

3. Select a resolution to display the managed device in the Remote Desktop window.

4. Select the login Account type, then enter the Account, Password, and Domain
information.

NOTE:

. Local Account: The agent's administrator privileges only allow you to manage the device the
agent is installed on.

Domain Account: The agent’s administrator privileges allow you to manage all devices in the
domain. The Domain field only appears if you selected Domain Account.

ASUS Control Center

# System Overview > Remote Desktop

Remote Desktop Login
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5. Select the protocol to use when connecting, then click Login.

NOTE:

Linux and Windows® systems use different protocols, ensure the managed device is
reachable through the selected protocol:

- RDP: Available on Windows only; allows only a single user to view and
configure at the same time.

- VNC: Available on both Windows and Linux; allows multiple users to view
and configure at the same time.

- SSH: Available on Linux only.

IMPORTANT:

Ensure the managed device you wish to remote control has a stable power supply and
Internet connection.

The managed device may be remote controlled if it is logged out or locked, but cannot be
remote controlled if the managed device is powered off or in sleep mode. If the managed
device is in sleep mode, please wake the device using the Power Control (Wake-on-LAN)
function.

(for RDP only) Please ensure that the following two items are checked on the remote device
and enabled to allow remote connections to the remote device. Search for Control Panel in
the Windows Search Box, then navigate to System > Remote settings.

(for RDP only) Please ensure that the Microsoft Remote Desktop application is enabled in the
Windows Defender Firewall Allowed Apps list. Search for

Control Panel in the Windows Search Box, then navigate to Windows Defender Firewall >
Allowed Apps.

ASUS Control Center

4@ System Overview > Remote Desktop

Remote Desktop Login
5243

nt @ Domain Account



Once the login has been successfully authenticated, you will be logged into the desktop
or command line of the device system; this varies between systems.

NOTE: To switch mouse and keyboard control to the ASUS Control Center, press <Ctrl> + <Alt> on
the keyboard. To switch mouse and keyboard control back to the remote device, click in the remote
device window.

Click on the Menu Path at the top of the screen, or click on another menu item from the
left menu to end the remote session.
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2.7 Redfish Information

The Redfish Information screen gives you various functions to view detailed information and
manage the selected Redfish device.

To access the Redfish Information of a managed device, click on the Redfish device you wish
to view in the Devices list.

A System Overview > @ Redfish Information

IONUNE (®ON  @LOCATORLED ® o0 e

Host Name AMIOOE9EB112233 BMC IPAddress  10.10.75220

SystemName T Be Filled By OEM BMC Version 2021
RedfishVersion 170 BIOS Version 6302
Manufacturer ASUSTeK COMPUTER INC. Model To Be Filled By O.EM.

Memory Capacity - GB

Redfish

Chack Redfish status: 2 minutes ago

DM_LAN1 8 Nomal @8 Woring. @ Critcal

IPva
= 0.10.75.229

IPv6

ﬁ PROCESSOR

Processor Intel(R) Xeon(R) Gold 5120
Type H:
Processor r

2 fe80::269ebf

2001:6030:2311:202:209:ebiff11:223

Sockets. 2285
CPU Cores 14 CPUs X 4000 Mhz Shared LAN

F & F F e
Logical I0YS, T W o
Processors 22 fe80::2¢9:ebff-fe11:2234 2

The Redfish Information screen will display the Host Name, System Name, Redfish Version,
Manufacturer, Memory Capacity, BMC IP Address, BMC Version, BIOS Version and Model
of the device. In the blocks located at the bottom of the screen, the Processor block also
displays information on the processor of the Redfish device.

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.
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Redfish device Statuses and Quick Buttons

[ Gowne.

dlEQEa

Connection status This item displays the connection status of the

Power Status

Locator status

Metadata Editor

Power Control

Locator LED

BMC

Detail

selected Redfish device.

This item displays the power status of the selected
Redfish device.

This item will turn green if the locator LED is enabled
through the ACC Web UL. The locator LED allows you
quickly locate the physical location of the device in a
server rack.

This item allows you to edit the metadata of the
Redfish device by double clicking in the Value field.
This item allows you to power off or restart a Redfish
device.

This item allows you to turn on/off the Locator LED.

This item will link to the BMC website.

This item will redirect you to the selected block’s
(Hardware Sensor, Network, Log) details screen.

2-105



271 Hardware Sensor

This item allows you to view the details and values for the Voltage/Current, Temperature, and
Fan items.

ASUS Control Center
4 System Overview > @AMIOOE9EB112233 > Hardware Sensor

® Voltage / Current

v

FRNT_FANG

Quick Buttons

2 cClick to expand this block.
21 Click to minimize this block.
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2.7.2 Network

This item displays the BMC network information of the Redfish device, you may also set the

BMC using ASMB through the DM_LAN1 and Shared LAN tabs.

NOTE: The information entered in this section is for reference only.

DM_LAN

This item is the communication port specifically for BMC, clicking on the BMC IP in the IP

Address field for IPv4, IPv6 (SLAAC), or IPv6 (LinkLocal) will redirect you to the ASMB page,
allowing you to view the hardware sensor values of the device.

ASUS Control Center

4A System Overview > @ AMIO0E9EB112233 » Network

© Timo updted: 20210415 144130

DM_LAN1  Shared LAN

Default Gataway

Shared LAN

This item is the communication port for BMC and 0S, clicking on the BMC IP in the IP Address
field of IPv6 (LinkLocal) will redirect you to the ASMB page, allowing you to view the hardware

sensor values of the device.

ASUS Control Center

4 System Overview > @ AMIO0E9EB112233 » Network

© Timo upted: 20210415 14:41:30
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Edit BMC using ASMB
To edit BMC settings using ASMB on the device:

1. Select DM_LANT1 or Shared LAN, then click on any of the IP Addresses.

2. Log into ASMB.

ASMBI-iKVM
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273 Event Log

This item displays the logs for the Redfish device’s SEL, Event, Audit, Chassis, and BIOS. You
may view each event log by clicking on the tabs. Click on an event to view more details about
the event.

NOTE: To export the Event Log click the Export button, enter a filename, then click OK.

SEL tab

4 System Overview > @ AMIOOE9EB112233 » Log

SEL ' Event  Audit  Chas BioS

o (1] 7

Normal ‘Warning Critical

Press Enter key

carch clea Options

LevelType | Event Time Stamp. Name. Entry Code Sensor Number | Sensor Type. Message

Event tab

ASUS Control Center

A System Overview > @ AMIOOE9EB112233 > Log

SEL Audit | Chassis  BIOS

) L R

Press Enfer key to search Clea
LeveiType | Event Tme Stamp Name Enry Cove Sensor Number_| Sensor Type Message
Onomal 2020214081225 Logentry 1 informational The value of aiibute Atriutes at fredfisniv)
@ Normal Log ety 2 lue of atibute BoolComplete at redts
© Normal Logeniry 3 ofatrbute Atrbutes at redfishvt
© Nomal Logenty 4 lue of atiute Atbutes a reafsh
© Nomal ogentry 5 The value of attribute BootComplete at redfs.
© Nomal Logentry 6 lue of atirbute Attibutes at reafsvt
© Normal ogentry 7 ofatrbute BootComplete at redfs
© Nomal Logentry 8 lue of atirbute Atiroutes at redfisvt
© Nomal Logentrys lue of atibute Atbutes at fedfsh
© Nomal Logentry 10 The value of atiibute BootComplete at et
© Normal Log ety 1 The value of atibute Alibutes at fredTshvt
© Nomal Logentry 12 The value of attribute Atributes a fredfisivt
ONomal 2022050102240 |Logentry 13 1The value of atibute BoolComplete a redfs... Securty.1.0.R
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Audit tab

ASUS Control Center
4 System Overview > @ AMIOOESEB112233 > Log

501 A

Press Enfer key to search Clea Options
LeveiType | Event Tme stamp Name Enty Code Sensor Number_| Sensor Type Message
Onomal 20210331 171616 Audit Log Entry User:In-bana-user, IP- 169.254.0.15, Protoco... Securty 1.0
Onomal  2021.0331 171618 Audit Log Entry 142 User. in-band-user, P 169.254.0.18, Protoco... Secury 10
ONomal 20210931 171630 Audt Log Enty 143 User: in-band-user, IP: 169.254.0.15, Securty 1.0
@Nomal 20210331 171631 Audit Log Enty 144 User: in-band-user, IP: 169.254.0.13, Secunty 1.0
©ONomal 2021033117632 |Audit Log Entry 145 User: in-band-user, IP: 169.254.0.18, Profoco... Securty 1.0 &
@MNomal 2021033171633 Auait Log Enty 146 User: n-band-user, IP: 169.254.0.15, Protoc... Securl. 1.0 A&
ONomal 2021033117634 |Audit Log Entry 147 Jser. in-banc-user, IP: 169.254.0.18, Protoco... Securiy.1 0 A
ONomal 20210331 17:1641 Audit Log Entry 148 User: in-band-user, P: 169 254,018, Protoco... Securty 1.0 &
OnNomal 20210331 171641 Audit Log Enry 149 Jser: in-banc-user, IP: 163 Protoco.. Securiy10R
@MNomal 2000010105013 |Audit Log Entry 150 User: In-band-user, IP: 169.254.0.18, Profoco... Securty 1.0 &
Onomai  2000.0101080140 Audit Log Enlry 151 User. in-band-user, IP: 169.254.0.15, Profoco... Securiy 1.0 &
©Nomal 2021040116183 Audit Log Enty 152 User: in-band-user, IP: 169.254.0.18, Profoco... Securty 1.0 &
@nNormal 20210401 181841 Audit Log Enty 153 User. n-band-user, IP: 169.254.0.15, Protoco... Securiy 1.0 A&

Chassis tab

4A System Overview > @ AMIOOE9EB112233 » Log

Press Enfer key fo search clea Optons
Level Type | Event Time Stamp Name nry Code. Sensor Number _| Sensor Type Message.
©ONomal  2012.010621:1143 Logs 1 Lower Crtical - going low 169 Fan 0520606 ‘Amipmioem.
ONomal  201201.0621:11:43 [Logs2 ower Non-crical - going low 169 Fan 0x500606 Amiipmioem
ONomal 2012010621156 Logs3 Assert 18 Power Supp
ONomal 20210407 101520 Logs4 Assert 151 Power Suppl
@MNomal 2010407101626 Logs 5 Deassert 148 Power Supply Pover Supp)
@MNomal 20210407 101526 |Logs 6 Lower Crtical - going low 25 Power Supply .. 0520000 Amiipmioem
ONomal 20210407 1011525 Logs7 Lower Non-crtcal - going low 225 Power Supply ... 0X500000 Amipmioem
@MNomal  2021:0407101526 Logs B Upper Non-crtical - going high 225 Power Supply .. OXSTTDTD ‘Amiipmioem.
ONomal 20210407 101526 Logs 9 Upper Criical-going high 225 Power Supply .. 0x598A8A AmiipmiOem
@MNomal 20210407 101529 Logs 10 Assert 151 Power SUpply .. CXOOFFFF Presence Delf
ONomal 20210407 101531 [Logs 11 Assert 18 Power Supply .. OKO3FFFF Power Suppl
©Nomal  2021.0407 101536 |Logs 12 Upper Citical-gongnign 225 Power Supply ... (X59BABA ‘Amipmioem
@ Normal 101536 Logs 13 Upper Non-criical - going high 225 Power Supply .. OXS77D7D ‘Amilpmioem
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BIOS tab

ASUS Control Center

4 System Overview > @ AMIOOESEB 112233 > Log

SEL ' Event = Audit  Chassis  BIOS

Warning

Press Enter key 1o search Cea o Options

Level Type | Event Time Stamp Name Entry Code | sensor Numper | sensor Type Message

211
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Chapter3

This chapter describes how to deploy ASUS
Control Center agents and remove agents
through Microsoft® Active Directory or
manually. You may also add and manage
agentless vSphere.
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31 Agent Management

The Agent Management screen allows you to manage agent deployment, removal or view the
Agent Deploy Report. You can automatically or manually deploy and install new ASUS Control
Center agents on devices and add them to the ASUS Control Center server for convenient
management, monitor and control.

Refer to the Appendix for more details on the ASUS Control Center agent system
requirements.

To access Agent Management, click . > Agent Management in the left menu.

ASUS Control Center

«h Agent Management

Deployment Management

Deploy Agents Scan Deploy Remove Agents ‘

Manual Installation of an Agent

-
@- @é
Windows Agent = Linux Agent £

Task Report

Agent Deploy

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.




3.1 Deploy Agents

The Deploy Agents function allows you to add devices you wish to deploy agents to. You
can enter a single device, or multiple devices to be scanned, and then deploy agents to the

scanned devices.

ASUS Control Center

«tAgent Management > Gd+ Deploy Agents

Deployment Management

Account

Host Type

i 101075103 focal

Scan Result Information (GEESISEIEOUREISN

“ 05 Type 1P Address/Host Name Scan Resulis

- © Support (2)

© support
© support

ocal ‘Administrator

Zimpot | & Export  +Add

Account Password

oK
Scan Sucessiul, Please check your BMC s nstalled, it cannot monitor hardware

» Deploy &2
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Agent deployment conditions and settings

You may encounter problems when deploying agents to managed devices, if you do, you can
first do a check and see if any of the following settings will resolve the problem.

NOTE: The examples used in this section are all based on Windows® 10.

. Ensure the device has sufficient power and a steady connection to prevent packet loss
when deploying the agent.

. For Windows clients

Windows® Home or lower versions of Windows® are not supported by ASUS
Control Center.

The Administrator account of the client is enabled and has a password set.
(Windows disables the Administrator account by default, to enable the account
search for Computer Management in the Windows Search Box, then navigating to
System Tools > Local Users and Groups > Users > Administrator, right click and
select Properties, then uncheck the Account is disabled field, and click OK)

Private and Public should be checked in the File and Printer Sharing option by
searching for Control Panel in the Windows Search Box, then navigating to System
and Security > Windows Firewall > Allow an app or feature through Windows
Firewall, then checking both Private and Public checkboxes in the File and Printer
Sharing field.

@ Ao - o x




- User Account Control: Admin Approval Mode for the Built-in Administrator
account should be disabled. To disable this option, search for Local Security
Policy in the Windows Search Box, then navigate to Local Policies > Security
Options, then double click on User Account Control: Admin Approval Mode for the
Built-in Administrator account and set it to Disabled, then click OK.

o] (o |

For Debian and Ubuntu clients

- Enable SSH:
a. Ensure the root account can be logged in through SSH.
b. Install SSH by executing the following:

sudo apt-get install ssh

c. Confirm SSH server by executing the following:
systemctl start sshd
systemctl status sshd

For RHEL, Cent0S, and Scientific Linux clients
- Enable SSH (enabled by default for RHEL and CentOS):

a. Ensure the root account can be logged in through SSH.

b. Install SSH by executing the following:
sudo apt-get install ssh

c. Confirm SSH server by executing the following:
systemctl start sshd
systemctl status sshd

- Disable SELinux:
a. Open /etc/sysconfig/selinux.
b. Set SELINUX=enforcing to SELINUX=disabled.

c. Reboot the system.



Adding managed devices
1. Click on Add.

ASUS Control Center
&% Agent Management > Ld+ Deploy Agents

oS Type HostType. P N Account Account Password Main Server Port

08 Type 1P Address/Host Name | scanresus Message

2. ThelP and port of the main server should already be filled in, if not please enter the IP
address and Port of the main ACC server.

Add Target Host

| Main Server 10.10.75.123 Port 8080 |

05 Type Alnux || =ADM

HostType @ IPAddress () HostName

| 101075125

Account Type @ Local Account () Domain Account

Account Administrator

Password assannan




Select the OS Type of the device you wish to add from the 0S Type options, then select
the Host Type.

NOTE:
. IP Address: Enter the IP address of the device.
. Host Name: Enter the name of the device.

Selecting Windows® system:

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type m ALinux || ZADM

HostType (@ IP Address () HostName

‘ 10.10.75.125

AccountType @ Local Account (O Domain Account

Account Administrator

Password  eeeeees —

% Cancel Save

Selecting Linux system:

Add Target Host

Main Server 10.10.75.123 Port 8080

OSType | @ Windows |EENEUEN SADM |

HostType @ IPAddress (O Host Name

10.10.75.103

Account root

Password  eeeeees —

% Cancel Save
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Select the Account Type.

NOTE:

. Local Account: The agent's administrator (Windows) / root (Linux) privileges only allow you
to manage the device the agent is installed on.

. Domain Account (Windows only): The agent’s administrator privileges allows you to manage
all devices in the domain.

IMPORTANT: When selecting Local Account as the Account type, and Windows as the OS Type for a
device, ensure to configure your managed device settings as shown in Agent deployment conditions
and settings.

Selecting Local Account:

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type m A Linux £ ADM

HostType (@ IP Address (O HostName

‘ 10.10.75.125

Account Type | @ Local Account| (O Domain Account

Account Administrator

Password

Selecting Domain Account:

Add Target Host

Main Server 10.10.75.123 Port 8080

HostType @ IPAddress (O Host Name

‘ 10.10.75.125 ‘

Account Type (O Local Account

Domain asus.com |

Account Administrator

Password  eeeee. .




5.

Enter the Account and Password for the administrator account or root account of the
device, then click on Save.

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type A Linux = ADM

HostType @ IPAddress () HostName

| 101075125

AccountType (@ Local Account (O) Domain Account

Account Administrator

Password  seeeeess

Repeat steps 1 to 5 to add additional devices to be scanned, or refer to the To add
multiple devices section to import a list of devices.

Once you have added all the devices to scan for, click on Scan.

ASUS Control Center
&l Agent Management > Gd+ Deploy Agents

s Type. ot Type 3 nccoun Account passuora i senver Pt
2 i n 01075128 oca pamnsor T010.75.125 5080
B s ‘p 101075108 ocal ot e 101075128 0080

O License count: 91

B 05 ype I 1P Adrssios Nae Scan Resuts rommeees
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The scanned results will be displayed in the Scan Result Information block. Select the
devices you wish to deploy agent then click Deploy.

NOTE: Unavailable devices will be listed as Not Support. You may click on the device to view details
on why it is unavailable.

ASUS Control Center

&4 Agent Management > Ld+ Deploy Agents

Zimport | & Expo  +Add

Deployment Management

s080
8080

Host Type.




Adding devices from CSV file
1. Click on Import.

ASUS Control Center

&t Agent Management > Ld+ Deploy Agents

Deployment Management

osType v 1P Adiesstost Name prme e rT—

osType 1 1P AddressiHos! Name Scan Results Message

2. Select the CSV file to import and click Open.

ASUS Control Center
&8 Agent Management > L+ Deploy Agents

Deployment Management impon |+ Add

08 Type

@ Open 2
2 &5 ThiPC > Downlosds [0 | Sesrch Downloads

»
New older =- o @

< Today (1)

N
B

DeicesList

e 7] et Commaepas




Once the CSV file is successfully imported, click on Scan.

NOTE: You may edit items added by clicking on it before scanning.

ASUS Control Center
&% Agent Management > Ld+ Deploy Agents

] Account
‘Adminisirator

oot

© Comments

= share

£ search

View  Help

Review

Fe  Home et Pagelayost fomias Doia
[T |l i g Tt Gener w O 4

B
Paste ¥ [ Merge & Center ~ o « & | ideas
s B I U~ i B Mergeaic $-%9 % -
a1 3 E

A c : . s " ! ;

1 [relestiontium _lostype forgetType et admPort sccountType  domain sccount passvord  mainservertostmainseverport |
2 Twindous p 11075125 8000 tocal asuscom  Admimsustor oo 101075123 wo |
51 2 nox [ 101075105 loc soooo 03075123 w000

Devices List | @ <
B o o - ] + 1o

The scanned results will be displayed in the Scan Result Information block. Select the
devices you wish to deploy agent then click Deploy.

NOTE: Unavailable devices will be listed as Not Support. You may click on the device to view details
on why it is unavailable.

ASUS Control Center
&4 Agent Management > Ld+ Deploy Agents

Deployment Management

08 Type Host Type 1P AgressiHost Name Account Account Passuora wan Server Por
2w ) 10.10.75.125 local Administrator 3 8080
8 tn » 10.1075 108 ocal s
Q scan
1p AdessiHosi Name Scan Resuis wessage
10.10.75.125 © support oK
T © Support 'Scan Sucesstuf Please check your BMC s installed, it cannot montorharcware
> Depioy &2




Exporting Deployment Management list

You can export the list of devices added to the Deployment Management list to a CSV file by
clicking on Export. You can edit the exported CSV file using a text editor.

ASUS Control Center

&% Agent Management > Ld+ Deploy Agents

Deployment Managemont

Host Type.

Limpot & Export  +Add
\dress/Host Name Account
‘Administrator

Password

10.10.75.103

ocal oot

osType 1P Adgress/Host Name Scan Resulls

Message




3.1.2 Scan and Deploy

The Scan and Deploy function allows you to scan an IP range and display the managed
devices which meet your set requirements for agent deployment, these requirements may
vary from operating system to and connection status.

The scanned results also show which devices you can deploy new agents to and the devices
you cannot deploy too as well as the reason these devices cannot be deployed to.
This makes it easy for you to quickly filter out all managed devices you wish to deploy agents

to and then deploy agents to selected devices, saving you the time taken to manually deploy
agents to each managed device individually.

IMPORTANT: Before using the Scan and Deploy function, ensure that the agent deployment conditions and
settings are met, for more information please refer to Agent deployment conditions and settings in the
Deploy Agents section.

ASUS Control Center
&8 Agent Management > @+ Scan and Deploy

Message

®10.10.75.188
® 101075190
© 101075191
®101075.192
©101075.153
®101075:194
©1010.75.195
©10.1075.196
®10.1075.157
©10.1075.158
® 101075199
©10.10.75.200
©101075.201
©10.10.75.202
©10.1075.203
©10.10.75.204

ct 10 the target device , erfor message : NT_STATU CT_NAME_NOT_FOUND

110 the targel device , rfor message : NT_S CT_NAME_NOT_FOUND

ice error message : ERROR: OpensService falled. NT_STATUS_NO_MEMORY.




Scanning for managed devices and deploying agents

1. Click on Scan Range to bring up the scan range pop-up window.

s Agent Management > @+ Scan and Deploy

Press Enter ey 10 search. Clea

osType 1P Address Message

2. Enter the Main Server address, port number, the IP range you wish to scan, and the
managed device OS type you would like to scan.

Main Server 10.10.75.200 Port 8080

Starting IP | 10.10.75.188

EndingIP | 10.10.75.215

0S Type m & Linux = ADM

Account Type @ Local Account (O Domain Account

Account Administrator
Password wrssrane

Timeout Interval = 10 + | seconds

315



3. Select the Local Account or Domain Account in the Account Type field, and enter an
account and password that the ASUS Control Center will use to log onto the devices
scanned.

IMPORTANT: The account and password entered should be for an account that has administrator or
root privileges on managed devices. For more information on activating the administrator account
on managed devices, please refer to Agent deployment conditions and settings under the Deploy

Agents section.
Main Server  10.10.75.200 Port 8080

Starting IP ‘ 10.10.75.168 |

EndinglP | 10.10.75.215 |

0S Type m A Linux £ ADM

Account Type @ LocalAccount (O Domain Account

Account Administrator

Password P

Timeout Interval - 10 + |seconds

Selecting Domain Account will also allow you to enter the domain name and import the
domain information when agents are deployed to the selected scanned devices. This
provides you with more control over your managed devices.

Main Server 10.10.75.200 Port 8080

Starting IP ‘10_1075.188 |

Ending IP ‘10_1!375.215 |

0S Type m & Linux = ADM

Account Type (O Local Account @ Domain Account

Domain ssdtest.com

Account Administrator

Password arnrnnan

Timeout Interval = 10 +  seconds




4. Set the Timeout Interval, this will determine the duration of time the scanned devices
should be scanned before returning the scan results. Then click on Scan.

Main Server  10.10.75.200 Port 8080

Starting IP | 10.10.75.188 |

Ending IP \ 10.10.75.215 ‘

08 Type Alnux || @ADM

Account Type (O Local Account @ Domain Account

Domain ssdtest com

Account Administrator

Password presr

Timeout Interval - 10 + | seconds

i @

5. The scan results will display which devices you can deploy agents to and also the
devices which cannot be deployed as well as the reasons they cannot be deployed to,
for more information on agent deployment conditions, please refer to the Deploy Agents
section.

&8 Agent Management > @+ Scan and Deploy
Scan Result Information (ENEEERSEEOUAEIST

Press ‘Enler key 1o search

-| © Support (2)
@ 2 windows

& 4 windows

- © Not Supported (26)
©10.10.75.188
© 101075180

Unable 1o connect 1o the target device . erfor message : NT_STATUS_OBJECT_NAME_NOT_FOUND
FAILURE - ping 10.10.75.190

©10.1075.191 FAILURE - ping 10.10.75.191
@101075:192  Unable to connect o the target device , error message * NT_STATUS_OBJECT_NAME_NOT_FOUND
©1014075493  |FAILURE - ping 10.1075.193
@101076:194  Unable 1o connect 1o the target device . erfor message * NT_STATUS_OBJECT_NAME_NOT_FOUND
©101075.195  FAILURE -ping 10.10.75.195
@101076149  FAILURE - ping 10.1075.196
101075197 | Unable fo connect to the target device . erfor message : NT_STATUS_OBJECT_NAME_NOT_FOUND
101075498 | Unable o connect 1o the target device , erfor message * NT_STATUS_OBJECT_NAME_NOT_FOUND
@101075.199  FAILURE -ping 101075199

4
2 wndows

& wngows

1075200 | Unable to connect o the target device , ermor message : ERROR: OpenService faled. NT_STATUS_NO_MEMORY.
110.75.201 ACC Agent defected. (Ver 13.00.1)

A windows 10.75.202 FAILURE - ping 10.10.75.202
A wosos | @101075203 | Unadieto comnectto the targetdevice . ertor message : NT_STATUS_OBJECT_NAME_NOT_FOUND
& Wodo | ©101075.204 _|Unable o comnect o the target device, eror message : NT_STATUS_OBJECT_NAME_NOT_FOUND

» Deploy &2




Check the scanned devices in the Support window you wish to deploy agents to and
click on Deploy.

ASUS Control Center

& Agent Management > @+ Scan and Deploy

Scan Result Information (GHEiGERSGEOMALIS

Press Enter key to search

s Type

-/ © Support 2)

@ ¥ vindons
@ 2 vindons

1P Address.

- © Not Supported (26)

2 wnaoms
2 wintows
2 vnsous
2 wisoms
2 wosons
2 wsoms
2 nsous
2 Wosoms
2 wsows
2 wotoms
2 insows
A wosons
2 insows
2 wosos

2 vindous

A windows

®10.1075.188
© 101075190
® 101078191
®10.1075.192
©10.1075.153
®10.1075.134
©10.10.75.195
© 101075196
®10.1075.157
®101075.138
© 101075198
©10.1075.200
©101075.201
©10.1075.202
©10.10.75.203
©10.10.75.204

Unabe to connect to the target device
FAILURE - ping 10.10.75.190
FAILURE - ping 10.10.75.191

Unable to connect to the target device
FAILURE - ping 10.10.75.193
Unable to connect to the target device
ping 10.1075.195
ping 10.1075.196
the target gevice:
Unable to connect o the target device
FAILURE -ping 10.10.75.199
Unable to connect o the target device
ACC Agent detected. (Ver 13.0.0.1)
ping 10.10.75.202

con

FAILUR:
FAILU
Unat

1o cont

FAILURE

Unat

the target device:

Unable 1o connect to the target device

Message

error message : NT_STATUS_OBJECT_NAME_NOT_FOUND!

error message : NT_STATUS_OBJECT_NAME_NOT_FOUND

ermor message : NT_STATUS_OBJECT_NAME_NOT_FOUND

effor message : NT_STATUS_OBJECT_NAME_NOT_FOUND

error message : NT_STATUS_OBJECT_NAME_NOT_FOUND

error message : ERROR: OpenService faled. NT_STATUS_NO_MEMORY.

error message

error message

Once the agents deployment has finished, a Agent Deploy Report will appear, detailing
the deploy status of each selected device. This will help you check if all agents have
been successfully deployed.

ASUS Control Center

&% Agent Management > @+ Scan and Deploy > Agent Deploy Report

Completion Rate

Agent Deploy Report

Device Count 2
Craato Timo 903201151
100% p— P
Completed
Processing
nter key to search Clea opt
1P Adoress Host Name instaliion Staus__|_Progress Instalsion Resul Message
10.1075.189 © TaskDone B o successtul Agent deployed successfuly
101075214 © TaskDone D o successful ‘Agent deployed successtuly




313 Remove agents

The Remove Agents function will allow you to remove agents installed on managed devices
using ASUS Control Center, or allow you to remove the managed devices from ASUS Control
Center after you remove the clients manually from the managed devices.

Deployment Management (Zsvees

Please confirm that you want to remove all agent from the following devices:
« ELASTICSERVER
« KubematesMaster

Remove agents using ASUS Control Center

1.

Check the devices you wish to remove agents from on the list.

& Agent Management > Gdx Remove Agents
I iosi Name I 05 informaion PAdess | W Sensor Vilizaion
ELASTIGSERVER B sovec 20080 D Normal Normat
KubernetesMaster &B Cenos 7.4 n64) Normal Normal
VEDIACENTER S T vinsom 06y Normar Normat
VEDIACENTER 2 2 wosows 10 Normal Normal
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A pop-up window should appear, displaying the devices you wish to remove agents
from. After confirming the correct managed devices are selected, click on Remove, then
click on OK.

NOTE: If the target host(s) are offline, the agents on these host(s) will be removed once the host(s)
are online.

Deployment Management (2 Devices

Please confirm that you want to remove all agent from the following devices:

= ELASTICSERVER
= KubemetesMaster

Deployment Management

Remove the agent from the target host. If the target host is offiine, the agent will be
remove once the target host gets online




Remove Windows Agent from local device
You may choose to remove Agents from Windows systems manually.

1. Toremove the Windows Agent manually on a managed device, click on Control Panel >
Programs and Features.

[ Programs and Features - o

X

« ~ 4 @ > Control Panel > All Control Panel ltems > Programs and Features v & | SearchPrograms and Features 0

Control Panel Home e
Uninstall or change a program
View installed updates To uninstall 2 program, select it from the lit and then click Uninstall, Change, or Repair.
& Turn Windows features on or
off

Organize ~  Uninstall G- @
Neme - Publisher Installed On  Size Version

ERACC Windows Agent Asus 4302018 240MB 12141

|~ T A—— o5 e ] 1991020095

[ Google Chrome. Google, Inc. 1572008 4B 7303682103

@ HeanyLoad V24 (64 bit JAM Softvare 312272010 B1ME 34

7@ Microsoft OneDrive Microsoft Corporation 313172018 TI6MB  15.033.02180011

e icrosoft Teams oo Conation. 2972019 722M8 12003961

3 Realtek High Definition Audio Driver Resltek Semiconductor Corp.  3/5/2018 5ME 6017226

[B) asUs Productversion: 12141 Supportlink: i/ /wineasuscom  Comments: Ver 12141
e Size: 240M8

2. Select and uninstall ACC Windows Agent from the list of programs.

[ Programs and Features o x

« © 4 @ > ControlPanel > All Control Panel ltems > Programs and Features v 0| | Search Programs and Features

Control Panel Home 2
Uninstall or change a pragram
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
© Turn Windows features on or
off

Organize ~  Uninstal -0
Name - Publisher Installed On  Size Version

B3 AcC Wind ] Asus 45372018 240M
8 Adobe Acrobat Readler DC Adobe Systems Incorporated 41172019 306 B

(& Google Chrome Google, Inc 117572018 104MB  73.0.3683.103

© Heavyload V3.4 (64 bit) 1AM Software 37222019 5IMB 34

4 Microsoft OneDrive Microsoft Corporation 33172019 116MB 1903302120011

B Microsoft Teams. Microsoft Corporation 3/29/2019 73.2MB  1.2.00.39%!1

354 Realtek: High Definition Audio Driver Reattek Semiconductor Corp. 3/5/2018 985ME  6.0.1.7926

ASUS Product version: 1.214.1 Support i
Helplink  http://www.asus.com s

hitp://www.asus.com  Comments: Ver12.14.1
240M8




3. Ensure the applications shown in the pop-up window are closed, or you can check the
Automatically close applications and attempt to restart them after setup is complete
checkbox, then click OK to continue with the uninstallation process.

ACC Windows Agent K

The following applications should be closed before continuing the
install:

ASWM Ent Service Provider Manager
AWK Ent Sensor Monitor

ABWH Ent Boftware Resource Mondtor
ASWH Ent Hardware Utilization Monitor
AW Ent Device Info Monitor

ABTUE Control Center Services Monitor

@ Automatically close applications and attempt to restart them after
setup is complete.

O Do not close applications. (A Reboot may be required.)

4. Once ACC Windows Agent is uninstalled on the managed device, please navigate to the
Remove Agents menu of your ASUS Control Center (Deployment > Agent Management
> Remove Agents).

5. Select the managed device which you manually removed the agent from, the connection
status for that managed device should be Offline, then click on Remove to remove the
managed device from ASUS Control Center.

ASUS Control Center
&% Agent Management > Gdx Remove Agents

Deployment Management

Host Name

4B cent05 74 064) 04075.105)

DIACENTER-4 &Y windows 10 (x64) 1010.75.124)
MEDIACENTER 2 2
ELASTICSERVER Y server 2015 (054 Gorozsize)

- Remove &1



6. Apop-up window should appear, displaying the managed devices you wish to remove
agents from. After confirming the correct devices are selected, click on Remove, then
click on OK.

Deployment Management 1 Devices

Please confirm that you want to remove all agent from the following devices:

= ELASTICSERVER

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be

remove once the target host gets online
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Remove Linux Agent from local device

You may choose to remove Linux Agents from Linux systems manually.

1. (optional) If you are using a Windows OS, you may use a third-party SSH or telnet client
such as PUTTY to connect to the managed Linux device.

For this example we will be using PuTTY to log on to the managed Linux device and
remove the Linux Agent.

R PUTTY Configuration 7 X
Category:
E-ession [ Erac gpbons A U B Y scsson
- Logaing Specify the destination you want to connect to
(=) Terminal
: Host Name for [P address) Port
Keyboard
Bl [10.1075.103 | [22 |
Features Connection type
= Window (ORaw (O Telnet (ORogin @ 55H (O Seqal
xﬁaa.rancs Load, save or delete a stored session
aviour
o Tramslahon Saved Sessions
- Selection | |
- Colours i
Default Settings
(=~ Connection L _L.cad
- Data Saye
-~ Proxy
- Telnet Delete
- Rlogin '
S5H
-~ Senal Close window on exit:
Aways (OMever (@) Only on clean exit
About Help Open Cancel

2. Enterthe root account and password of the client Linux device.

3. Onceyou've logged in, execute bash /root/uninstall.sh toremove the Linux
Agent from the managed device.

4. Once the Linux Agent is removed on the managed device, please navigate to the
Remove Agents menu of your ASUS Control Center (Deployment > Agent Management
> Remove Agents).



Select the managed device which you manually removed the agent from, the connection
status for that managed device should be Offline, then click on Remove to remove the

managed device from ASUS Control Center.

ASUS Control Center
&4 Agent Management > Ldx Remove Agents

Deployment Management

Qv
Utiization |

HW Sensor

1P Address

0S Information
16 64)
1006
10pe)
A% Cent03 74 054

Host Name

ELASTICSERVER Normal
MEDIACENTER 4
MEDIACENTER 2

=] ¥ Connection
Normal

Nomal Normal
Nomal Normat
]

(01075.109)




6. Apop-up window should appear, displaying the devices you wish to remove agents
from. After confirming the correct devices are selected, click on Remove, then click on

OK.
Deployment Management /1 Devices

Please confirm that you want to remove all agent from the following devices:

= KubemnetesMaster

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be

remove once the target host gets online
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314 Windows Agent

You may install agents manually on the device by downloading the Windows Agent installation
files from the ASUS Control Center web console.

IMPORTANT: CSM products only supports Windows Agents.

NOTE: The information entered in this section is for reference only.

Install Windows agents manually

IMPORTANT:

When installing the Windows agent manually on devices with Windows 11 or Server 2022, two of the
drivers - AsUplO.sys (BIOS readings and flashing), and ASUS Management Bus Driver (Hardware Sensor
reading) may be isolated by the Windows Core Isolation feature.

To successfully install a Windows Agent if you run into this situation you will need to set the Memory
integrity option under Core Isolation to Off, to do so please navigate to Start > Settings > Update &
Security > Windows Security > Device Security and then under Core isolation, select Core isolation
details and set Memory integrity to Off.

1. Log in remotely to the device you wish to install the Windows Agent on.
2. Download the Windows Agent installation files using the following methods.

+  Download installation files on ASUS Control Center

a. Click on Windows Agent to start downloading the installation files.
b. Copy the downloaded ZIP file to the remote desktop of the device.

+  Download installation files on managed device

a. Use the browser on the managed device to log into ASUS Control
Center.
b. Click on Windows Agent to start downloading the installation files.
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Unzip the ZIP file containing the installation files.

& | B [ = | Downloads
PintoCudk Copy P s

€« A &> TsPC » Downlosds

# Quick sccess
B Desktop
3 Downloads

) Documents

WindowsAgent.

& Pictures

& Network
@ OneDrive
[ ThisPC

& Network

Titem

X

Copy  Delete Rename
to -

Organize

it

[ Do e

Select none

New Properties s
folder = g tistoy 5 invert selection
New Open

v|@)] | search Downloads

Select

r

Click on the AgentSetup.msi file to launch the installation.

[ [ = | WindowsAgent

Copy  Delete Ren.
to -

Organize

o cut
sl Copy path
Pin to Quick Copy  Paste Move
s [7] Pasteshorteut  'to
Clipboard
- “ 4 [ > ThisPC > Downloads > WindowsAgent

# Quick access
I Deskctop
& Downloads

5] Documents

AgentSetup

&) Pictures

& Network
4 OneDrive
[ This PC

& Network

1item

o e

New Properties
folder - @ity
New Open

v 0| | Search Win:

Click on Next to begin the installation.

38 ACC Windows Agent (Ver12.14.1)

ASUS Control Center

The installer will guide you thiaugh the steps required ta install AT Windowe Agent on your

computer,

WARNING: This computer program is protected by copyiight law and intemational realies.
Unautharized duplication of distibution of this pragram, or any pertio of i, may resul in severe civi
o1 criminal penalies, and wil be prosecuted ta the maimum edent possible und the law.

Cancel

< Bask

i seectan

Setect none
vt setecion
seleat




6.

Browse and select a folder to install the agent, then click Next.
18 ACC Windows Agent x

ASUS Control Center

The installer willinstall SCC Windaws Agent to the falowing folder.

Tainstallin this folder, click "Next". To installto s different folder, enter it below or click "Browss.

Folder
[C:\Program Fies [-86\AS USWALT Windows Agents | [ Bowse |

Disk Cost

Install ACC Windows Agent for yoursef. or for anyon who uses this computer:

@ Everyone
O dust me:

Cancel <Bock

Click on Next again to continue the installation.

1 ACC Windows Agent - X

ASUS Control Center

The installe s ready a install ACC Windaws Agert an your compute.

Click "Nt to start the installation.

Cancel <Back

On ASUS Control Center, click . in the left menu, then click on Network Configuration

to view the Host Name and IP Address.

ASUS Control Center

£ Options > ) Network Configuration

Host Nama Bsae
[=

Network Configuration - etho Bsave

Addross Assignment

[ e gaess

Subnet Mask
Defaut Gateway

DNS

Preferred DNS Server

Alternate DNS Server

Network Configuration - eth1

Addross Assignment

1P Address.

Preferred DNS Server

Alternate DNS Server 168.95.1.1
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10.

Enter the Host Name and IP Address from the previous step into the Windows® Agent
Installer, select 443 as the Access Port, then click Register.

NOTE: The host name field supports Fully Qualified Domain Names (FQDN). The ASUS Control
Center IP can be pinged via the host name during deployment.

ASUS Control Center Installation Wizard X

US Control Center

‘ 1
E§E Please specify the Contral Center ( Main Server ) that you will register for.

Connection Information of Control Center

Host Name of Control Center : [ACC-TUTOR |

P Address of Control Center:| 10 . 10 75 200 | Access Port - [a43 ~]

Core

Wait for the installation to finish, then click Close to complete the installation. The
device(s) should appear in the Devices List on the System Overview screen.

NOTE: The device’s hardware performance and network speed will affect the time taken to deploy
the agent.

5 ACC Windows Agent - x

ASUS Control Center

ACC Windows Agert has been successhully installed.

Click "Close" to xi.

Please use Windows Lipdate to check for any ciitisal updates to the NET Framework.



315 Linux Agent

You may install agents manually on the device by downloading the Linux Agent installation
files from the ASUS Control Center web console. The following 64-bits Linux distributions are
supported: RHEL, CentOS, Scientific Linux, SLES, Ubuntu, Debian, and Pardus.

Install Linux agents manually

1.

4.

Before installing the Linux agents manually, ensure that ssh is enabled, and the
following software requirements are met:

sysstat smartmontools ethtool curl
ipmitool OpenlPMI-libs OpenlPMI-tools pciutils
net-tools ssh

for RHEL 8~, CentOS 8~ : libnsl package installation required
for SLES 15~ : insserv-compat installation required

Click on Linux Agent to download Linux Agent installation files.

On ASUS Control Center, click . in the left menu, then click on Network Configuration
to view the Host Name and IP Address.

ASUS Control Center

£ Options > ) Network Configuration

On your client device, create the folder /tmp/ASWMAgentinstallFile.

Decompress the LinuxAgent.zip file, you should see a .tar file named ASWMLinuxAgent-
64bits.tar.gz. Move the .tar file to /tmp/ASWMAgentinstallFile then decompress it.
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Depending on your Linux distribution, execute the following to start the installation
process:

. For RHEL, Cent0QS, Scientific Linux

Execute /tmp/ASWMAgentInstallFile/Silentinstall RHEL.sh XXXX.
XXX . XXX . XXX

. For SLES

Execute /tmp/ASWMAgentInstallFile/Silentinstall SLES.sh XXXX.
XXX . XXX XXX

. For Ubuntu, Debian, Pardus

Execute /tmp/ASWMAgentInstallFile/SilentInstall Ubuntu.sh XXX.
XXX . XXX . XXX

NOTE: Please replace xxx . xxX.xxX.xxX with the actual IP of the ACC main server, for this
example, it would be 10.10.75.200.



316 Agent Deploy Report

The Agent Deploy Report will display information of each time you deploy agent(s) onto
managed devices. Each item showed on the Agent Deploy Report represents a single batch
of deployment; clicking on each item will allow you to view information on the devices you

deployed agents to in that batch.

ASUS Control Center

s Agent Management > [l Agent Deploy

Press the ‘Enter’key 1o search

Created Time Updated Time Client Count Compietion Rate. Success Error Process
20190415 14:27 2019.0: =1} [T N ) o1 o
2019:04-15 11:48 20190 =1} (& T - o1 o
2019-04-15 10:52 20190 [=E} (& 7 ) o1 []
2019.04.03 15:28 2019.04.25 17:27 Q2 [T ] ©2 [
20190320 1151 2019-04-25 17:27 &2 b Netkh . N o2 0

ASUS Control Center

&% Agent Management > il Agent Deploy > Agent Deploy Report

Agent Deploy Report

Device Count

Create Time

Update Time

31528

20190425 17:10

Ty e I T o
0 onsoore QNN © successtu R s P YR EMCY B i, R oL
omsione | QEENREEED © successwi e




3.2 Agentless Management

The Agentless Management screen allows you to add vSphere or Redfish for monitoring and
other management options. When adding the vSphere, the device added is the hypervisor. All
VM on the hypervisor will be displayed once the vSphere has been added.

To access Agentless Management, click . > Agentless Management in the left menu.

5 Agentless Management

Addvsphore Remove vSphoro

Add Roat ( Remove Redish { Rodish Pofio Rodsh Ghango Password

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



3.21 Add vSphere

The Add vSphere function allows you to add vSphere you wish to manage. You can enter a
single vSphere, or multiple vSpheres to be scanned, and then add the scanned vSpheres you
wish to manage to ASUS Control Center.

NOTE: Ensure to register the License keys before adding the vSphere you wish to manage to ASUS Control
Center. For more information on registering license keys, please refer to the License chapter.

ASUS Control Center

aa Agentless Management > @+Add VMware vSphere Host

08 Type 1P Address. Account Password

Scan Resuts

P Add to Monitor

Adding managed vSphere
1. Click on Add.

ASUS Control Center

aAgentless Management > @+ Add VMware vSphere Host

0S Type 1P Address Account Password




Enter the IP Address, Account, and Password of the vSphere, then click Save.

2.
Add Target Host

P Address | 10.10.75.59

Account root

Password  asseees

Repeat steps 1 and 2 to add additional vSpheres to be scanned, or refer to the Add
vSphere from CSV file section to import a list of vSpheres.

Once you have added all the vSpheres you wish to scan, click on Scan.

ASUS Control Center
a Agentless Management > @+Add VMware vSphere Host

Limpot | & Export  +Add

VMware vSphere Host List
1P Address Account Password
e e

oS Type
10.10.75.59

Besx
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The scanned results will be displayed in the Scan Result Information block. Select the
vSpheres you wish to manage then click Add to Monitor. The vSpheres added should
appear in the Devices List on the System Overview screen.

NOTE:

. Unavailable vSpheres will be listed as Not Support. You may click on the vSpheres to view
details on why it is unavailable.

. vSpheres added may take a few minutes before they are displayed in the overview.

ASUS Control Center

a4 Agentless Management > @+Add VMware vSphere Host

VMware vSphere Host List Limpot | EBgot  +Add
oS Type 1 1P Address ‘Account | Password

e

oot

P 0s Type. P Address Scan Resuis Message

© support Success

>A¢m
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Add vSphere from CSV file
1. Click on Import.

ASUS Control Center

«a Agentless Management > @+Add VMware vSphere Host

VMware vSphere Host List

oS Type 1P Address Account | Password

2. Select the CSV file to import and click Open.

3. Oncethe CSV file is successfully imported, click on Scan.
NOTE: You may edit items added by clicking on it before scanning.

4. The scanned results will be displayed in the Scan Result Information block. Select the
vSpheres you wish to manage then click Add to Monitor. The vSpheres added should
appear in the Devices List on the System Overview screen.

NOTE:

Unavailable vSpheres will be listed as Not Support. You may click on the vSpheres to view
details on why it is unavailable.

vSpheres added may take a few minutes before they are displayed in the overview.

ASUS Control Center

s Agentless Management > @+ Add VMware vSphere Host

oS Type 1P Address. Account | Password

B 10107559

05 Type P Address Scan Resuiis Message

@i e 10.10.75.59 © support

=



Exporting VMware vSphere Host List

You can export the list of vSpheres added to the VMware vSphere Host List to a CSV file by
clicking on Export. You can edit the exported CSV file using a text editor.

ASUS Control Center

a4 Agentless Management > @+Add VMware vSphere Host

" | 1P Address Accoun Password
Ges 10107559 o0 -

Scan Result Information (CHIEIEERSEEOUNEIST

2| 0s 1ve scan Resuts vessage

@@ 10107559 © support Stccess

P Add to Monitor



322 Remove vSphere

1. Check the vSphere(s) you wish to remove, then click Remove.

ASUS Control Center

aAgentless Management > §x Remove VMware vSphere Host

Press Enter key to search. Clea

B ¥ Comecton [ Host Name Alas 0S Infomation 1P Adaress
| Coniine TensorDevssdtest com TensorDev ssdtest com P esxisoo 10107559 ‘

2. Aconfirmation window should pop-up, click Removal confirmation to remove the

agents from the selected vSpheres.

NOTE: If the target host(s) are offline, the agents on these host(s) will be removed once the host(s)
are online.

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be
remove once the target host gets online.

X Cancel B Removal confirmation



323 Add Redfish

The Add Redfish function allows you to add Redfish devices you wish to manage. You can
enter a single Redfish device, or multiple Redfish devices to be scanned, and then add the
scanned Redfish devices you wish to manage to ASUS Control Center.

NOTE: Ensure to register the License keys before adding the Redfish device you wish to manage to ASUS
Control Center. For more information on registering license keys, please refer to the License chapter.

ASUS Control Center

s Agentless Management > @+ Add Redfish

Limport | & Export | +Add

1P Address Account Password

Adding managed Redfish device
1. Click on Add.

ASUS Control Center

5L Agentless Management > @+ Add Redfish

1P Address Account password

341
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2.

Enter the IP Address, Account, and Password of the Redfish device, then click Save.

Add Redfish

IP Address 10.10.75.229

Account admin

Password  asees

Repeat steps 1 and 2 to add additional Redfish devicees to be scanned, or refer to the
Add Redfish devices from CSV file section to import a list of Redfish devices.

(optional) You may edit or delete Redfish devices added before scanning by clicking on
the Redfish device in the Redfish List.

IP Address 10.10.75.229
Account admin

Password ..o

Once you have added all the Redfish devices you wish to scan, click on Scan.

5 Agentless Management > @+ Add Redfish

1P Address

‘Scan Results Message

 Depioy.



7.

The scanned results will be displayed in the Scan Result block. Select the Redfish

devices you wish to manage then click Deploy.

NOTE: Unavailable Redfish devices will be listed as Not Support. You may click on the Redfish device

to view details on why it is unavailable.

shaAgentless Management > @+ Add Redfish

Redfi

1P Address

Account Password
10.10.75.229

Limport | & Export | +Add

‘admin

Ip Address Scan Resulls

10.10.75.229 ©support Connection Success

Message

A pop-up window should appear, displaying the devices you wish to deploy agents to.
After confirming the correct devices are selected, click on Deploy, then click OK.

Check Deploy Redfish

Are you deploy the following Redfish?

Add Redfish [P address as following:( Use License ) )
= 10.10.75.229

343



8. The Redfish devices added should appear in the Devices List on the System Overview
screen.

NOTE: Redfish devices added may take a few minutes before they are displayed in the overview.

4 System Overview

@ Time updated: 202104115 16:18:44

_ amiceat

LJ @
Online Crmcal Normal
oo W,

Hardware Sensor

Mo wmng [crtea - b B prot i o
|3 I
Qv Press ‘Enter key to search I3 op

0] ¥ Connection Host Name | client Type 08 Information 1PAddress | HW Sensor Utization Add-on Card
[0 Donine 101075220 ‘o Redfish Critical %
S Doune st @eSn  Glemess Camezeso)  Nommal T

ELASTICSERVER & Windows  AY Server 2016 64) (f01075428) Normal

KubemetesMaster A Linux AP CentOS 7 (x64) ((10.1075.103) Normal

MEDIACENTER2 & Windows A Windows 1054 (lodorszz)  Normal Normal

MEDIACENTER-4 & Windows A% Windows 10x54) (005128 Normal

05 Vorsion




Adding Redfish devices from a CSV file

1. Click on Import.

ASUS Control Center

L Agentless Management > @+ Add Redfish

1P Adress Account Password

2. Select the CSV file to import and click Open.

3. Oncethe CSV file is successfully imported, click on Scan.
NOTE: You may edit items added by clicking on it before scanning.

4. The scanned results will be displayed in the Scan Result block. Select the Redfish
devices you wish to manage then click Deploy.

5. Apop-up window should appear, displaying the devices you wish to deploy agents to.
After confirming the correct devices are selected, click on Deploy, then click OK.

6.  The Redfish devices added should appear in the Devices List on the System Overview
screen.

NOTE: Redfish devices added may take a few minutes before they are displayed in the overview.
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3.24 Remove Redfish

1. Check the Redfish device(s) you wish to remove, then click Remove.

5 Agentless Management > @xRemove Redfish

fer key to search

v Connection 1P Address Retsh version Agent version
3 Online 10.10.75.229 Redfish 1.7.0 INA I

2. Aconfirmation window should pop-up, click Remove to remove the agents from the

selected Redfish devices.

NOTE: If the target host(s) are offline, the agents on these host(s) will be removed once the host(s)
are online.

Remove Redfish

Are you sure to remove the Redfish?

X Cancel




3.25 Redfish Profile

The Redfish Profile function allows you to add, edit, or delete Redfish profiles.

ASUS Control Center

&% Agentless Management > @« Redfish Profile

Adding a Redfish profile by importing a profile file
1. Click Add.

% Agentless Management > @ Redfish Profile

2. Click Import.

% Agentless Management > @gRedfish Profile > Redfish Profile Information
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3.

Select a Redfish profile JSON file, then click Open.

<% Agentless Management > @gRedfish Profile > Redfish Profile Information

Fill in the Name and Description fields (optional) and tick Enable this profile, then click
Scan.

sl Agentiess Management > @g Redfish Profile > Redfish Profile Information

Current Path; l T

i, TSP

~ hostinfo:

Fruinfo Product ProductName.

renCpusiatun ®  Procsssorsummanystatus Hearn




5. Fillin the IP Address, Apply Path, Account, and Password fields, then click Scan.

NOTE: If the Apply Path field is set to Default, the root directory will be scanned. If set to UR, the
specified relative path will be scanned.

6.  Tomake changes to the Redfish profile, follow the below instructions:

A. Drag and drop a property from the left pane to the value field in the middle pane.

&% Agentless Management > @a Redfish Profile > Redfish Profile Information

B.  Click Preview to show the updated JSON output in the right pane.

&% Agentless Management > @a Redfish Profile > Redfish Profile Information
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Click Save.

&% Agentless Management > @a Redfish Profile > Redfish Profile Information

‘Current Path: Iredfishivi/Chassis.

.

L scn




Adding a Redfish profile from a template
1. Click Add.

% Agentless Management > @ Redfish Profile

2. Select Template in the Create Type field, then select a template from the drop down

3.

menu.

sk Agentless Management > @g Redfish Profile > Redfish Profile Information

Current Path;

Fill in the Name and Description fields (optional) and tick Enable this profile, then click
Scan.

&l Agentless Management > @g Redfish Profile > Redfish Profile Information

hostCpuStatus. ® ProcessorSummary.Status.Health
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4.

Fill in the IP Address, Apply Path, Account, and Password fields, then click Scan.

NOTE: If the Apply Path field is set to Default, the root directory will be scanned. If set to UR, the
specified relative path will be scanned.

To make changes to the Redfish profile, follow the below instructions:

A.  Drag and drop a property from the left pane to the value field in the middle pane.

&% Agentless Management > @gRedfish Profile > Redfish Profile Information

B.  Click Preview to show the updated JSON output in the right pane.

&% Agentless Management > @gRedfish Profile > Redfish Profile Information

hostcpustatus




6.  Click Save.

sl Agentless Management > @g Redfish Profile > Redfish Profile Information

@san

Description) [ ey ST [ HIE

hostcpustatus ProcessorSummary.Status Health




Editing an existing Redfish profile

1. Select an existing Redfish profile.

% Agentless Management > @gRedfish Profile

2. Make the desired changes to the Redfish profile, then click Save.

&% Agentless Management > @a Redfish Profile > Redfish Profile Information

®
CEEEEn
®




Exporting an existing Redfish profile

1. Select an existing Redfish profile.

sfaAgentless Management > @g Redfish Profile

2. Click Export.

&% Agentless Management > @@ Redfish Profile > Redfish Profile Information

AccountService r L.
e T E i
® certtcaesorvice o [ oo —
e x Frulnfo.Product ProductName

hostiame

-

3. Enter a file name for the exported Redfish profile JSON file, then click OK.




Deleting an existing Redfish profile

1.

2.

Select an existing Redfish profile.

% Agentless Management > @gRedfish Profile

Click Delete.

&% Agentless Management > @@ Redfish Profile > Redfish Profile Information

Aoma san

@ nccoutservie

E—

[E—

I!

© Description

® oo
®




3.2.6 Redfish Change Password

The Redfish Change Password function allows you to modify the Redfish password for
devices.

NOTE: If Preserve Configuration was not enabled during a Redfish firmware update, the Redfish password
will be reset to the default password.

Changing a Redfish password
1. Select a Redfish device, then click Change.

% Agentless Management > =+ Redfish Change Password

2. Enterthe current password and new password, then click OK.
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327 Add Storage

The Add Storage function allows you to add a managed storage device.

Adding managed storage devices

1. Click Import to add a device using a CSV file, or click Add to manually enter the device
details.

% Agentless Management > &.+Add Storage

2. Click Scan and wait for the scan results to be displayed in the Scan Result block.

3. Select one or more managed storage devices in the Scan Result Information block, then
click Monitor.

4. The selected managed storage devices added should appear in the Devices List on the
System Overview screen.

NOTE: Newly added devices may take a few minutes to appear in the overview.



3.2.8 Remove Storage

The Remove Storage function allows you to remove a managed storage device.

Removing managed storage devices
Select one or more managed storage devices, then click Remove.

% Agentless Management > @xRemove Storage

§oop
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This chapter describes centralized
management of metadata, BIOS flash,
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4. Metadata Management

The Metadata Management screen allows you to add metadata fields, and also enter the
information for the newly added metadata fields for a single device or multiple devices. This
allows you to manage your devices more efficiently by adding the information you need

to each managed device, such as the department the managed device belongs to, or the
extension line of the owner of the managed device.

To access Metadata Management, click . > Metadata Management in the left menu.

ASUS Control Center

< Metadata Management ® Time updsted: 20200828 17:58:51

Device Metadata Information

Pl x Clear +Edtor & BatchUpdate & Export = Options

Host Name Fields
 [Host Name

Row Groupings

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



Adding metadata fields
You may add new metadata fields for managed devices using this function.

1. Click on Editor to open the Metadata Editor.

< Metadata Management ® ime updated: 20200828 17:58:51

Qv | Press Enter key to search - B Batch Update Options

HostName "
MEDIACENTER 4 v @Host Name

[Kubemeteshaster

2. Enter the Field Name of the new metadata column and select the Field Type from the
drop down menu (String, Number, Date, Boolean), then click Add.

NOTE:

. String: The data in this field contains string variables.

. Number: The data in this field contains numerical values.
. Date: The data in this field are in date form.

. Boolean: The data in this field are either true or false.

Metadata Editor

Field Name Personal

Field Type Boolean v

[ ] Field Name Field Type Default Value |
B pepartment i String sw ;
[El Extension {Number 29631

nzpmduction date zDalE 2018-01-01




3. (optional) You may set or edit the default value of the new field by double-clicking in

the Default Value cell and then entering the new default value.

NOTE: The default values will be restricted to the Field Type chosen.

Metadata Editor

Field Name
Field Type  _.Please Select- N
+ Add
| Field Name Field Type Default Value
ﬂ Depariment String sSw
ﬂ Extension zNumber 29631
B Production date |Date 2018-01-01
& Personal {Boolean |

4. Repeat steps 2 to 4 to add additional metadata fields.

5. Click on Save when you have finished adding or editing the metadata fields.

Metadata Editor Update

Field Name =~ Done

Field Type 7" Pjease Selecie N

| Field Name Field Type Default Value ‘
B Department { String sSW
[E] extension {Number 129631
B Production date {Date 2018-01-01
2 eersonal iBoolean i




Editing metadata fields
1. Click on Editor to open the Metadata Editor.

ASUS Control Center

€ Metadata Management

(©Time updated: 2020108128 17:59:51

Qv | Press Enter key 1o search
Host Name | Department | Extension Production date Personal
MEDIACENTER4 sw 29631 20180101 v JHost N
KubemetesMaster sw 29631 2018.01-01 M
TensorDev.ssdtest.com sw 29631 2018.01-01
ELASTICSERVER sw 29631 2018-01-01
MEDIACENTER 2 sw 20631 2018.01-01

Aggregations
rag columns from above.

Drag columns from above to

2. You can edit the Field Name and Default Value of existing metadata fields. When you
are finished editing, click on Save to save the changes made.

Metadata Editor

Field Name
Field Type --Please Select— v
+ Add
| Field Name Field Type Default Value
n Department String swW
n Extension Number 29631
n Production date Date 2018-01-01
n Personal Boolean [}

B Save




Deleting metadata fields

1. Click on Editor to open the Metadata Editor.

ASUS Control Center

€ Metadata Management

(@ Time updated: 202010828 17:69:51

Qv | Press Enter key 1o search

Host Name Department Extension Production date Personal
MEDIACENTER-4 sw 29631 2018.01-01
KubemetesMaster sw 29631 2018.01-01
TensorDev.ssdtest.com sw 20631 2018.01.01
ELASTICSERVER sw 29631 2018.01-01
MEDIACENTER-2 sw 20631 2018.01.01

2. Clickon B next to the metadata field you wish to delete. Once you are finished, click
on Save to save the changes made.

Metadata Editor

Field Name
Field Type ~Please Select— v
Field Name Field Type Default Value [
u Department i String sw
[E|=xtension {Number 29631
[E| Production date ! Date 2018-01-01
u Personal :Boo-‘ean o




Editing the metadata value of a single device

1. Double-click on a field you wish to edit and enter the new value.

NOTE:
. Items in the Host Name field cannot be edited.
. Edited fields will have blue text.

2. Click on Save once you have finished making changes to the metadata.

ASUS Control Center

< Metadata Management

(©Time updated: 2020108128 17:69:51

Device Metadata Information

4Edor  BatchUpdate & EBxport = Options

Q> Press Enter key to search.
e ——— ‘ e T i
e S I 7Y Y7
tsaaiiisag = == st
fowabovssgistcon e s wnn |
o st e

[euasnicserveR
porsotor
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Editing the metadata value of multiple devices

1. Click on Batch Update.

ASUS Control Center

< Metadata Management

ey 1o search z =

Host Name
MEDIACENTER 4
KubemetesMaster
TensorDev.ssdtest.com

Department Extension

29631

Production date

2018.01.01
20180101
2018.01.01
20180101
2018.01.01

Personal

(© Time updated: 2020108728 17:59:51

v [@Host Name

v @Department

v @Extension

v @Production date
v @Personal

Drag columns from above fo
aggregate values

Drag columns from above to
group rows

2. Select a CSV file to import, then click Open.

ASUS Control Center

©

< Metadata Management

(©Time updated: 2020/08/28 17:59:51

Fostame
@ Open -]
« ~ 4 &> ThisPC > Downloads v|O | Sesrch Downlosds )
G s =- 3@
# Quick aceess el
Wouer  + ~
| 8 Dot # n 5
B Documents # 4 ‘
Ere
T
2 s =
B Vs
@ ondie
@
e pocabess V| 5
=

v [DHost Name

Drag columns from above fo

Drag columns from above to
grovp rows




3. Select the metadata field columns to update to the server, then click Batch Update.

Metadata Management

Please select the fields you want to

import from the csv file to the server.

| Department
Extension
Production date

) Personal

Cancel Baich Update l

4. Aconfirmation window should pop-up, click OK.

Metadata Management

Please select the fields you want to import from the csv file to the server.
Department, Extension, Production date, Personal

Cancel




5.

6.

Next, another pop-up window will appear notifying you of which devices will be affected
by the updated data. Click OK to confirm these changes, or click Cancel to cancel the
batch update.

Metadata Management

This action will modify the following hosts. Please click 'OK' and confirm the data
that will be modified from the table, and click 'Save® to update the server data.
You can click 'Cancel’ to cancel the batch update process and restore the system
settings.

. MEDIACENTER-4

KubemetesMaster

TensorDev.ssdtest.com

ELASTICSERVER

MEDIACENTER-2

oo

If you clicked OK in the previous step, click on Save to save the changes made.

<€ Metadata Management (©Time upasted: 202008128 17:59:51
Qv | Press ‘Enter key o search. ' lea d Balch ate o Options
ostName. Deparment Extension Producton date Personal s

MEDIACENTER 4 sw 2061 20160101 ] ~ tost Name
Kubemeteshaster sw 29631 2018.01.01 ~ @Dspartment
TensorDevssdtest com sw 20631 20160101

ELASTICSERVER sw 29631 20180101

MEDIACENTER:2 sw 2061 20160101




Exporting the metadata value

Exporting the metadata to a CSV file allows you to edit multiple metadata fields together,

then update them by importing it back into ASUS Control Center. To import the changes made

to the metadata in the CSV file, refer to Editing the metadata of multiple devices under the
Metadata Management section.

1.

2.

Click on Export.

ASUS Control Center

< Metadata Management

202010828 17:59:51

Department

Enter a filename for the CSV file, then click OK.

NOTE:

Use a text editor when editing the exported CSV file.
Do not edit the aswm_HostName and ClientGUID fields.

Only the existing data in the CSV file may be edited, adding new rows and columns to the
CSV file may cause failure when importing to the ASUS Control Center.
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4.2 BIOS Flash Management

BIOS Flash Management allows you to upload and flash the BIOS of all devices, uploaded
BIOS is also stored in the BIOS cache for centralized management.

To access BIOS Flash Management, click . > BIOS Flash Management in the left menu.

ASUS Control Center

€ BIOS Flash Management

BIOS Flash Task

BIOS Cache BIOS Flash Task

Task Report

ahil

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



421 BIOS Cache

The BIOS Cache stores all the BIOS cap files uploaded when flashing the BIOS of a single
device or using the BIOS Flash Task function, and allows you to view or delete the BIOS cap
files in the BIOS Cache List. The BIOS Cache List also lists the BIOS cap file in groups based
on the model, and displays information such as the file size, version, and build date.

ASUS Control Center

€ BIOS Flash Management > £BIOS Cache

0/z10pPD24 16.00MB 3407 01112017

Adding a BIOS cap file to the BIOS Cache

The BIOS cap file is automatically added to the BIOS Cache when you manually upload a BIOS
cap file when flashing the BIOS from Device Information, or when you manually upload a
BIOS cap file when using the BIOS Flash Task function.

NOTE:

For more details on manually uploading a BIOS cap file when flashing the BIOS from Device
Information, please refer to BIOS Flash under the BIOS section.

For more details on manually uploading a BIOS cap file when using the BIOS Flash Task function,
please refer to Manually uploading the BIOS cap file under the BIOS Flash Task section.
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Removing BIOS cap files from BIOS Cache

You can remove BIOS cap files from the BIOS Cache List when you need to, such as when the
BIOS version is outdated.

1. Check the item(s) you wish to delete then click Remove.

ASUS Control Center
< BIOS Flash Management > £BIOS Cache

BIOS Cache List (S200MME)

s 'Enter ey to search.
Model Name Fiie Size. Version Build Date

16,00 MB 0512312018

16.00 MB 01/112017

2. When the BIOS cap file(s) have been successfully removed, click OK.

BIOS Cache

BIOS Cache cleared successiully




422 BIOS Flash Task

The BIOS Flash Task function allows you to update the BIOS of multiple managed devices by
uploading the BIOS cap file or selecting the BIOS cap file from a BIOS cache list.

ASUS Control Center
<»BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Type
BIOS Cacho List
BIOS Information
BIOS Version

BIOS Build Date

Target Host List

£= Options

0s Information 1P Address 0 Locator LED | ¥ Rebool

(or075122)

CoED)

Manually uploading the BIOS cap file

1. Select Manually Upload BIOS File from the drop down menu in the BIOS Flash Type
field.

ASUS Control Center
<»BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

Upload BIOS.

& Upload BIOS Filo




2. Drag and drop the BIOS cap file in the dotted square, or click on Upload BIOS File to
select a BIOS cap file to upload.

ASUS Control Center
£ BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

jpload BIOS '
@ ope x
(]
B

3. After selecting the BIOS cap file, the BIOS information, BIOS version, BIOS build date,
as well as applicable managed devices should appear. Click on Flash to begin the BIOS

Flash process.

ASUS Control Center
€ BIOS Flash Management > =+BIOS Flash Task

BIOS Flash Type

UGB ASUSaBtACAP |

Upload B0S i |
@ uposai0S e

B0S Information UN65U
BIOS Version o614
BIOS Build Date 052372018

Q = = Options.

|-) =2 Onine (2)

MEDIACENTER2
MEDIACENTER 4




4.

Once the flash process is finished, a BIOS Flash Report should appear allowing you to
check the BIOS Flash status and progress of all selected devices.

ASUS Control Center
€ BIOS Flash Management > =+BIOS Flash Task > BIOS Flash Report

BIOS Information UN6sU
Si
BIOS Version o614
1 ooo/ B10S Buid Date 05232018
o Device Count 2
Completed
Croation Time 20190326 1908
Update Time 201903261309
Processing

Press Enter key to search

£= Options
Host Name Progress Message Creation Time.

Upoate Time
-| © Success (2)

MEDIACENTER4 © success @R o0 Updated 20190326 19.08 2019.03.26 19.09
MEDIACENTER 2 © success IR ©/0S Updated 2019.03.26 19:08 20190326 19.09




Selecting the BIOS cap file from the BIOS cache
1. Select Flash From BIOS Cache from the drop down menu in the BIOS Flash Type field.

ASUS Control Center

€ BIOS Flash Management > =+BIOS Flash Task

BIOS Flash Information

BIOS Cache List

2. Select a BIOS Cache List.

ASUS Control Center

<€ BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

BIOS Flash Type Flash From BIOS Cache

BIOS Cache List

Please Select—
[UNssU]
UNGSU_0614

[Z10PP-D24]

210PP-D24_3407




After selecting the BIOS cap file, the BIOS information, BIOS version, BIOS build date,
as well as applicable managed devices should appear. Click on Flash to begin the BIOS
Flash process.

ASUS Control Center

€ BIOS Flash Management > =+BIOS Flash Task

BIOS Flash Information

Qv | Press Enter key to search. rd Cleas o
@ | onine ows 0.064) (t0075.122) 5
&  Sionline 0 64 (To1075.124) 3

Once the flash process is finished, a BIOS Flash Report should appear allowing you to
check the BIOS Flash status and progress of all selected devices.

ASUS Control Center
<€ BIOS Flash Management > =+BIOS Flash Task > BIOS Flash Report

Completion Rate

BIOS Information UN65U

BIOS Version o614

100% B10S Build Dato 053018

Device Count 2
Completed
Creation Time 2190326 1308

Update Time 201903.26 19:09

Processing

© success R ©/0S Updated 20180326 19.08
© Success TR ©/05 Updated 2019-03-26 19:08

NOTE: If the device is using Windows 11 or Server 2022 and the BIOS flash is failing, please
navigate to Start > Settings > Update & Security > Windows Security > Device Security, then select
Core Isolation details and set Memory integrity to Off on the device.
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423 BIOS Flash Task Report

The BIOS Flash Task Report function will display a history of BIOS flashes performed using
ASUS Control Center. Selecting a BIOS flash task listed in the BIOS Flash Report Summary
will allow you to view information on the BIOS, which devices were flashed, and also the
status of the BIOS flash to managed devices. This provides you with a quick overview of your
BIOS flash tasks and also help you pinpoint devices which experienced errors when updating
BIOS.

ASUS Control Center

<»BIOS Flash Management > [l BIOS Flash

Press the ‘Enter key 0 search Clea
Createa Time | Updated Time Task Name Model version | Giient Count.__| Completion R Success Enor Process s
20190326 19.08 | 20130326 19.09 |UNG5U_2019.03-25 _ UNGSU o514 T2 S o o

€ BIOS Flash Management > Ll BIOS Flash > BIOS Flash Report

B10S Information uNesu
8108 Version o6t
100% 510 Build Date osz3nt8
o Device Count. 2
Completed
Creation Time 201903261908

Update Time. 20150326 1909

ress Enter key to searcn

Host Name hessage

Creation Time. Update Time

© Success G © 0 Updated 2019-03-26 19:08 2019-03-26 19:09
© success IR ©0S Updated 2019.03.26 19.08 20190326 19.09




4.3 Security Management

Security Management allows you to modify the security settings for items such as Windows
Registry Editor, USB access, or Watchdog for a single managed device or all managed
devices. The centralized security management makes it so that you do not have to configure
the security settings for each individual managed device through Device Information.

To access Security Management, click . > Security Management in the left menu.

ASUS Control Center
€ Security Management

Device Access Control Software Blockiist Policy Management

NOTE: Registry Editor and USB configurations are only available for Windows system managed devices.

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.
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4.3.1 Device Access Control

Device Access Control allows you to modify the security settings for items such as Windows
Registry Editor, USB access, or Watchdog for a single managed device or all managed
devices. The centralized security management makes it so that you do not have to configure
the security settings for each individual managed device through Device Information.

O Security Management > 2a Device Access Control
Security Management
Qv Press ‘Enter key fo search [Z@l X Clear = Options.
Connection Host Name OS Information IP Address =) WatchDo Registry Editor USB %
O Online D500TD s 11 (x64) (u}) Enable Access V.
D oniine o700MD o : =
ELASTICSERVER 016 (x64)
EXPERTBOOK-B540 = 11 (68) (t0.1031.87) a] Enable Access v
EXPERTBOOK-B740 110 (iszsas0z0r) o
GPU-Server ) rea a0 en) (t0:103127)
MEDIACENTER-2 o Windows A windows 10 x69) (l0.1031.82) ( Disable Access v
QD Offline. MEDIACENTER-4. o Windows A Windows 10 x64) (101031.84) [a] Enable Access v
® Save




Setting the device access control for managed devices

1.

2.

You can set the security function for all managed devices by checking or unchecking
the column headers for Watchdog or Registry Editor, or selecting a mode for USB from
the drop down menu in the column header.

You can also set the security function for a single managed device by checking or
unchecking the Watchdog or Registry Editor checkbox, or selecting a mode for USB
from the drop down menu of the managed device.

You may refer to the brief descriptions for the different security functions below:

Watchdog

Watchdog allows you to enable or disable the Watchdog timer. When the
watchdog timer in unresponsive due to hardware fault or program error, it will
reboot the device.

NOTE: Auto Restart needs to be disabled on Windows® Server 2016 or later versions for
Watchdog to successfully reboot the device when required. To disable Auto Restart, search
for Control Center in the Windows Search Box, then navigate to System > Advanced System
Settings > Startup and Recovery.

Registry Editor (Windows only)

The Registry Editor allows you to enable or disable access to Regedit Tool in
Windows® by the managed device's user.

USB (Windows only)

USB allows you to Enable Access or Disable Access of USB ports on the managed
device, or set it to Read Only, which allows the users to view files on the USB
storage device only.

Click on Save once you have finished making changes to save the changes made.

© Security Management > & Device Access Control

Qoffiine MEDIACENTER-4

1P Address

D500TD. (0103183

D700MD -
ELASTICSERVER oot

Toroatsr o
) o

EXPERTBOOK-854)
EXPERTBOOK-8740
GPU-Server

MEDIACENTER2

i
|
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4.3.2 Software Blocklist

Software Blocklist allows you to create or manage rules to prevent selected software
applications from running on the managed device during specified time periods.

© Security Management > B Software Blocklist

Adding a new software blocklist rule

1. Click B85 1o create a new software blocklist rule.

© Security Management > @ e Software Blocklist > Software Blocklist Information

2. Enter a Name for the software blocklist rule, then use Apply Software to select an
application from the software list.

NOTE: For more information on software lists, please refer to the Software List section of the
Options chapter.

3. Tick Enable to enable the software blocklist rule.

4. Select All (7x24) in the Block Time field to enable the software block list rule at
all times, or select Customize Scheduling to specify a custom schedule using the
Scheduler.

5. Fillin the Block Message field with a brief description that will be displayed on the
managed device.




6. CIickto specify which managed devices the software blocklist rule
should apply to. To view a list of managed devices that will be affected by the software
blocklist rule, click .

7. Click MEEEEN o save the software blocklist rule.

Editing a software blocklist rule

1. Double click an existing rule from the Software Blocklist rule list to open the rule editor.

€© Security Management > (e Software Blocklist > Software Blocklist Information

o reie [+ ana

3

2. After making the desired changes, click to save the software blocklist rule.

Deleting a software blocklist rule

1. Click an existing rule from the Software Blocklist rule list to open the rule editor.

2. Click M Deiete to delete the software blocklist rule.
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433 Policy Management

This page allows you to add policies to automatically apply rules based on device metadata,
such as disabling USB access based on the device's location.

Rules are applied in the following priority based on the source of the policy:

1.

2
3.
4

General Configuration > Policy Configuration (default policy)
Security Management > Policy Management (applied based on metadata)

Security Management > Device Access Control (applied to multiple devices)

Device Information > Security (applied to a specific device)

> B Policy




Adding a policy

1.
2.

Click Add, then fill in the policy, metadata, and rule fields.

Tick the Active checkbox to enable the rule, then click Save.

Editing or removing a policy

1.
2.

Click the edit icon next to the policy in the Policy List block.

Make changes as required and click Update or Delete, then confirm the action if
prompted.
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4.4 Software Dispatch

Software Dispatch is a centralized software management function that allows you to add
or remove software packages to a Software Pool, allowing for easy software dispatching to
managed devices using the Software Dispatch Task function.

To access Software Dispatch, click . > Software Dispatch in the left menu.

ASUS Control Center

< Software Dispatch

Software Dispatch

M59MB.
Software Pool Dispach Task

Task Report

Software Dispatch

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



441 Software Pool

The Software Pool allows you to view all uploaded software packages. You may also add
additional software packages or remove existing software packages from the Software Pool.
The uploaded software packages will allow you to easily select and dispatch software to
selected managed devices.

ASUS Control Center
< Software Dispatch > [#+ Software Pool

Software Pool ({UHOIME)

Adding software packages to the Software Pool

1. Click on Add.

ASUS Control Center
< Software Dispatch > [#+ Software Pool

Software Pool ({UHOIME)

Created Time.




2. Enter the name, OS type, version, platform and description of the software package,
then click Next.

Add Software Package

Name 7-Zip

Version 16.04.00.0

Platform 32_B4Bit 32Bit

Description 7-Zip is a free and open-source file archiver, a utility used to place
groups of files within compressed containers known as "archives”

® Cancel <9 Next

3. Add the script file by clicking on Upload Script File to select and upload a script file, or
drag the script file into the Script File dotted square.

NOTE: For more information and examples of script files, please refer to https://github.com/
AsusControlCenter/Software-Dispatch-Guide.

Add Software Package

Script File

—

|
LR install_7zip.bat |
i (32 Bytes) |
1 |

& Upload Script File

Setup File |
] 7z1604-x64.msi
H (1.59 MB)
'

& Upload the Installer

® Cancel Add




4.

Add the setup file by clicking on Upload the Installer to select and upload a setup file,

or drag the setup file into the Setup File dotted square, then click on Add.

Add Software Package

Script File

Setup File

O ey

.
I
.
.
.

& Upload Script File

%ol

The newly added software package will appear in the Software Pool list.

< Software Dispatch > [B+ Software Pool

Sofware Name Platform Version size Created Time Description
7 6401t 1604000 155 MB 2019-03-26 1500 72ip s a free and open-source fle
1PMitool 6401 1815 40126 K8 2019.08-11 1218 1PMitool provides a simple comman.
Filezila 6abit 3161 97118 2018.03-11 1247 FileZila s a free Software, cross-plt.




Removing software packages from the Software Pool

1. Click on the software package you wish to remove in the Software Pool list.

ASUS Control Center

< Software Dispatch > [+ Software Pool

Software Name

| patom | Vesson sze ated Time Desciiption

1218
2019.03-11 1217

2. Click on Remove to remove the software package.

Software Name 7-Zip

0S Type Windows
Created Time 2019-03-26 15:00
Platform 64 bit

Version 16.04.00.0

7-Zip is a free and open-source file archiver, a utility used to place

Description A o e
¥ groups of files within compressed containers known as "archives”.

= 7z1604-x64.msi (1.59 MB)

e « install_7zip.bat (32 Bytes)




4.4.2 Software Dispatch Task

You can use Software Dispatch Task to dispatch software packages in the Software Pool to
multiple managed devices to be installed in the background quickly and efficiently.

NOTE: To add or view software packages in the Software Pool, please refer to the Software Pool section.

€ Software Dispatch > =+ Software Dispatch Task

Press Enter’key to search

Ao
[ Name Version Platorn 05 Type Fils Informa Descrpton | Time Created

©72p 1604000 |64bit 2 Voncomn 159M8 7-Zipis  froe and open-sourca e archiver, . 2019.03.26 1500

O Fiezila 3161 edbit & vondows 971MB FilZila is a free software, crossplatform FT_.. 2019-03-11 12:17

© 1PMitool 1815 64 B 40126KB  IPMitool povides a smple commandine it 20190311 1218

 Selected package: 7-2Ip_BIL 64 (16.04.00.0)

Device List @

Qv Press Enter

Connecion bost Name 0S informaton 1P Address Platiorn
- D Online (3)

& Qonline ELASTICSERVER A server 016 050) (uozsazs) 64bit

2 Donline MEDIACENTER-2 2 Windows 10 (x64) (t01075422) 64 bit

& Qoniine MEDIACENTER-4 & windows 10059 (uozsizr) c4bit




Dispatching software packages to devices

1. Select the software package you wish to dispatch from the Package List.

NOTE: You may filter the software packages by OS or platform by selecting the filter criteria from
the drop down menus located to the right of the Search bar.

ASUS Control Center

<> Software Dispatch > =+ Software Dispatch Task

Press Enter key 1o search o ST
Name [Version | Platiorm |__ostype | Fle Informa Description ] Tims Created

S 7p 1604000 Gt T35 77ips 2 ree and open-source le archiver __ 20190326 15,00

O Fiezila 3161 (64t 97118 FieZita s a free software, cross-plaform FT... 2019.03-11 12:17

O PMital 1815 et 401268 IPMitoo provides a simpls command-ing int.. 2019-03-11 1218

& Selected package 7-2ip_BIL 64 (16.04.00.0)

Device List @

Host Name 0S Information 1P Address. Platiom

& Conline ELASTICSERVER A server 2016 s5) 01075125) 64bit
€ Qonline MEDIACENTER-2 & windowa 1008 Garursam) 64t
& Conline MEDIACENTER-4 2 Windows 10.c60) Tos075128) 64 bit
A Dispatch @3

2. When you select a software package, the managed devices you can dispatch the
selected software package to will be displayed in the Devices List. Select the managed
devices to dispatch the software package to from the Device List, then click Dispatch.

ASUS Control Center

<> Software Dispatch > =+ Software Dispatch Task

Package List

oy ©AIOS v AlPfatorms

[ Name [ version Platform | ostype | File Informa Description | Timo Created
© 1zp 16.04000 64 bit 2 vindows 15918 7-2ipis  frao and open-source il archiver, .. 2019.03.26 1500
© FioZila 3161 6abit 2 windows 971M8 FileZila is  free software, cross-platform FT... 2019-03-11 127

0 PNitca 185 sab a A0126KB  IPMicol provides asimple commandins nt.. 2019-03-1 1218

[ s sutas 720 .o so0m

Device List @)

Qv Press Enter key to search

Connection Host Name 05 Information | 1P Address. Platfom

ELASTICSERVER A server 016 150 )
MEDIACENTER2 @ » TEi22) 64 bit

MEDIACENTER 4 a w = (foro7520) 64 bit




3.

Confirm that the correct software package and managed devices are selected in the
pop-up window, then click Dispatch to start dispatching the software to the managed
devices.

Dispatch Task

Selected packages:
= 7-Zip_Bit_64 (16.04.00.0)

Packages will be dispatched to the following devices:
= ELASTICSERVER (10.10.75.125)
= MEDIACENTER-4 (10.10.75.124)
« MEDIACENTER-2 (10.10.75.122)

x Cancel « Dispatch

After the software packages have been dispatched, you will be redirected to the
Software Dispatch Task Report screen.

NOTE: For more details on the Software Dispatch Task Report, refer to the Software Dispatch Task
Report section.
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443 Software Dispatch Task Report

The Software Dispatch Task Report function will display a history of all software dispatch
tasks performed using ASUS Control Center.

Selecting a software dispatch task listed in the Software Dispatch Report Summary will allow
you to view information on the software, which devices the software was dispatched to, and
also the status of the software dispatch to managed devices.

This provides you with a quick overview of your software dispatch tasks and also help you
pinpoint failed software dispatches.

ASUS Control Center

< Software Dispatch > [sl Software Dispatch
O —

-| 820190326 (1)
20190326 15:33 | 20190326 15:33 | @ Windows | 7-21p_2019-03-26. 7-ZIp_16.04.000 [=H AN o 0

ASUS Control Center
< Software Dispatch > lsil Software Dispatch > Software Dispatch Report

CempioR s _

Name Zip (B1_64-16.04.00.0)

osType o

100%

Completed

Device Count

Time Croated

Update Time

Processing

Device List @

Press Enter key 10 search. £ Options

Host Name. Message
- © Success (3)

ELAs VER © success Software dispatch task done.
MEDIACENTER 4 © success Software dispatch task done.
MEDIACENTER2 © success Software dispatch task done




4.5 Task Scheduler

Schedule tasks for managed devices using the Task Scheduler. The tasks set can be
executed automatically at specific times, or set to repeat periodically, which allows you to
schedule tasks before hand or periodic tasks such as periodic reboot of managed devices.

To access Task Scheduler, click . > Task Scheduler in the left menu.

ASUS Control Center
€ Task Scheduler

List of Tasks, +Add =
[« < > » | sy April 2019 Tonth] week | day it |
| S L Mo L T Wed L The R sa

1 2 3 4 5 6

“ i T w 1@ ®

21 2 2 2 2 2% 27

[Offce devices working day setin fOffce devices working day satiinJ Offce devices working day setiin J Ofce evices workng day setiin | Ofice devices working day setin]

2 29 30

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.
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Task Scheduler Overview

Toggle between the different Task Scheduler views by clicking on the n / E icon. You
can click on any task displayed to view more details on the task.

n : Calendar view displays the tasks and the dates when they will be executed.

ASUS Control Center

< Task Scheduler

e April 2019 R oo [
I S " S S ST
] 2 > r s g

You can switch the time period displayed in Calendar view by using the following:

month

week

View previous year

View next year

View previous month / week / day

View next month / week / day

Move to the current day. The current day will be highlighted on the

calendar.
Display month view

Display week view




4| Display day view

it)  Display list of all tasks in the selected month and year.

E :History list of all tasks, including Task Name, Start Date & Time, End Date & Time,
Repeat, Number of Clients, Status, and Switch.

ASUS Control Center
€ Task Scheduler




Adding a scheduled task
1. Click on Add.

ASUS Control Center

€ Task Scheduler
List of Tasks +ha =
« < > > April 2019 o] week day st
S S T S
1 2 3 4 s o
0 t 2
. i (0 i %
2 2% 3 3 2
6 » o

2. Enter the Taskset Name, then select a Start Date & Time.

ASUS Control Center

< Task Scheduler > @ Taskset Editor

[Festoettame | [ st Date 8 ime
Target0S  please select
Repetiion Schedule (] Repaa

Activation ) Enabled Task Schedule

x Cancel



3.

Select Windows or Linux in the Target OS field to filter the target devices.

ASUS Control Center
© Task Scheduler > @ Taskset Editor

SurtDate & Time  2019/04/15 0800

s working day seting
EndDate&Time  5019/04/30 21:00

Dally ® Weakly (Sun ) () @D (CD @D G sat

s

Target 05
Ropotition Schedulo g Repeat

Activation g Enabled Task Schedle

Qv | Press ‘Enter key to search.
Host Name. s Information 1P Address.

Connection
(10:1075125)

 Server 2016 x64)

ELASTICSERVER
s 101564) C )
(01075.120)

O | Toniine
& | Coniine MEDIACENTER 2 i
& | QJonline MEDIACENTER- A windows 10 (x54)

(optional) If you want to repeat the task, check Repeat in the Repetition Schedule field,
then select Daily to repeat the task daily, or Weekly to repeat the task weekly. When you
select Weekly, remember to select which days of the week you wish to repeat the task.

ASUS Control Center
€ Task Scheduler > @ Taskset Editor

StrtDate & Time  2019/04/15 0800

Taskset Name  Ofice devices working day setting
EndDate&Time  2012/04/30 21:00

N T—
Daty o Vesky Sun QI €D €D @D @D =

Activation g Enabled Task Schedule

Select Target Devices.

Step 1: Choose the target devices.
Qv | Press Enter key to search

HHost Name: S Information P Address.

(oo75125)

Comecion
|-) (= Onine (5)
(o)

(oaorsaze)
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5.

442

(optional) You may select an end date and time.

NOTE: The End Date & Time option only appears when Repeat has been checked.

ASUS Control Center
< Task Scheduler > @ Taskset Editor

StartDate & Time  2019/04/15 05.00

TasksotName | Ofice devices working day selting

Target0S | g@windows . EndDate& Time  2019/04130 21,00
Repetition Schedule g Repaat Daly ® Weekly Sun ) (D @D (XD @D G Sit

Activation g Enabled Task Schedule

Step 1: Choose the target devices.

£= Options

Qv | Press Enfer key fo search <
Host Name 0s Information 1P Address

Connection

ELASTICSERVER A server 2016 x59) 101075125
MEDIACENTER-2

MEDIACENTER 4

2 windows 10 1x64)

A windows 10.664)

Enabled Task Schedule is enabled by default, if you wish to disable the task, uncheck
Enabled Task Schedule in the Activation field.

ASUS Control Center
< Task Scheduler > @ Taskset Editor

TasksetName  Ofice devices viorking day setting StartDate &Time  2015/04/15 0800

Torget0 | g wincons . DA T | 07004302100

Repetition Schedule ) Repeat Daly  Weekly Sun ) (D @D ED @D G sat

Activation g Enabled Task Schede

Step 1: Choose the target devices.

£= Options

Host Name 0s Information 1P Address

Press Enter key 10 search

A server 2016 (x50)

ELASTICSERVER
MEDIACENTER 2
MEDIACENTER-4

2 windows 10 1x64)

S online A windows 10 664)

Higanerd m



7.

A list of all managed devices matching the Target OS selected will be displayed. Select

the managed devices to apply the task to, then click Next.

ASUS Control Center
€ Task Scheduler > @ Taskset Editor

Start Date & Time

TasksetName  Ofice devices working day sefting
End Date & Time.

=Buingons
westy (s (D €D ED @D @D S+t

Ropetition Schedule @ Repeat

Target 05

Activation g Enabled Task Schedule

Select Target Devices:
Stop 1: Choose the target devices.
s Information

v | Press Enter keyto
Host Name.

Connection

ELASTI

Click on Add in the middle-right of the screen to add a new task.

ASUS Control Center
€ Task Scheduler > @ Taskset Editor

Start Date & Time

TasksetName  Ofice devices working day setting
End Date & Time.

TargetOS @@ wWindows
Daty 0 Vs Sun. QI €D D @D @D S+t

Repetiton Schedule g Repeat

Activation g Enabled Task Schedule

St TogeDoies ) AdiTak

Step 2: Schedule the tasks.
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9.  Select an Action Type. Each action type contains different options, see below for a list

of the action types and the options available.

NOTE: Linux only supports Power Control and Security action types.

Power Control:

Add Task

| Action Type Power Control v
Delay Time 0 : Minute
The time that the task execution is delayed
| Power Action (Y Power On (Y Power O £ Power Reboot |

Action Type

Power On:

Power on the device.

Power Off:

Power off the device.

Power Reboot: _|Reboot the device.

Service Control:

Add Task

| Action Type

Service Control v

Delay Time

1

The time that the task execution is delayed

: Minute

Service Name

Service Action

SNMPTRAP

P Start

[ Stop ¥ Restart

Action Type

Enter the name of the service. If you are
unsure of the name of the service, refer to
the Software section.

Activate the service.

Stop the service.

Restart the service.




Software Dispatch:

Add Task

| Action Type Software Dispatch

v

Delay Time 3

The time that the task execution is delayed

: Minute

Platform Type

Package Name 7-Zip

32_64Bit

Action Type
Platform Type:

Select from 32Bit, 64Bit, or 32_64Bit to filter
the software options.

Package Name:

Select an item from the Software Pool to be
installed. The options will vary according to

the Bit type selected in Platform Type.

Security Control:

Add Task

| Action Type Security Control

v

Delay Time 1

The time that the task execution is delayed

2 | Minute

Security Type USB Control

Status

Enable Read Only

Action Type

Options

Description

Enable Access |Allows USB ports to be accessed.
Disable Do not allow USB ports to be

USB Control  |Access accessed.
Read Only Files on the USB storage device can

only be read.

WatchDog Enable Enables Watchdog timer.

Function Disable Disables Watchdog timer.

Registry Tool |Enable Enable access to Regedit Tool.
Disable Disable access to Regedit Tool.
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10.  Set the Delay Time (in minutes). This function is used to set a delay time before the
task is executed.

CAUTION: When adding multiple tasks, ensure to set a Delay Time for each task to ensure the tasks
are executed properly.

Action Type Power Control v

Delay Time 0 : Minute

The time that the task execution is delayed

Power Action " Power On (M Power OFf > Power Reboot

X Cancel B save

11. Once you have finished with setting the task, click on Save. The newly added task will
be displayed in a timeline, you may click and drag the items in the timeline to rearrange

the scheduled tasks. Clicking on W will delete the task.

12. When you are finished, click on the Save at the bottom of the screen.

€ Task Scheduler > @ Taskset Editor

TasksetName Office devices working day sefting StartDate & Time  2019104/15 06,00
Target0S | g@wingons . EndDate& Time 5019104720 2100

Ropetition Schodule g Repeat Dally @ Weeky Sun (D @D (ED @D @ st

Activation g Enabled Task Schede

Select Target Devices. ) Add Task

op 2: S

7Zip
16.04.00.0(8i 54)

Power Control Service Control




Editing a scheduled task

1.

Click on the task you wish to edit on the calendar in Calendar view.
OR
Click on the task you wish to edit from the list in History view.

Edit the details then click Update at the bottom of the screen when you have finished
editing.

NOTE: You can refer to step 2 to 12 of the Add Scheduled task under the Task Scheduler section
for the steps on editing a task; the steps are the same.

Click Update on the pop-up window to confirm the changes made.

Update the Task Schedule

Are you sure you want to update this task schedule?

® Cancel B Update

Deleting a scheduled task

1.

Click on the task you wish to edit on the calendar in Calendar view.
OR
Click on the task you wish to edit from the list in History view.

Click Delete at the bottom of the screen, then click Delete on the pop-up window to
delete the scheduled task.

Delete the task schedule.

AAre you sure you want to delete this task schedule?

X Cancel B Delete
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4.6 Power Control

Power Control allows you to control the power settings of managed devices all from a
centralized location. The centralized control over the power settings for managed devices
makes it so that you do not have to manually power off, power on, or restart each managed
device individually.

ASUS Control Center

< Power Control

Power Control

Qv Press Enter key to search.

Connection Host Name 0S Information 1P Address Power ON Restart Power OFF

S oniine 2 Sever 2016 009) (o075.125)
& Online el er A Cent0S 7.4 (x64) 10.10.75.403
S oniine 2 windous 10 x50 (roorsi)
COnline MEDIACENT! 2 Windows 10 4 101075120

To power on / power off / restart device(s):

1.

Check the Power ON / Power OFF / Restart check boxes of devices you would like to
power on / power off / restart, or you may check the column title to check all devices
eligible for the chosen action.

NOTE: The availability of the Power ON, Power OFF, and Restart check boxes will vary according to
the current power status of the managed device.

ASUS Control Center

© Power Control
Power Controt
= optons

0S Information P Address wer

2016 x54)
05 7.4 (x64)
P

fows 10 (564)

& windows 10 (x64)



2. Click Action in the lower right of the screen to perform the chosen action(s).

ASUS Control Center

<> Power Control

Power Control

Q- Press Enter’ key to search.

Connection Host Name 08 Information 1P Address. Power ON
- &) Online (4)
S Online ELASTICSERVER A server 2016 (54)
S Online KubemetesMaster &P Cent0s 7.4 (x64) v
S Online MEDIACENTER-2 8 Windows 10 x64) v
S online MEDIACENTER-4 2 Windows 10 x5 v

3. Click Action when prompted.

Please confirm that you want to do '‘Reboot’ for following devices: £)
= ELASTICSERVER
= Kubemetes

Please confirm that you want to do 'POWER OFF for following devices: §)
- IACENTER-2
ENTER-4
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4.7 Firmware Management

Firmware Management allows you to manually update the BIOS, NIC, or DPU firmware of
managed Redfish devices.

The Redfish Firmware Cache and Redfish Firmware Update functions allow you to initiate
out-of-band firmware updates using Redfish.

The Edit Host, Firmware Information, and Firmware Update functions allow you to initiate
firmware updates via the operating system, in cases where the firmware cannot be updated
using Redfish.

NOTE: Firmware Management supports Redfish devices running Linux-based operating systems. Refer to
the System Requirements section of the Appendix chapter for more information.

© Firmware Management

Eathost |l e Information ware Update Rodish Fimware Cache

Redish Fimuare Update

s - R

Tosk Report

Fimware Updale Summary Redish Firmware Update Report




471 Edit Host

This page allows you to edit the host list for firmware management.

NOTE: Redfish devices must be added using the Add Redfish function in order to be displayed here. Refer
to the Add Redfish section of the Deployment chapter for more information.

© Firmware Management > 7=+ Edit Host

Scanning for devices

NOTE: You can also click Export to export the host list as a .csv file, edit the host list in an external
program, then click Import to load the edited .csv file.

1. In the Host, User, and Password columns, enter the IP address, username, and
password of the Linux OS host.
2. Click Save.

3. Check the Firmware Update Summary page to see if the scan was successful.

Adding groups
Click Add Group, then enter a group name and click Add.
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4.7.2 Firmware Information

This page shows the firmware information of devices that have been successfully scanned
using the Edit Host page.

NOTE: To scan for additional devices, refer to the Edit Host section.

© Firmware Management > = Firmware Information

AM08A42007201

Filtering the firmware information list by firmware update type

Use the checkboxes in the Firmware Update Information block to only show entries matching
the selected firmware update types.

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter
for more information.



4.7.3 Firmware Update

This page allows you to upload BIOS, NIC, and DPU firmware packages and manually update
device firmware.

© Firmware Management > 7=+ Firmware Update

Initiating a firmware update

1. Fillin the fields in the Firmware Update Information block and upload a firmware
package.

2. Select one or more devices from the Target Host List block.

3. Click Update, then type “Yes” when prompted.
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474 Redfish Firmware Cache

This page allows you to upload BIOS and BMC firmware packages for use with the Redfish
Firmware Update function.

© Firmware Management > ¥=+ Redfish Firmware Cache

Upoad Type

Uploading a firmware package
1. Click Add and fill in the Name, Type, System, Version, and Description fields, then click

Next.
2. Upload the Update/OEM parameters (as JSON files) and firmware package files, then
click Add.
Name  R72324113_1 B rmmdiors s e s e e e e ]
B ) parameters.json
e LR ©sios ' wnd |
System  RST23Q-E11-RS24 v
Version 1 Semeoremstes :" """""""""""" oem_parameters json |
Descrption
X Cancel

Removing a firmware package

1. Select one or more firmware packages and click Remove, then confirm the removal
when prompted.



4.7.5 Redfish Firmware Update

This page allows you to initiate an out-of-band firmware update using Redfish.

© Firmware Management > ¥=+Redfish Firmware Update

Updating BMC firmware

1. Select BMC in the Firmware Update Information block, then select a system and
upload type.

2. If the Upload Type is set to Remotely, select a protocol and enter the address of the
image in the Protocol and Image URI fields.

3. Select an update package from the Firmware Cache List dropdown menu.

4. To preserve existing configuration settings, tick the Preserve Configuration checkbox
and the individual checkboxes for each type of configuration setting.

5. Select one or more devices in the Target Host List block and click Update.

6.  Check the Redfish Firmware Update Report page to see if the scan was successful.

Updating BIOS firmware

1. Select BIOS in the Firmware Update Information block, then select a system and
upload type.

2. Select an update package from the Firmware Cache List dropdown menu.
3. Select one or more devices in the Target Host List block and click Update.

4. Check the Redfish Firmware Update Report page to see if the scan was successful.
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4.7.6 Firmware Update Summary
This page allows you to view the firmware update history.

© Firmware Management > L Firmware Update Summary

- 20250308 (7)

Viewing detailed firmware update information

Click an entry in the Firmware Update Summary block to view detailed information about the
selected firmware task.

477 Redfish Firmware Update Report

This page allows you to view the firmware update history.

© Firmware Management > L Redfish Firmware Update Report

Viewing detailed firmware update information

Click an entry in the Redfish Firmware Update Summary block to view detailed information
about the selected firmware task.



Chapter 5

This chapter describes the various reports
ASUS Control Center generates from
tasks, software, and hardware related
subscriptions.
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5.1 Software Report

NOTE: The information entered in this section is for reference only.

Software Report allows you to manage your report subscriptions on the applications installed
on added devices. You may also customize which applications to receive reports on, as well
as pinpoint applications which meet the rules you set, allowing you to efficiently manage
high-priority applications and ignore applications which may not require much maintenance.

To access Software Report, click [ I the left menu, then click on Software Report.

L Software Report

‘Aopicaton Usage Analysis Appicaton Change Log

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.

5.1.1 Software Inventory

Through Software Inventory you may view all the installed applications on all managed
devices or filter through the applications installed on managed devices, providing you with
a quick way to periodically keep track of new applications installed and the devices they are
installed on.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.



Refetch Application

Click on Refetch to request agents to return an immediate update the list of installed
applications on all managed devices, making sure all the information displayed is up to date.

ASUS Control Center

Ll Software Report > Software Inventory

Application Information -All @588
Y Today 8

(©Time updated: 20201042 18:00:30

Lreletch & Export

Version Publsher
16.04.00.0 Igor Paviov
12141

67.116.32835

1501020099 Adabe Systems Incorporated
. 10008 ASUSTeK COMPUTER INC
Y Last 30 Days Con 8656554

IntekR) Management Engine Componsnts 1000
1 5 O |Microsoft Office 365 77772 - zh-tw 16.0.11425.20204

Y Last 90 Days ) VC++ redistributables repacked 12000
c 2 16 Click-to-Run Extensibilly Component  16.0.1142520204
2 16 Click-to-Run Extensibilfy Component 6... 16.0.11425.20204

2 16 Click.to-Run Licensing Component. 16.0 142520204

¥ Connection Host Name 0S Information | P Address HW Sensor Utiization

Filter newly installed applications

To quickly filter newly installed applications within a time period, click on the Today, Last 7
Days, Last 14 Days, Last 30 Days, Last 90 Days or All time period filters located on the left

of the screen. This will help you in periodically reviewing the applications installed within a
selected time period.

ASUS Control Center

Ll Software Report > B2 Software Inventory

@ ime updated: 20201042 15:00:30

Application Informat

Y Today

Last 30 Days (2019-03-16 ~ 2019-04-15) @)

LRefelch & Epot  Q Show Device

Y Last 7 Days

Version

Y Last 14 Days

© Last 30 Days

Y Last 90 Days

| ¥ Connecion Host Name 0S Information

1P Address

HW Sensor Utlzation
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Search for applications using keywords

Entering keywords into the search bar will display all installed applications which contain the
keywords entered, allowing you to pinpoint certain applications and help you keep track of
the amount of devices these applications are installed on as well as view which devices the
applications are installed on. You may also view the device information as well as view all
applications on the device to make sure your application information is correct.

1. Enter the keywords you wish to search for using the following methods:

+  Directly entering the keywords

Enter the keyword(s) you wish to search with into the search bar and press

<Enter>. Click on |2~ |10 toggle between searching with the AND operator or OR
operator. Searching using AND will search for items which contain all keywords
entered, whilst searching using OR will search for items which contain at least one
of the keywords entered.

ASUS Control Center

Ll Software Report > B Software Inventory @ ime upasted: 20201012 18:00:30




Importing multiple keywords from a .csv file

a. Click on L]to bring up the search condition pop-up window.

ASUS Control Center

[l Software Report > Software Inventory

I Version
o 1604000 Igor Pav
o 12141 Asus
o o7.116.32835 Google
O | Adobe Acrobat Reader DC 1901020099 Adobe s
O ASWM Clent 10008 ASUSTel
Y Last 30 Days 1 1 O | Conexant HD Audio 8666554 Conexan)
O Ite(R) Management Engine Compones 1000 Inel Con
O |Microsof Offca 365 72772 - 2w 16.0.11425 20208 Microso
Y Last 90 Days O Microsoft VC++ redistibutables repacked. 12000 Intel Con
O |Offie 16 Clcko-Run Extensibity Camponsrt 60,1425 20204 Microsof
O Offie 16 Clcko-Run Extensibity Componant ... 16.0.11425.20204 Microsor
O [Offie 16 Clcko-Run Lcensing Component ___16.0.11425.20204 Microsor
| ¥ Connection _| Host Name | 0S Information 1P Address HW S|

b. Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Search with "AND" operator

Keywords

Press 'Enter to add a keyword or paste text with ' * (semi-colon) separator




Enter the keyword(s) you wish to search with into the Keywords field
and press <Enter>.

Search with "AND" operator

Operator m OR

Keywords

Press ‘Enter fo add a keyword or paste text with

(semi-colon) separator

oo Joo

Import multiple keywords using a .csv file by click on Import, selecting

the .csv file you wish to import, and then selecting the column in the
.csv file you would like to import.

Search with 'OR’ operator

opener | a0 | [

Keywords  Keywords

Press Entr 0,344 3 keywerd o past et vt

€ Open

<

© 4 & ThepC > Downlosds
Organize = Newfolder

# Quickaccess
Boakep  #
3 Downloads
2 Documents #

ELET

@ Nework 4

File name:

Please select the field that you want to import from the csv file.
Name

'|
ol m




2.

Click on Save once you have finished setting the search conditions.

Search with "AND" operator

Keywords

Press ‘Enter to add a keyword or paste text with

Operator m OR

semi-colon) separator

If you wish to view the devices an application is installed on, check the application,
then click on Show Device. The list of devices the selected application is installed on
should be displayed in the Device List window

© Today

Ll Software Report > Software Inventory

tor key to search.

Name

LReletch & Export

dstec: 202040142 18:00:30

T - e ‘ e o
5 caegeChome e e e i
5 721 1504t oton) T e -

¥ Last 14 Days 10 o=z t2141 sus 3
T Ty TR
[0 16 Ceko-en Exemaboty Componant. | 181011225 20204 Mireso Coprson ]

Y Last 30 Days 1 O |Ofice 16 Clckfo-Run Extensibilty Component 5. |16.0.11425 20204 Microsof Corporation 1
© Ges 1 5l in UcoingCnmperant 1211 20530 vk Goporstin 5
B e T e e e i

Y Last 90 Days 1 5

i A T
r———— r— \ e e
B =onine EIASTICSERVER T server otc oo (CETD) Normal Normar




3. (optional) Clicking on next to each device in the Device List will allow you to view
the Device Information.

[l Software Report > & Device Information

ONUNE [IMESSAGE. 9LOCATOR

LAY
ELASTICSERVER
0 Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
BIOS Version 3407
Agent Version 12141
Model Name RS720.E8-RS24-E
1P Address 10.10.75.125
Timezone (UTC+08:00) Taipei
Up Time 20 day(s) § hour(s) 2 minute(s)

e Hardware Sensor a Utilization
Software @ Event Log
‘ Security o Configuration

4. (optional) Clicking on the device will display all applications on the selected device.

Application - ELASTICSERVER

Name Version 1 | installation D
ACC Windows Agent 12141 2019.04-15
Google Update Helper 13347 Google LLC 2019.04-15
Adobe Acrobat Reader DC 19,010 20099 Adobe Systems Incorporated | 2019.04-11
Realtek High Definition Audio .. 6.0.1.7926 Realtek Semiconductor Corp. | 2018-03-05
HeavyLoad V3 4 (64 bi 34 JAM Software 2019.0322
Google Chrome 7303683103 Google, Inc 2019.04-15
7-Zip 16.04 (x64 edition) 16.04.00.0 Igor Pavioy 2019.04-15




5.1.2 Hotfix Report (Windows only)

Hotfix Report allows you to view or filter through hotfix updates on all managed Windows
devices, helping you pinpoint managed Windows devices that require an immediate hotfix
update.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

L Software Report > €% Hotfix Report £ T updated: 20210702 03:15:59

[:= EUIVERERRY Press the ‘Enter’ key to search. X Clear

| Closatcaton oA | Tiie | PaichedRate__ | Nesd nsiall__| Nood Reboo
O = A Criical Updates @ KBA0Z3057 2021-05 Updats for Windows 10... (REERED% 1
O i= @ updat KBS003537  2021-06 Cumulative Update Pre o% =1}
O i @oefiniton Updates  ZKB2267602  Secury Inteligence Update for
O i= @oefinition Updates  ZKB4052623  Update for Windows Defender A... (NSNS
O i @ updates @ KB4577585  Update for Removal of Adob ... (OGNS
O i @ Socurity Updates E£KBISB0325  2020-10 Security Update for Ado... (NENEHIDREINS

A0 ©: O [iZ @ Updates @ KBS003250  2021-06 Cumlative Updato for ... (EHOORNINND

01 ®0 O = @ Socurity Updates £KB5003637  2021-06 Cumuiative Update for . (DS

< 01 95 O = @ Update Rollups £ KB890830  Windows Malicious Software Re... (NGNS

Pross the ‘Entor’key 1o search

¥ Conneciion HostName. | clentType 0 informaton IP Address

Clicking on next to a hotfix update in the Hotfix List will allow you to view more details
on the hotfix.

Hotfix Information

Voo Updte ount e Retoot Count Pached Count
@-— - @2
Classication @ securty Upaites
KBArticle & KB5003637
Patched Rate LS S 8 N S S S
+ 202105 Cumuiatve Updste fo Windows 10 Version 211 for
Systems (KES003037)

+ 2021-06 Cumulative Update for Windows 10 Version 2004 for
X64-based Systems (KB5003637)

Tive

Categories




Filtering hotfixes using Classification

You can quickly filter hotfixes according to Security Updates, Critical Updates, or Other
Updates by clicking on the respective item in the Classification block. This allows you to view
the update statuses for the selected classification at a glance and give your attention to the
hotfixes that still need to be updated. Alternatively, you can also filter the hotfixes by clicking
on the overview circle allowing you to filter by hotfix updates successfully installed and those
that still require your attention.

L Software Report > €3¢ Hotfix Report £ Time updated: 2021.07.02 05:15:59

Classification (Up/fa/Dates0%:

L Refech & Export

Komice e PachodRata | Neod nsll | Nesd Robool
['KB4023057  2021-05 Update for Windows 10... (N c1

01

Need Update,

D A0 ¢
G 01 90
< 00 00

| clentType 1P Address

To clear the filter results, click on Clear in the Hotfix List block.



Filtering hotfixes using Hotfix List

You can filter the Hotfix List according to the different categories provided in the drop down

menu. To select a filter, click on the All Updates drop down menu, then select a category to
filter by.

Ll Software Report > €3¢ Hotfix Report £} Time updated: 2021.07.0208:15:89

Classi upto

B3 Updates KB Avice Tile PaichedRate | Needinsial | Need Reboof
o 1 A securty Upaates ZKB4023057  2021-05 Update for Windows 10... (D% e
A critical Updates [ KB5003537 202 Cumulative Update Pre. 0% (=}
Need Update @ociniion pcates bros  2KB2267602  Securty Ineligence Update for . (NN

Ooners o5 EKBA0S2623 Deender .. (IR
© Feaure pacis @KBISTTS86  Updatefor Removalof Adobe Fl.. (IR
Osevcsracs b pesssons Securty Update for Ado.. (SOOI
O 2 Keso03254

Ao O:2 6 Cumulative Update for .. (TGRS
01 ©0 O upisaongs [y @ KBS003637  2021-06 Cumulative Update for .. (OO
< 01 95 O vpstes ©KBE0S30  Windows Maliious Software Re... (NGNS

© Upgraces

Device List

Press the ‘Enter key to search

| ¥ Connection Host Name | cient Type 0S Information 1P Address

To clear the filter results, click on Clear in the Hotfix List block.



Viewing devices the hotfix was applied to

Clicking on a hotfix update in the Hotfix List will list the managed devices the hotfix was
applied to in the Device List below. This will allow you to better manage hotfix updates,
and also manage issues with hotfix updates on managed devices, such as unsuccessful or

pending hotfixes for individual devices.

Ll Software Report > @3 Hotfix Report

Classification (ij3/§6 Dates 160%

Press the ‘Enter key to search

@ ime upasted: 2021-07.02 081559

o

[ Clasifcation|..KoAvice Tie Paiched Rato._ | Noedinsiall__| Nead Raboo]
O i= @ Securty Updates  KB4560325__ 2020-10 Security Update for Ado
© Socurity Updatos T KE5003637__2021-06 Cumulative Upcato for __ INNMOURAIIND |

Perfect!

<D A 0:

ETTT 00 ©o

Host Name Client Type

PN4O-PC
VCB6-WIN10

= Windows

= Windows

A windows 10 64
A windows 10 064)

0S Information 1P Address

(oavras0)
(0078118

 Qutiization

You may also click on next to each device in the Device List to view the Device

Information.

L Software Report > LI Device Information

Donume L =1RUINF 3

PN40-PC

0S Information
BIOS Version
Agent Version
Model Name

1P Address

Timezone

Up Time

@ utilization

@ Event Log

Software

‘ Security

0 Configuration

Microsoft Windows 10 Pro 64-bit 10.0.19043
1204

1421

PN40

10107450

(UTC+08:00) Taipei

2 day(s) 7 hour(s) 30 minute(s)




513 License Report

License Report allows you to view the total amount of licenses for each software and on

which managed devices they are installed on. This allows you to compare and ensure that the
number of licenses authorized and the amount of total licenses match up.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

Lt Software Report > €& # License Report (© Time updated: 2022:02.23 16:10:16

s the ‘Enter’

ey to search.

| Software List

Unauthorized | _ Over Authorized
Opera ver

=H
Firefox Over License 21 o1 o1
Chrome X »9 o2
Edge Under License 9 (=11

Device List @

Press the ‘Enter key to search

Host Name Client Type. 1P Addrass Depariment
[E) MEDIACENTER2

B ELAsTICSERVER

@ Dps00rD

(B EXPERTBOOK 8740  Windows
@ oroomd & Windows
EXPERTBOOK 8540 & Windows
(B MEDIACENTER4

v Qutiization
& Windows

Carustan)

Viewing information on the license

Click on next to a selected license to view more information about the license.

License Information
Name Fireox

Status

" .
o1 [=p}

Authorized Unit




Viewing devices the software was installed on

Clicking on a software in the License Information list will display all the managed devices
the software is installed on, and also allows you to check which managed devices have the
software installed without authorization, as well as the managed devices which have the
appropriate license for the software.

L Software Report > € # License Report © Time updated: 2022.0223 15:10:16

License Information @

Press the 'Enter’ key to X Clear L Refetch & Export = Options
Sotwarets | s T — S T —
opers T #1 o o3
irefox Over License »1 o1 =11
hrome: P9 Q2

dge Under License »9 o7

Device List @

Press the Enterkey 1o search

Host Name Client Type P Address Dapartment

o Windows (10403136)

[ MEDIACENTER4

v Qutiization

(Component Name. x|

NOTE:
+  Under License: Sufficient licenses available and all software uses are authorized.
+  No Authorization: Sufficient licenses available but some software uses are unauthorized.

+  Over License: Insufficient licenses and some software uses are unauthorized.

You may also click on next to each device in the Device List to view all the softwares
installed on the selected device.




514 Service Report

Service Report allows you to view the services currently running on all managed devices, and
also allows you to view the managed devices running a specific service.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

L1 Software Report > E3 Service Report ©ime updatec: 2022.02.09 11:08:11
E—

Bl v Press tho Enter key o search LRefetch & Export  Q Show Device

0 Name DipeyName L com |
B Kariso NG Key staon

O Evensysiom

O comsyshep

4

4

4
O (copsve Connected Devices Platiorm Service 4
O DiagTrack Connected User Experiences and Telemetry 4
O CoreMessagingRegistrar CoreMessaging 4
O CertPropSve. Certifcate Propagation 4
O cipsve Client Lics vice (CIpSVC) 4
O Coptsve Cryptographic Services 4
O Vaulsve Credential Manager 4
o ers Background Inteligent Transfer Service 4
O Brokerlnfrastructure Background Tasks Infas Service 4

search.

ol | State ¥ Connection Host Name Client Type S Information | ipAddress




Search for services using keywords

Entering keywords into the search bar will display all services which contain the keywords
entered, allowing you to pinpoint certain services and help you keep track of the amount of
devices these services are available on as well as view these devices.

1. Enter the keywords you wish to search for using the following methods:

+  Directly entering the keywords

Enter the keyword(s) you wish to search with into the search bar and press

<Enter>. Click on |2~ |10 toggle between searching with the AND operator or OR
operator. Searching using AND will search for items which contain all keywords
entered, whilst searching using OR will search for items which contain at least one
of the keywords entered.

ASUS Control Center

L4 Software Report > E5 Service Report

LRefetch L Expot  Q Show Device

T comecten CleniType [ Addess




m|

orting multiple keywords from a .csv fil

Click on to bring up the search condition pop-up window.

L4l Software Report > B Service Report @i upes

Service Information

Rl v Press tne Enter key o searcn 2 Refeten
fa]| Name. Display Name. |
[0 Keriso CNG Key Isolaion 4
O EventSystem COM: Event System 4
| 0 comsysapp COMs System Applcation 4
| 0 copsve Connected Devices Platiorn Senice 4
| O Diagrrack Connected User Experiences and Telemelry 4
| O CoroMessagingRegistrar CoreMassaging 4
| O cenpropsve Corticate Propagation 4
O ciesve Clent License Senice (CIpSVC) 4
O Cypisve Cryplographic Senvices 4
O Vauitsve Credential Manager 4
0 Brs Background Intligent Transfor Service 4
o Background Tasks Infrasiructure Service 4

Device List (Rianiag) (Sopped.

© s - [T

ol | State. ¥ Connection Host Name

Client Type 0S Information L

®

No Data Found

Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Search with "OR’ operator

Operator AND m Full string compare ()
Keywords BRI Keywords

Press 'Enter' to add a keyword or paste text with ' ;' (semi-colon) separator.

(< e




c. Enter the keyword(s) you wish to search with into the Keywords field
and press <Enter>.

Search with 'OR’ operator

Keywords RSV Keywords

Press ‘Enter’ to add a keyword or paste text with ' ; ' (semi-colon) separator

[+ o

Import multiple keywords using a .csv file by click on Import, selecting the .csv file
you wish to import, and then selecting the column in the .csv file you would like to

import.

Keywords SV Keywords

Press ‘Enter’ to add a keyword or paste text with ' ; ' (semi-colon) separator

[ 2 oo |

Please select the field that you want to import from the csv file.

Name '|

Cancel m




d. Click on Save once you have finished setting the search conditions.

Search with 'OR’ operator

Keywords Keywords

Press 'Enter’ to add a keyword or paste text with ' ; ' (sem-colon) separator.

If you wish to view the devices a service is available on, check the service, then click
on Show Device. The list of devices the selected service is available on should be
displayed in the Device List window.

NOTE: You can also click on [l to quickly deselect services already selected.

L Software Report > E Service Report ©ime updated: 20229209 11:37:51

Service Information

M~ e * e et & Epat Q ShowDovis

Name | Display Name Count
[=Apino ‘Application Information 4 |

Device List (Riianlig) (Siopped

[ LEERR oress the Enter key to search.

¥ Connecion Host Name

) EX Application Information (4)
O [ Stopped Q) Online ELASTICSERVER o Windows 2016 x64)
O [ Running 2 Online MEDIACENTER-2 & Windows. v 10 c64)
O [ Running ) Online MEDIACENTER-4 & Windows 2 windows 10 x64)
© B Running QOffline DT-DI40MX & Windows Y Windows 10 0x64)




3. (optional) You may filter through the devices by clicking on the tags next to the Device
List title, or filter by Installed or Not Installed by clicking on the drop down menu next
to the search bar.

L Software Report > B Service Report ©Time updsed: 21720209 150004
FE—

Qv Press the ‘Enterkey to search LRefetch & Export  Q Show Device.

Name | Display Name.
Application Information

Device List | Running) (Stopned

L LSRR press the Enter key to search.

© nstated ¥ Connecion Host Name Giient Type 05 Information
A rotinstatea
COnline ELASTICSERVER A server 2016 00)
B Roning COnline - " A Windows 10064
B Ruming D Online MEDIACENTER 4 2 Windows 10064
B Roming Q0ftline DT-DS40MX " 2 Windows 10064

4 (optional) Clicking on next to each device in the Device List will allow you to view
all services on the selected device.

Service - ELASTICSERVER

o= Dipiy Nema Siar Mode Ste Descipion
[AdobaARMservics  Adabe Actobat Updats - Auto ' Runniog Aaabmmwmm|

|AJRouter Aldoyn Router Service  Manual MSwopped  Routes Allloyn messag
LG Application Layer Gatew... Manual Wstopped  Provides support for 31
|AppHiostSve Application Host Helper B Running  Provides administrative
IAppIDSvE Application Identity WSiopped  Determines and verifies
|Appino Application Information MSiopped  Faciitates the running of
|AppMigmt Applcation Management  Manual B Running  Pro stallation,
|AppReadiness App Readiness Manual MSiopped  Gets apps ready for use
AppVClient Microsoft App-V Ciient ~ Disabled WStopped  Manages AppV users
|AppXSVC AppX Deployment Servi.. Manual MSiopped  Provides infrastructure s
aspnet_state ASPNET State Service  Manual MSiopped  Provides support for out
|AudioEndpointBuider  Windows Audio Endpoin.._ Manual WSiopped  Manages audio devices
Audiosrv Windows Audio Manual MSopped  Manages audio for Wind
|AxinstsV ActiveX Installer (Axinst . Manual MSiopped  Provides User Account

re Base Fitering Engine. ~ Auto B Running  The Base Fitering Engi

BT Background Inteligent T D Running  Transfersfles n the bac.
Brokerlnrastructure  Background Tasks Infa B Running  Windows infrastructure

Browser Computer Browser MSiopped  Maintains an updated s
bihserv Bluetooth Support Service Manual Msopped  The Bluetooth service's

copsve Connected Devices Plat... Auto » Running This service is used for

(CeriPropSve Certifcate Propagation  Manual » Running Copies user cerificates.

chromoting Chrome Remote Deskto... Manual 8 Stopped This service enables inc.
Clipsve Client License Service (... Manual 8 Stopped Provides infrastructure s




Starting, stopping or restarting a service

You can start, stop, or restart a selected service on a device by selecting the device in the
Device List and clicking on the Action drop down menu to select your action.

L Software Report > B Service Report ©rime updsed: 2072.2.09 150004

Service Information

L Refetch & Expot  Q Show Device

Name. | Display Name. Count
Aopinia Applcation Information 4

& Action €1+ | & Export.

P Address

£ Options

Host Name Clent Type

B Stowped ©0niin ELASTICSERVER  Vindows
O [ Running Qo MEDIACENTER-2 & Windows.
o ing J Online MEDIACENTER-4 & Windows (101031.84)
© [ Runnin 9 2 Offline DT-DI40MX & Windows (n225.1601)

Starting, stopping or restarting the service may take up to two minutes to be completed. Once
the process is completed, check if the count is correct, if not, you can click the Refetch button
to refetch the service information.



515 Application Usage Analysis

Application Usage Analysis allows you to view the top ten most used applications, the
execution count of each application, and other application usage information for all managed
devices.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

1 Software Report > B Application Usage Analysis

Viewing application hash values

=
Click on === next to a selected application in the Application List to view more information
about the application, such as the hash value. If there are multiple versions of an application,
the hash value for each version will be shown.

Viewing devices that have used a specified application

Select one or more application(s) in the Application List, then cIickto display
a list of all the managed devices that have used the selected application(s) and allows you to
view additional information for each device.

——

Click == next to a selected device to view more information about the device.

Refetching application usage information

Click on to request agents to immediately return updated application usage
information for all managed devices, making sure all the information displayed is up to date.



5.1.6 Application Change Log

Application Change Log allows you to view application installation information for all
managed devices.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

S Control Center

Software Report > > Application Change Log

oofopoocofoo)

Filtering by application
Click an application in the Top 10 Installed Count block to only show devices with the
specified application installed.

ASUS Control Center

L Software Report > i

pplication Change Log




Filtering by time period

Select a time period using the Start and End fields to only show records within the specified
time period.

L4 Software Report > @io Application Change Log

Microson skype for Busness W) (chines (T

Select a time period from the Period drop down menu to only show records within the
specified time period.

ASUS Control Cente

L4 Software Report > i Application Change Log

aullinnnnnn

oofonpoen




Filtering by App Type
Select All Apps, Focus, or Untrust to only show records matching the specified app type.




5.2 Hardware Report

NOTE: The information entered in this section is for reference only.

Hardware Report allows you to view a count of system models or hardware components of
all managed devices, as well as rankings for each of these categories. For example you can
view the top three storage components used in all managed devices.

To access Hardware Report, click [ I the left menu, then click on Hardware Report.

ASUS Control Center
L4 Hardware Report

Hardware Report

Hardware Inventory

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter
for more information.



5.2.1 Hardware Inventory

Hardware Inventory allows you to view the count for models, displays, processor, memory, or
storage hardware components of all managed devices or filter through managed devices or
hardware component.

Checking a component, then clicking on the Show Device button will display devices which
have the selected components in the Devices List, allowing you to quickly locate managed
devices with expensive hardware components or components which need to be replaced.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

L4 Hardware Report > ware Inventory

View Model component type and count

1 Hardware Report > B Hardware Inventory




View Display component type and count

L Hardware Report > B Hardware Inventory

T ECELE

e




View Storage component type and count

1 Hardware Report > & Hardware Inventory @t s masoson ronsr

ECECE

Refetch hardware component

Click on Refetch to request agents to return an immediate update the list of Model,
Processor, Memory, or Storage components of all managed devices depending on the
component category selected, making sure all hardware components, including newly added
hardware components are counted for.

L Hardware Report ardware Inventory




Filter by component name

You can filter the components by the selected components.

1.

3.

Check the components you want to filter by then click on .

[IER—

L Hardware Report > B Hardware Inventory

Confirm that the components displayed match the ones you checked, then click
Update.

Hardware Inventory @

The following hardware components have been selected:
Intel(R) Xeon(R) CPU E5-2630L v3 @1 80GHz

X Cancel [ Update

The component list should only display the selected components.




Search for components using keywords

Entering keywords into the search bar will display all components which contain the
keywords entered, allowing you to pinpoint certain hardware components and help you keep
track of the amount of devices these hardware components are installed on.

1. Enter the keywords you wish to search for using the following methods:

+  Directly entering the keywords

Enter the keyword(s) you wish to search with into the search bar and press

<Enter>. Click on 2 to toggle between searching with Search with ‘AND’
operator or Search with ‘OR’ operator. Search with ‘AND’ operator will search for
items which contain all keywords entered, whilst Search with ‘OR’ operator will
search for items which contain at least one of the keywords entered.

Checking the Full string compare option will only return search results of items
which have a string with an exact match to the keywords, and can be applied to
any of the above search operators selected.

L Hardware Report > B Hardware Inventory o ———




. Importing multiple keywords from a .csv file

a. Click on to bring up the search condition pop-up window.

lardware Inventory

b. Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Enabling the Full string compare option will only return search results
of items which have a string with an exact match to the keywords, and
can be applied to any of the above search operators selected.

Search with "OR’ operator (ZKejWwords

|0perator AND m| Full String Compare ( , |
Keywords Keywords

Press 'Enter’ to add a keyword or paste text with * ; ' (semi-colon) separator.

2 mo | Ea =




Enter the keyword(s) you wish to search with into the Keywords field
and press <Enter>. You may also Import multiple keywords using a
.csv file by clicking on Import, selecting the .csv file you wish to import,
and then selecting the field in the .csv file you would like to import.

Search with 'OR’ operator (ZKeywords

Operator AND Full String Compare C:)
o IR |

Press 'Enter to add a keyword or paste text with * ;* (semi-colon) separator.

Keywords Xeon

==

Please select the field that you want to import from the csv file.

| Name V|

Cancel m

Click on Save once you have finished setting the search conditions.

Search with 'OR’ operator (ZKeywords

Operator AND Full String Compare CD

Press 'Enter to add a keyword or paste text with ;" (semi-colon) separator.

am




2. If you wish to view the devices a hardware component is installed on, check the
application, then click on Show Device. The list of devices the selected application is
installed on should be displayed in the Device List window

L4 Hardware Report ardware Inventory

‘B

3. (optional) Clicking on next to each device in the Device List will allow you to view
the Device Information.

# System Overview > 0 Device Information

CIONUNE. EIMESSAGE (QLOCATOR ® 00

ELASTICSERVER

S Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
BIOS Version 3407

Agent Version 12141

Model Name RS720.E8RS24E

1P Address 10.10.75.125

Timezone (UTC+08:00) Taipei

Up Time 21 day(s) 3 hour(s) 31 minute(s)

% The cevice nsecs o be restared fo complte e SIS update

v Hardware Sensor ﬁ Utilization & Inventory

& emc Software




5.2.2 Hardware Inventory Change Log
This page allows you to view the hardware inventory change log.

NOTE: Before using this function, ensure that hardware inventory change notifications and SMTP settings
are properly configured. For more information, refer to the Hardware Asset section of the Notification

chapter and the SMTP Settings section of the Options chapter.

35 Hardware Inventory Change Log

u Hardware Report

v i Sent Dot Summary [ veo
40705 1458 Orm3mo-0 Cortine

1.

2.

Logon User: P13R\Administrator
© 1P Address: 10103068

Type Previous specification Current speciication
1 | Processor @ _Intel®) Xeon(R)  €-2478 @ 2800Mrz ® AMD 100-000001535-05 @ 2500MHz
oo o Somsun B ® Samsung, CPU1_DIMM_A2: 1668
2 | Memoy Somsung DIMM.AY: 1668 ®_Samsung; CPU1_DIMM_G2 1668
© NVMe SAMSUNG MZVL2TOHCLR-00800 (New)
N O SN:0025 3884 1101 6FF9
redors O Size:95386 GB
O pariions:(C:)




53 Task Report

NOTE: The information entered in this section is for reference only.

Task Report provides you with information on Software Dispatch, BIOS Flash, Agent Update,
and Agent Deploy. These reports allow you to view when applications, BIOS, or agents

were deployed, where they were deployed and their process statuses, helping you track all
application, BIOS, and agent activity.

To access Task Report, click . > Task Report in the left menu.

144 Task Report

Tosk Report

Using the search bar and search options
Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter for
more information.



5.3.1 Software Dispatch Report

The Software Dispatch Report gives you an overview of all activities of application
deployment. On the Software Dispatch report screen you can view information such as the
date an application was dispatched, the last time its status was updated, the completion rate,
how many clients the application was dispatched to, and also the status of the dispatch. You
can refer to the Software Dispatch Task Report section for more details.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

L Task Report > L Software Dispatch

kR i

(e~




5.3.2 BIOS Flash Report

The BIOS Flash Report will display a history of BIOS flashes performed using ASUS Control
Center. Each item will display the information on the BIOS, the device flashed, and status of
the BIOS flash. You can refer to the BIOS Flash Task Report section for more details.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

Ll Task Report » Lt BIOS Flash

O] Creates Updatea Model Verson | GlentCount__| GompletonRate | Success | Ermor Processing | Mssed




533 Agent Update Report

The Agent Update Report displays information on each upgrade to the deployed Windows
and Linux agents. Each item showed on the Agent Update Report represents a single batch of
agent updates. You can refer to the Agent Update Report section for more details.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

L4 Task Report > L4l Agent Update

QAcionv & Export

veson_|_cienicont__L_Campeion Rae

2021-12-01 1651

O} 20210520 18:25 2021-05-20 18:27 1422 o1 [ % 2 9 °1 0




5.3.4 Agent Deploy Report

The Agent Deploy Report will display information on each time agent(s) are deployed onto
managed devices. The list of agent deployment results are grouped be each batch of agent
deployments. You can refer to the Agent Deploy Report section for more details.

NOTE: To export the information of a block click the Export button in that block, enter a filename, then click
OK.

ASUS Control Center
Lu Task Report » Lt Agent Deploy

Press the Enter”key to search

o Created Updated Client Count. Completion Rate Success Eror Processing




Chapter 6

This chapter describes notification rules
and asset report options.
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6.1 Conditional Trigger

Conditional Trigger allows you to set notifications for software changes, or hardware changes
on managed devices. Notifications are sent when software not on the Trust or Focus list have
been installed on managed devices, or if hardware such as CPUs or DIMMs that are removed
or do not comply to company specifications are installed onto managed devices. This
function will keep you alerted of potential risks to managed devices.

To access Conditional Trigger, click . in the left menu, then click on Conditional Trigger.

A Conditional Trigger

Trust Software Asset Focus Software Asset Hardware Asset

Hardware & Utilization

Using the search bar and search options

Refer to the Search Options and Search and Filter Devices sections of the Monitor chapter
for more information.



6.11 Trust Software Asset
This function allows you to send notifications when the following events occur:

. Applications not in the Trust Software Asset are installed on managed devices

These notifications will be sent immediately to the owner of the managed device and their
superior. Below is an example of a notification sent when an application not in the Trust
Software Asset is installed on the managed device.

Trust Software Asset nsox &

ﬁ ASUS Control Center <asusserverssagomal com 904 (1 minutes o) Fr

Dear Colleagues,

1.You have recently installed or updated software on your OA computer.Please ensure that any software that you may have installed or updated on your OA computer was
legally authorized.If the software installed or updated is unauthorized or does not have the correct license, please remove the offending soft ware immediately. If you need
the software installed on your OA computer for work purpese, please purchase the soft ware and ensure the software was acquired legally with the applicable license.
2.MI1 will regularly provide software installation reports to all Department Directors for guidance on soft ware use and puchasing.

3.1 your OA computer is identified as having an unauthorized software installed or being used, MIS will inform your applicable Manager and HR Department for
disciplinary action.

Should you have any questions, please contact IT Service Desk immediately.

+ Host Name : ELASTICSERVER
+ Logon User : ASUS\Alan
+ IP Address : 10.10.75.125

Software Name || Version || Publisher |[Install Date]

54

To enable Trust Software Asset :

1. Click on the button to configure and enable Software Asset Changes notifications.

A Conditional Trigger > & Trust Software Asset

fere y eceiver, mail tille, and the content you would ike to use for you sset Change notification

Select Email), other user defined metadata fields or input an email address

admin



Select softwares from the software list to be applied as a Trust Software Asset.
Notifications will be sent when new software is installed on managed devices which do
not appear on the Trust Software Asset.

NOTE: For more information on Software List, please refer to the Software List section of this
manual.

Select the Compare feature fields Software Name and Publisher, as these two
compare feature fields are required. Version and Installed Date are optional.
Enter the recipients of the notification email.

Click on Save after composing the title and content of the notification email.

NOTE: Ensure SMTP settings have been set and that a test email can be successfully sent to
ensure notifications can be properly sent and received. For more information on SMTP settings and
sending a test email, please refer to the SMTP Settings section.

A Conditional Trigger > &% Trust Software Asset

f Software A

Here you can enable the trust software , receiver, mail tide, and the content y

d metadata fields or input an email

tthe software st you want to use, and then select the recsivers information using !

[Grc_Ton v J@vsons Jmone: [ copton[Earcoporon [ rs0s o] @remercop ]
CITS CIr CITTe CR I CIm CEmmrs
B Microsoft Detault App {8 Drivers - HP Inc. B Epson Utilty - Publisher r

Instatled Date

Trust Software

- T T T

Dear Colleagues,

1 You have recently nstalled or updated software on your OA computer. Please ensure that any software that you have instalied of updated on your OA
‘computer was legally authorized.
ipdated Jicense, please femove the software immediatel. I ou need the software installed
on your OA computer for work purpose, please apply fo duly authorization or apply 1o request for purchase of the software

2. IS wil periodicaly provide software nstalation reports 1o all Department Directors for guidance on software use and purchasing
3.1 your OA computer s identiied as having unauthorized software installed or-used, according to Work Rules *AD1-047° MIS il inform HR Department for
discipinary action




6.1.2 Focus Software Asset
This function allows you to send notifications when the following events occur:

. Applications in the Focus Software Asset are installed on non-authorized managed
devices

These notifications will be sent immediately to the owner of the managed device and
their superior. Below is an example of a notification sent when an application in the Focus
Software Asset is installed on a non-authorized managed device.

Focus Software Asset Inboxx s 2

o ASUS Control Center <ssusserverssd@gmal o 1904 (1mintes ag0)  Yr

Dear Colleagues,

1.You have recently installed or updated software on your OA computer.Please ensure that any software that you may have installed or updated on your OA computer was
legally authorized.If the software installed or updated is unauthorized or does not have the correct license, please remove the offending software immediately. If you need
the software installed on your OA computer for work purpcse, please purchase the software and ensure the software was acquired legally with the applicable license.
2.MIs will regularly provide software installation reports to all Department Directors for guidance on soft ware use and purchasing.

3.1f your OA computer is identified as having an unauthorized software installed or being used, MIS will inform your applicable Manager and HR Department for
disciplinary action.

Should you have any questions, please contact IT Service Desk immediately.

+ Host Name : ELASTICSERVER
+ Logon User : ASUS\Alan
+ IP Address : 10.10.75.125

[ software ame Verson Pubisher [ msai Date|_riostName | Logon User | WorkiD_Pnone]Department]|
== r0C (1501020095 ey porsos6 B [ [isaooso e Jsw |

To enable Focus Software Asset :

1. Click on the button to configure and enable Software Asset Changes notifications.

A Conditional Trigger > &% Focus Software Asset

le the focus software . receiver, mailtitle, and t ent you would like to use for your Software Asset Change notification

you wantto use, and then select the receiver's information using the metadata fieds (AD Emeail, other user defined metadata ields or input an email address



6-6

Select softwares from the software list to be applied as a Focus Software Asset.
Notifications will be sent when new software is installed on managed devices which do
not appear on the Focus Software Asset.

NOTE: For more information on Software List, please refer to the Software List section of this
manual.

Select the Compare feature fields Software Name and Publisher, as these two
compare feature fields are required. Version and Installed Date are optional.
Enter the recipients of the notification email.

Click on Save after composing the title and content of the notification email.

NOTE: Ensure SMTP settings have been set and that a test email can be successfully sent to
ensure notifications can be properly sent and received. For more information on SMTP settings and
sending a test email, please refer to the SMTP Settings section.

A Conditional Trigger > &% Focus Software Asset

O O e (e (e (2 O (s O




613 Hardware Asset
This function allows you to send notifications when the following events occur:

. Components which do not comply to company specifications are installed on managed
devices

. Specified components are removed from managed devices

These notifications will list the hardware changes and be sent immediately to the owner of
managed device and their superior. Below is an example of a notification sent when a DIMM
is removed from a managed device.

Hardware Asset Report insox x

B asusserverssd@gmail.com
Dear Colleagues,

1. You have recently removed of replaced component on your OA computer.
2. Remove the default companent on OA computer is not allowed
3. Ifthe component which you replaced is unauthorized, pleasa ramov the companant immadiately

4. MIS wil periodically provide Hardware Assst Reports to all Department Directors for guidance.

If you have any questions, please contact IT Service Desk immediately.
+ Host Nams : WORKSTATION
+ Logon User : DESKTOP-NCO94HT\Administrator
+ IP Address - 10.10.75.213

[[ivpe | Previous specification Current specification

‘

. ADIMM? -8 G5
+ ChannelB-DIMM2 -8 GB|

1 [Memory

To enable Hardware Asset :

1. Click on the button to configure and enable Hardware Asset change notifications.

ASUS Control Center

A Asset Changes > ¥ Hardware Asset Change




Select which hardware component types (Processor, Memory, Fixed Disk, Removable
Disk) you wish to receive notifications for.

Enter the recipients of the notification email.
Click on Save after composing the title and content of the notification email.
NOTE: Ensure SMTP settings have been set and that a test email can be successfully sent to

ensure notifications can be properly sent and received. For more information on SMTP settings and
sending a test email, please refer to the SMTP Settings section.

A Asset Changes > ¥ Hardware Asset Change

nardware asset changes. Please select the type of hardware to focus on from the metadata fields (ex: AD Email), then customized

input

Hardware Focus Type B Select rom the lst of hardware types

cc B s
scc  ([EEERRTENNPRSS et from the metadata fields o input an emai
Subject  Hardw Change

‘Doar Coleagues,

1 emoved or our OA computer.

2 Remove the defaut component on the OA computer is not allowed.
3 placed is unauthorized,

4. vl p Reports o a guidance.

"




614 Hardware & Utilization

Hardware & Utilization allows you to add or delete rules on notifications. When a managed
device's hardware sensor or utilization status changes to one that you have set a notification
for, a notification will be sent to the system administrator. Below is an example of a
notification sent when the CPU status of a managed device changes from Normal to
LowcCritical.

ASUS Control Center Notify from [ DT-D940MX ] so

asusserverssd@gmail.com
0 3amint, me ~
Basic Information
+ Log Time : 20201022 15:07:16
« Host Name : DIT-DS40MX
+ TP Address : 10.10.74,13;169.254233.111;
+ Model Info : ASUSPROART DO4OMX ; DOAOM ;

cPU Core 0 LowGritica
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Adding a new rule

A Rule Management
Rul Name Eventlog | SNMP Tiap Communiy. | SNMP Tiap P Adress st | AdminiaionEmail it Acive e
ostName = osype e Noma | Waming | _crica
e Noma | waming | _cnica

2. Enterarule name, then select the devices to apply the rule to. Click Next.

Step 1: Assign the rule name and select the hosts.

Rule Name S.M.AR.T. abnormal |

Host List

Press 'Enter key fo search

=) | connection Host Name Client Type 0OS Information
0O ! Jonline SAUL-PN80-W11 & Windows A Windows 11 (x64)

0O  CJonline DESKTOP-061AN7H = Windows | M Windows 11 (x64)

O Conline Z11PA-D8C-W11 = Windows A Windows 11 (x64)

O | Jonline SL-B7402FBA-01 = Windows A Windows 11 (x64)

O Jonline DESKTOP-D458HV0 = Windows ,’.’," Windows 10 (x64)

B Clonine D700TA-SAC == Windows |/ Windows 11 (x64)

O CJonline asus-RS300-E10-RS4 A Linux "3 Ubuntu 22.04 (x64)
O CDonline W880-W11 & Windows Ml Windows 11 (x64)

O CDonline ACC-RAID o Windows @l Server 2022 (x64)

O CJoffline SAUL-PN80-W11 =4 Windows ﬁ' Windows 11 [x64)

=R . .

> Next




Select conditions (type and status of hardware sensors or utilization) to send
notifications, then click Next.

NOTE:

. The checkbox checked when selecting the hardware sensor or utilization type and status will
send notifications when the status shifts from the other two statuses to the status checked.
For example, checking Normal will send notifications when the status changes from
Warning or Critical to Normal.

. To set the status thresholds for the Utilization Type, please refer to the Utilization section.

Add Rule

Step 2: Select the hardware sensor or utilization type and status.

Fan m} [m] [m]
Temperature O O O
Voltage ] 2] O
SMART
Power Supply @] O (m]

CcPU ] O O
DIMM a L] O
Partition a O O
Network L] L] O

ez e

L1




4.

Select the notification method between the following options (multiple notification
methods may be selected):

Event Log
The notification will be displayed on the device's event log and system overview.

Add Rule

Step 3: Select at least one notification method.

Event Log

SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Email Device administrator's email address

admin@asus.com

EX: admin1 @asus.com;admin2 @asus.com;

Tip: Press <Enter> to add another email address separated by a semi-
colon.




SNMP Trap

The notification is recorded in the SNMP Trap Receiver, ensure to enter the

corresponding information into the Community and Receiver's IP address fields.

Add Rule

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Email Device administrator's email address

admin@asus.com

EX: admin1 @asus com;admin2 @asus.com,

Tip: Press <Enter> to add another email address separated by a semi-
colon

€ Previous B Save
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Email

The notification is sent to the entered email addresses of the IT department as
well as all people associated with the device.

NOTE:

. Ensure to set up the SMTP server settings before using the email function. For more
information please refer to the SMTP Settings section.

. When entering multiple emails, use a semicolon ‘; ’ to separate the emails.

Add Rule

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
AsSUS

Receiver's IP address

192.168.0. EX:192.168.0.1

Email Device administrator's email address

admin @asus com

EX: admin1 @asus com;adminZ @asus com,

Tip: Press <Enter> to add another email address separated by a semi-

colon.

€ Previous B save




5. Click on Save after finished selecting your notification method(s).

Add Rule

EventLog

SNMP Trap

Email

Step 3: Select at least one notification method.

Community

ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Device administrator's email address

admin@asus com

EX: admin1 @asus com;admin2 @asus_com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

€ Previous B Save



Your newly added rule should appear in the main Hardware & Utilization screen, under
Rule List, this displays the rule name and details of your selected notification method.
Clicking on the newly added rule will display the devices associated with the rule in
the Notify List, and the list of hardware and utilizations being monitored in the Monitor
Hardware Sensor List and Monitor Utilization List.

NOTE: Ensure SMTP settings have been set and that a test email can be successfully sent to
ensure notifications can be properly sent and received. For more information on SMTP settings and
sending a test email, please refer to the SMTP Settings section.

A Conditional Trigger > & Hardware & Utilization




Editing an existing rule

1. Click on =l next to the rule you wish to edit.

A Conditional Trigger > & Hardware & Utilization

2. You can edit the rule name and select the hosts to apply the rule to. Click Next.

Step 1: Assign the rule name and select the hosts.

Rule Name

Notification_2

Host List

Press 'Enter' key to search.

= Host Name Client Type 0OS Information IP Address
ELASTICSERVER = Windows " Server 2016 (x64) (10.10.31.88)
O gpuforai-ESC4000-G4 A Linux ﬂff Ubuntu 18.04 (x64) (10.10.30.122))
LAPTOP-OHMOANTS = Windows /A" Windows 10 (x64) (192.168.1.235 )
/AA0S00987-NB2 = Windows | AY Windows 10 (x64) =
VCE6-WIN10 5= Windows | AY Windows 10 (x64) (10.10.30.142)
0O z11PA-DBC = Windows 2 Windows 10 (x64) (10.10.30.113 )
O DT-DZ40MX = Windows A% Windows 10 (x64) (192168.120.1)...
0O testo1 A Linux 2T SLES15 SP2 (x64) .
O LAPTOP-TUOJTSNL = Windows MY Windows 11 (x64)

O RedHal-RS100-E9-PI2 A Linux Red Hat 8.0 (x64)

=]
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Select conditions (type and status of hardware sensors or utilization) to send
notifications, then click Next.

NOTE:

. The checkbox checked when selecting the hardware sensor or utilization type and status will
send notifications when the status shifts from the other two statuses to the status checked.
For example, checking Normal will send notifications when the status changes from
Warning or Critical to Normal.

. To set the status thresholds for the Utilization Type, please refer to the Utilization section.

Step 2: Select the hardware sensor or utilization type and status.

Fan [m]
Temperature ] ] O
Voltage O
SMART
Power Supply O (] (]
|vtizatonType - CINomal  DOWaming Criical |
CPU O [} [}
DIMM O ] 0
Partition O O (]
Network ] ] 0]

L




4. Select the notification method (multiple notification methods may be selected).

NOTE: For more details on the notification methods, please refer to the Adding a new rule section

ES e

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
AsUS

Receiver's IP address

192.168.0.01 EX: 192.168.0.1

Email Device administrator's email address

admin @asus.com

EX: admin1@asus.com;admin2 @asus.com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

5. Click on Update once you have finished editing the rule.



Deleting a notification rule

1. Click on &= next to the rule you wish to delete.

A Conditional Trigger > & Hardware & Utilization

©0000f

o
°
°
°

2. Click Next, then Next again until you reach the following window, then click Delete.

x

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.01 EX: 192.168.0.1

Email Device administrator's email address

admin @asus com

EX: admin1 @asus com;admin2 @asus com;

ress <Enter> to add another email add:

[




3. Click Delete on the pop up window to delete the rule.

Delete Rule

Are you sure you would like to delete this rule?

® Cancel B Delete
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6.2 Subscription

NOTE: The information entered in this section is for reference only.

Subscription allows you to set a periodic report on the hardware or software of managed
devices. The reports are then sent to the department'’s director, allowing them to easily
manage the department’s software and hardware.

To access Subscription, click [+ the left menu, then click on Subscription.

A Subscription

Subscription Report



6.2.1 Subscription Report

Subscription Report allows you to manage your Software Reports such as which list set

to apply (Trust Software or Focus Software), the receiver of the report, which devices to
create reports on and when to receive the reports. This gives you the flexibility to tailor each
subscription report according to your needs and focus on the device and applications you

want to focus on.

NOTE: The report mail sender information can be set at the SMTP settings section, please refer to SMTP

Setting section in this manual.

. Below is an example of a monthly Trust Software Asset report on the softwares of a

department’s managed devices.

Software Report by Trust List insexx

) 5 onvraner csgmalcams [ —
f—
Sotvare Name Version || Pubiisher | [insai Gat]| _Hostame Togon User | Worki_|[Phone][pepariment
[ [Feaiosavas o Esi [1AMiSotware |2019-05-10 [ELASTICSERVER |[ELASTICSERVERAin _|[AA1600050 29631 s
2 Conerant 0 Ao [Eooe55  [cowaam 7019051 [ELASTICSERVER [EuASTICSERVERwan |waiooooso [assat v |
B 000 01905 12 [ELASTICSERVER [EL [AAT600050 29631 oW
[+ [Wicosot VG-~ reasuiouiabes epacked [12000 el Coporaion_|2016:5-12 [ELASTIGSERVER [ELASTICSERVER Aan | AA500080 2563t oW
[ [Voban Run e Lorares 10851 10551 Juunare, e |201505-13 [ELASTIGSERVER [ELASTIGSERVERWan [aasooest Jpsest Jsw |
5 [Netseans ibE 52 sz [NetBeans org [2079-05-14 [ELASTICSERVER |[ELASTICSERVER A _|[AA1600050 29631 st
[7_[W/SOL Workoench 63 G pa10 I [ECASTICSERVER e e
& [FuTTY ease 071 ot [07100 [monTaman 7019055 [FLASTICSERVER |ELASTICSERVERWan _|mA160050 29631 [
[ [Fvon 6 4 pb Bowsiap G250 3641500 [Fytnon Foundaton]2076.051 [ELASTICSERVER [ELASTICSERVERAan _[Aaoosso [psest Jsw |
O T [eos  [powost | [KabemetosWastorcnares [Aisoasss [psres Jsw |
[ ebiitce pagprocess gz a7 [Cartos rosos1e [Aat500053 [za768 [
[2]oangieven [0 porooste [Aat500053 29768 s
[ Paciagersstamr ion s lComos—[a016:0519 [kubemetstizser KupemetesiiasieCrares |Aaioo00s3 [297es s |
[ pynon-secorator Fo [Conos 0159520 [Kubemetstiaser [Kbemetesiasieicraris [Aao000s3 [o57es [sW |
15 gnome shetrextenson-common p22z [centos (/20750520 [ubemetesiiaser | Kubemetestisseriharis 1600083 78 5w

RN

©z
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. Below is an example of a monthly Focus Software Asset report on the software

applications of a department’s managed devices.

Software Report by Focus List s

Q) s conercaner

Dear Directs,

[T sofwarehame | Version || Pubisher st Dats]| HostName | Logon User | Worki |[Phoneoepariment
|Faobe Acovateder b3 01020058[paioesytomotn_[zors 516 ELASTIoSERvER JELASTcseRveRwan|pataooos [eat s |
el [ 284 | |[EcasTicseRvER]| I 50 [[29631 JsW. ]

To create a Subscription Report:

45 (3 minutes ago

1. Click on Add on the Subscription Report main screen to create a new report
subscription.

Ll Software Report > N\ Subscription Report

Subscription Report List

Press the Enter”key to search

Report Name Desciption | LastRunTme Next Run Time. Update Time

| stws [ swien




Enter the Report name as well as a brief description of the report into their respective
fields. Then select which list to apply to the report, Trust Software or Focus Software,
and select the specific list(s) you wish to apply.

NOTE:

. Selecting the Trust Software option will exclude applications on the trust list when a report
is generated. For more information please refer to the Trust Software Asset section of this
chapter.

. Selecting the Focus Software option will only include applications on the focus list when a
report is generated. For more information please refer to the Focus Software Asset section
of this chapter.

ASUS Control Center
Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

[— Sotware Repat o Tt Lt
pescrption how at appicatonutnor known appicaton o st st
. ® rosy Tostist O Aoy Focus st
e @ Eral Fevor

E==E)

Step 1: Set up the mail template

Mail Recelver x

Mail Ttle Software Report

Check Enable Report to enable this report.

ASUS Control Center

Ll Software Report > N\ Subscription Report > Subscription Report Information

Subscription Report Information

Report Name s Software

Description tion from focus lst and ignore the other application

Apply Listas

x B Seioct from software focus st

[ P ]

= Mai Template:

Step 1: Set up the mail template

Mail Receiver rinput an emal addre

Mail Title



Select a metadata tag or enter an email address into the Mail Receiver field, then enter
your mail title and mail content.

NOTE: The metadata tag allows you to use customized groups as your mail recipients. For more
details on metadata, please refer to the Metadata Management section in this manual.

Select Only Mail Content to only include the mail content entered when the report is
sent. Select Mail Content with Details to also include a software list in the mail content
when the report is sent.

ASUS Control Center

Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

Report Name Software Report by Focus Software

Description application from focus lst and ignore the other application

Apply Listas O
x B Select rom software focus lst

Enable @ Enable Report

5 Mail Template
Step 1: Set up the mail template

Mail Receiver

Mail Tite

o I ——

Doar Dreciors

Your deparements softw beion,

Mail Content

| o et cone |

In the Rule Settings step, you have to filter out the managed devices you wish to
generate this report on. You can either select Custom rules or Grouping by selected
metadata field.

NOTE:
. Selecting the Custom rules option will allow you to select the rules to filter by.
. Selecting the Grouping by selected metadata option will filter by the metadata tag selected.

To use the Grouping by selected metadata option ensure you have added a metadata tag as
the Mail Receiver in step 4.



7.

If you selected the Custom rules option, Click on Add Rule.

NOTE: Follow this step only if you selected the Custom rules option.

A Subscription > N\ Subscription Report > Subscription Report Information

Time updated
Subscription Report Information

Report Name Softwara Report by Focus Software
Description ‘Show specifc application from "Focus Software” and ignore the other application
Apply Listas

® Focus st

a2 8 select from software list
Enable Enable Report

5 Mail Template ) %% Rule Settings

Step 2: Set the selected device's rules

© Custom ules @ Grouping by selected metadata field  + Add Rule

Field Name Operator

Keywords.

Enter the information required on the Rule Editor pop-up window. Once you have
finished editing the rule on which to filter devices, click on Save.

NOTE: Follow this step only if you selected the Custom rules option.

Rule Editor

Field Name »

Department

Operator Contains

Keyword SW X Pressthe

ekl




9. Your new rule will appear in the window below. Click on Preview Selected Device to
view the device(s) results of your newly added rule.

A Subscription > N\ Subscription Report » Subscription Report Information et s

iption Report Infon

Report Name ‘Software Report by Focus Software
Description ‘Show specifc application from “Focus Software" and ignore the other application
Apply Listas Trust Software

Select from software list

Enable

= Mail Tmplate ) %3 Rule Settings.
Step 2: Set the selected device's rules
O Custom s @ Grouping by slected meladata feld + Add e

Field Name Operator Keywords
Contains D)

Devices @

ntormation 1P Address utization

Tor07s,
Tor075 124
TR

10. Repeat steps 6 to 8 to add another rule.



11.  (optional) You may also edit or delete a rule by clicking on the rule, then repeat steps 4
to edit the rule, or click on Delete to delete the rule.

Field Name W Department 4

Operator

Keyword  SW x

12.  Click on Next once you are finished.

ASUS Control Center

Ll Software Report > N\ Subscription Report > Subscription Report Information

Report Name Software R

o plcation from focus list and ignore the other application

Apply List st ® Apply Focus List

x B Seiect from software focus st

Enable @ Enable Report

Field Name Operator Keywords
® Dopartment Contains (W



Select a Send Date from the drop down menu to specify when the report will be sent.
The Send Date options are as below:

Every Day: Send a report every day.

Every Week: Send a report every week on a selected weekday.

First day of the month: Send a report on the first day of every month.
Nth day of the month: Send a report on the selected day of each month.

Last day of the month: Send a report on the last day of each month.

ASUS Control Center

Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

Report Name Software Report by Focus List
Description Show speciic appiication from focus st and ignore the ofher application
Apply List Apply Trust List  (®) Apply Focus List
x B Select from software focus fst
Enable @ Enable Report

[T g ——

£ \th day of the month -

Send Date
10 v

oos | R ~

- 1 +  Montns

Data Period

Entire month
® Depend on send date

Next Run Time

‘The report will be mailed on: 2019/06/10 00:00
Containing data from the following period:
2019/05/10 ~ 2019/06/09

g - oo o]



14.

In the date period field, select the period of time the report will be generated on.

The report will be generated on the information prior to the day the report is mailed,
including the day it will be mailed.

The different Date Period options are as below:

+ Days:

Months:

The report generated will be based on information from your selected
number of days before the day the report is mailed.

The report generated will be based on information from your selected
number of months before the day the report is mailed. Additional
options are available if you selected Months.

- Entire Month: This will generate information starting on the
Send Date’s previous month, with each month

calculated from start of the month till the last
day of the month.

- Depend on send date: This will generate information starting
on the Send Date, with each month
calculated as the previous day of the
send date till the day of the send date.

Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

Report Name
Description

Apply List

Send Date

and ignore the other application

@ Enable Report

£ day ofthe month

Data period

Next Run Time

The report will be mailed on: 2019/06/10 0000
Containing data from the following period
2019/05/10 ~ 2019/06/09



You can view information on when you will receive the next report, and the time period
the report is based on in the window below. Once you finished editing the Run Time,
you may click on Send Now to immediately receive a report, then click on Save to save
your settings.

IMPORTANT: Ensure SMTP settings have been set and that a test email can be successfully sent to
ensure notifications can be properly sent and received. For more information on SMTP settings and
sending a test email, please refer to the SMTP Settings section.

Ll Software Report > N\ Subscription Report > Subscription Report Information

Subscription Report Information

Report Name Software Report by Focus List
Description ‘Show specifc application from focus list and ignore the other application
Apply List Aopy Trust st (8) Appy Focus Lis
% B Sclect rom software focus fst
Enable @ Enae Report

5 il Terplate ) & Rule Seftings ) © Run Time

Step 3: Set the Run Time

£ \th day of the month =
10

® Depend on send date

Next Run Time
The report will be mailed on: 2019/06/10 00-00
Containing data from the following period:
2019/05/10 ~ 2019/06/09

e (O

+  Report as a result of applying Trust Software Asset. (Does not show white listed
applications)

Software Report by Trust List s & C

o ASUS Control Center

com> 628 (2 minutes

Dear Drects,

Your department.

Sottware Name Version Pubiisher | instalDate | _Host Name Logon User Work D [Phons [Deparimen]
1 [HeavyLoaa 351 (64bit) 51 [JAMSoftware_|[2019-05-10 [ELASTICSERVER [ELASTICSERVER\Aan _|[AA1600050 |[29631 [SW-
2 [conean D Auo Eoosss: Joomean 201505 11 [ELASTICSERVER [ELASTICSERVERan _|[AA1600080 [p5631 W
g 500 0190512 [ELASTICSERVER [ELASTICSERVERWan _|[AAt600080 [poeat [ow
o pcoson ced 12000 01905 12 [ELASTICSERVER [ELASTICSERVERWan _|/AAt600050 [p9631 [sw
[5_|[Vokan Ron Time Lorares 1065110681 [, inc__[2019-05-13 [ELASTICSERVER [ELASTICSERVER Wan _|[AAT600050 29631 s
6 [Neeans £ 32 B2 [NeBsansorg _[2015:05-14 [ELASTICSERVER |ELASTICSERVERan _|[AAT600050 29631 JoW |
7 JySaL Worbencn63 G a0 [Oracs Coporation]2075-05-15 [ELASTICSERVER |ELASTICSERVERan || AA1600050 |[29631 S

+ Report as a result of applying Focus Software Asset. (Only shows applications on
the focus list)

Software Report by Focus List i ez
Q AASUS Control Center <asusss @gmail.com> 1745 (3minutes ago)  Y¥
DearDiects
vour —
\ I N T T T N G |

5 [i5o0209% foisos s e ateoonso [zses [on
ryimmomm o5 T s 51 s et o et o




16.  Your new report subscription should appear in the Subscription Report List on the main
screen of Subscription Report.

A Subscription > N\ Subscription Report
Subscription Report List

Press the ‘Enter key 1o search.

] Reprtane prm— ——— NextRun Tne Upste Time Fre————
O subscribe sub 2020/11/01 00:00 2021/01/01 00:00 2020/12/08 16:19 Stopped >
o mvmion | sotons0 | mzvewisteis | s |1
o 2020/11/01 00:00 2020/12/01 00:00 2020/07/06 19:02 Running L
o 2021/02/01 00:00 2021/03/01 00:00 2020007110 13:52 Running ]
o 2021/02/01 00:00 2021/03/01 00:00 2020/07/15 11:09 Running "
O Test-SoftwareList 2021/02/01 00:00 2021/03/01 00:00 2020/07/10 18:23 Running "
o2 R R P G B S




To edit or delete a subscription repor

1.

2.

Click on the subscription report you wish to edit.

A Subscription > N\ Subscription Report

Subscription Report List

Press the Enter’key to search.

Regor Name

& Action v

+Add

) L Descrion |__lesRwTme Nex Bup Time Uodgle Te ol it
[© " suvscrive sub 2020/11/01 00:00 202110101 00:00 2020/12108 16:19 Stopped >
O ChariesTest-Chome8ACC 20210701 00:00 202110801 0000 2021101719 1949 Running n
O CnariesTest-72ip ess 202011101 00:00 2020112101 0000 202007106 19:02 Running "
O Test-ChiomesACCAIntel Focus 20210201 00:00 202110301 0000 202007110 1352 Running n
O Test-Sofvarelist KinkiTest SoftwareList1(No License) 202102101 00:00 202110301 0000 202007115 11:09 Running "
O Test-Sofwarelist KinkiTest SoftwareL st 2(License, Hosin 202102001 00:00 202110301 0000 202007710 1823 Runring "
O Test Somwarelist KinkiTest-SoftwareList3(License, 8 202110301 00:00 202110401 0000 20201223 1058 Running n
O Test Sofwarelist KinkiTest-SoftwareLst-4(No License, Ho__|  2021/02/01 00:00 202110301 0000 202007110 1822 Running "
o = 202110601 00:00 2021107101 0000 20200714 18.07 Running "

Repeat steps 2 to 14 of the To create a Subscription Report section to edit a

subscription report, or click on Delete to delete the subscription report.

Are you sure you want to delete this subscription report?
Subscription Report Name: Software Report by Focus List




Switching the status of a subscription reports:

1.

Click on the subscription reports you wish to switch the subscription status of.

A Subscription > N\ Subscription Report

Subscription Report List

e ‘Enter key to search.

Eeport Name. Descripiion LastRun Time Next Run Time Ugdate Time s | swin |
O's £ 202011101 00:00 2021101101 00:00 2020112008 16:19 ‘Stopped >
o 2021107101 00:00 202110801 00:00 20201119 19:49 Running u
o 2020111101 00:00 2020112001 00:00 202007106 19.02 Running "
O Test-Chrome&ACCaintel Focus 2021102101 00:00 202110301 00:00 2020007110 1352 Running "
O Test-Softwarelist 2021102101 00:00 20210301 00.00 202000715 11:09 Running "
O Test-SoftwareList 2021102001 00:00 202110301 00:00 202007110 1823 Running "
O Test-SoftvareList 202110301 00:00 202110401 00:00 2020112723 1058 Running "
O Test-Softwarelist KinldTest SoftwareL: 2021102101 00:00 202110301 00:00 2020007110 1822 Running "
O Test-SoftwareList displaynametest ~ KinkiTest-SoftwareList-5(Softwarekepper. 2021106101 00.00 202107101 00:00 2020007114 1807 Running "

Click on Action, then select if you want to pause or run the report.

ASUS Control Center

Ll Software Report > N Subscription Report

Subscription Report List

SAcn @ 1v | A

Press the Enter key Switch Status

[ RunRep

- Report Name Desciption Lest Run Time Next Run Time Update
| Software Report by Trust Lt Show allapplication butignore known a 2019106110 0000 201905
O Sofare Roport by Focus Ls St specii appication fom facka et 201900610 00:00 201905721 1742 Ruming "

Pause Report







Chapter?7

This chapter describes how to add and edit
accounts and roles for different users.
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71 Role Privilege Management

Role Privilege will allow you to create roles with different permissions which gives you
control over the functions and information accessible to each role created.

A Viewer role privilege is available by default, which only allows accounts assigned with this
role privilege to view all the functions, but cannot edit customized roles.

There is no Administrator role in the Role List by default, but you can create one by enabling
all permissions when creating a new role, this will allow accounts assigned with this role to
add, edit, or delete when using any function, and also allows you to customize roles.

NOTE: The Admin role assigned to the default Administrator account of ASUS Control Center will not
appear in the Role List and cannot be edited.

To access Role Privilege Management, CIiok. in the left menu, then click on Role
Privilege.

ASUS Control Center

& Role Privilege Management

Role List +Add

Role Name. Applied Count Description
Viewer 1 ASWM Enterprise Default User



Adding a newrole

You can add new roles and set the permissions of this role. For example, assigning an
account with Software User role which is customized to only allow users with this role access
to ASUS Control Center software related functions, or creating an account with BIOS User

role which is customized to only allow users access to ASUS Control Center BIOS related
functions.

1. Click on Add.

ASUS Control Center

& Role Privilege Management

Role List

ASWM Enterprise Default User
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2. Select between Create new role and Copy from exist role, then click OK.

NOTE:

Create new role: Create a new role with no permissions enabled in Privilege Configurations.

Copy from exist role: Select from an existing role (including the Admin role assigned
to ASUS Control Center's default administrator account), this will load the Privilege
Configurations of the selected account into the new role.

Role Information

Create a new role from blank privilege configuration or copy privilege configuration from
exist role?

Create Type Copy from exist role
i Comcd

Role Information

Create a new role using blank privilege configurations or \n copy privilege configurations
from an existing role?

Create Type Create new role Copy from existing role

Role Name Software User i)

i Cmcel m




Enter the Role Name and Description of the new role.

Select and check / uncheck the permissions to enable / disable for the role in the
Privilege Configuration block.

NOTE:

. If you chose Copy from exist role in step 2, your Privilege Configurations list should be the
same as the role you selected to copy from. You can still customize the permissions for this
new role.

. You can click on & / = next to each permission category to expand / collapse the category

to view / hide the permissions available for that permission category.

. You can use the Search Bar to search and filter through the permission items in the Privilege
Configurations list.

Click Add once you have finished.

& Role Privilege Management > Role Configuration

P P ——

Privilege Configuration

Press Entar’key to search

+ Account (1)
tralized\ BIOS Flash (3)

+ Contralized Metadata (3)

+ Centralized\ Power Control (2)

+ Centralized\ Security Management (2)

] Centralized Software Dispatch (4)

ice Information (49)
+ License 2)
+ Mission Center (2)
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Editing arole

1. Click on the role you wish to edit from the Role List block.

& Role Privilege Management

RaaName I per— I o
: RSV Entprs st User

s v Sotwars tnclon o ]

Viewer

2. You can edit the Role Name and Description, and also configure the permissions in the
Privilege Configuration list. Once you are finished click on Update.

& Role Privilege Management > Role Configuration

RoleName  Sofware User

Description | Software function only

+ Centralized\ BIOS Flash (3)

+ Centralized\ Metadata (3)

+ Centralized\ Power Control (2)

+ Centraiizad Security Management (2)
+ Centralized\ Software Dispatch (4)

+ Centralizech Task Scheduler Management (3)
+ Configuration (22)

+ Deployment (5)

+ Device Information (45)

+ License (2)

+ Mission Center (2)

+ Monitor (1)

+ Notifcations (3)

+ Report Management (8)

+ Report Summary (1)

+ System Overview (1)




3. Apop-up window should appear and allow you to check the changes made to the role,
click on Update to confirm these changes.

Are you sure you want to update this role? [Role Name: Software User]

[Centralized\ Software Dispatch] )
= Software Dispatch Task- View Software Dispatch Task
= Software Pool- Add Software Pool
= Software Pool- Edit Software Pool
= Software Pool- View Software Pool

[Device Information] €

= Client Detail- View Client Detail

= Software- View Software Information

= Software!\ Application- Uninstall

= Software\ Application- View Application

= Software\ Environment Variables- View Environment Variables
= Softwarel Process- End Task

= Software\ Process- View Process

= Softwarel Service- Control Service

= Softwarel Service- View Service

= Software\ Market- Software Dispatch

= Softwarel Market- View Software Market

[Report Management] 6

Software Inventory- Refetch Software Inventory
Software Inventory- View Software Inventory
Software Focus List- Edit Focus List

Software Focus List- View Focus List
Subscription Report- Edit Subscription Report
Subscription Report- View Subscription Report
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Deleting arole

CAUTION: Account(s) associated with a role will be deleted too when you delete a role. You can check
how many accounts are associated with the role in the Applied Count column. For more information on

managing accounts, please refer to the Accounts Management section.

You can delete a role using the following methods:

. Deleting the role from the Role List

1. Click on & next to the role you wish to delete.

ASUS Control Center

& Role Privilege Management

Role List +Add

RueName I p—rm— po—
1 M Eerpse et User I

0 Software function only |

2. Click Delete to delete the role.




Deleting the role from Role Configuration

1. Click on the role you wish to delete from the Role List block.

& Role Privilege Management

Role Name | Applied Count Description
1

Viewr ASWM Enterprise Defaut User
Sofwars User 0 Sofwars fancon only ]

2. Click Delete to delete the role.

ASUS Control Center

& Role Privilege Management > Role Configuration

RoleName  Software User

Description  Software funcion only

Privilege Configuration

Press Enter key 1o search

+ Centralized\ BIOS Fiash (3)
+ Centralizec Metadata (3)
+|Centralized\ Power Control (2)
4| Centralizech Security Management (2)
+/Centralizea Software Dispatoh (4)
1| Centraized\ Task Scheduler Management (3)
+ Configuration (22)
+ Deployment (5)
+ Device Information (45)
+ License (2)
+ Mission Center (2)
+ Monitor (1)
+ Notifications (5)
+ Report Management 8)
eport Summary (1)

+/ System Overview (1)

s B

Are you sure you want to delete this role? [Role Name: Software User]

All members of this role will be deleted. Amount of accounts affected: )

% Cancel & Delete

79



72 Accounts Management

Accounts Management displays all user accounts on ASUS Control Center, and allows you
to add, edit, or delete accounts. ASUS Control Center comes with a default Administrator
account with Admin role privileges, and a User account with Viewer role privileges.

To access Accounts Management, you can use the following methods:

. Click . in the left menu, then click on Accounts Management.

. Click . (Account Information) in the top right corner, then select Settings.

ASUS Control Center

& Accounts Management

Usemame. Email Role Name Active Description
| Agministrator Admin Power User

User Viewer View Only




Adding a new account

You can add new accounts and apply customized roles to them, allowing you to and control
the functions and information each account can access with ease. For example, assigning an
account with Software User role which is customized to only allow users with this role access
to ASUS Control Center software related functions, or creating an account with BIOS User
role which is customized to only allow users access to ASUS Control Center BIOS related
functions.

NOTE: For more details on role privileges, please refer to the Role Privilege Management section.

1. Click on Add.

ASUS Control Center

& Accounts Management

Usemame Email Role Name Active Description

[ Aaminstrator Admin v Power User

user Viewer View Only




Enter the username, password, and email of the new account.

Select a role in the Role Name field.

NOTE: For more details on adding new roles, please refer to Add Role under the Role Privilege
Management section.

Enter a brief description for the account.

(optional) Check or uncheck Enable the account in the Active field to enable or disable
the newly created account.

Click on Save once you have finished.

Add New Account

Username Alan
Password sesssace @
Confirm Password eesssace @
Email alan@asus.com
Role Name Software User "

Description Software function only |

Active (¢ Enable the account




7.

Your newly created account should appear in the Account Management list.

ASUS Control Center

& Accounts Management

Account Management +Add

Usemame Emai Role Name Active Description

Logging in to ASUS Control Center using different accounts with different roles
assigned will affect the items the account can gain access to, depending on the
permissions assigned to the role selected. For example, logging in an account which
you have set to a role with access only to Software related functions will result in the
following screenshot.

ASUS Control Center
# System Overview > L1 Device Information

/[DONLINE 9 LOCATOR » &
Sy orview
Centralized
ELASTICSERVER
Software Dispatch
Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393

Report 0S Information

Task Report BIOS Version
Agent Version

Model Name

1P Address
Timezone

Up Time




Editing an account

1. Click on the account you wish to edit.

ASUS Control Center

& Accounts Management

Usemame Emal Role Name Active Descrption
Administrator Admin

[Ran an@asus com Sofware User

2. You can edit the Password, Email, Role Name, Description, and Active fields. Once you

have finished editing click on Save to save the changes made.

x
Usermname Alan
Password eg., == (2]
Confirm Password eg., ™ @
Email alan@asus.com
Role Name Software User M

Description Software function only |

Active @ Enable the account




Deleting an account

NOTE: The default Administrator and User accounts cannot be deleted.

1. Click on the account you wish to delete.

ASUS Control Center

& Accounts Management

Account Management

Usemame

Email Role Name

Descripiion

[ Acministrator

Admin

Active
“ Power User

[Rian

alan@asus com

Software User

- Software funciion only

User

Viewer

View only

2. Click on Delete, then click on Delete again on the confirmation pop-up to delete the
account.

Delete Account

Are you sure that you want to delete this account? [Alan] ?

X Cancel ® Delete

Email

Role Name

Description

Active

alan@asus.com

Software User

Software function only

@ Enable the account

% Cancel




Enabling multi-factor authentication (MFA)

NOTE: It is only possible to enable or disable MFA for currently logged in account.

1. Click on the currently logged in account.

& Accounts Management

2. Enable the MFA option, then scan the QR code using an authenticator app and enter the
6-digit passcode to verify the multi-factor authentication setup.

3. Once MFA is enabled, the MFA field will show when MFA was enabled for this account.
Click Save.




4.

5.

Click on the currently logged in account again.

& Accounts Management

Enter the 6-digit passcode from the authenticator app, then click Verify.




Disabling multi-factor authentication (MFA)

NOTE:
+ ltis only possible to enable or disable MFA for the currently logged in account.

Only the default Administrator account can view the MFA status of other accounts.

1. Click on the currently logged in account.

& Accounts Management

2. Disable the MFA option.




73 System Audit Log

This page allows you to view the system audit log.

& System Audit Log

>HPPPO00ORPPOOA0d00

Filtering the system audit log

To filter the system audit log, click a user, IP address, or date in the bar graphs or time series
chart. You can also use the search field and search options in the System Audit Log block to
manually define search criteria.

NOTE:
Only the Administrator account can access the system audit log.

+  The Role Name column may display (LOGIN FAILED) in cases where the account name is unknown.

731 System audit log events
The following events will be logged in the system audit log:

Event Description

LOGIN SUCCESS Successful login attempt with MFA disabled.

LOGIN FAILED Failed login attempt due to incorrect account credentials.
MFA ENABLE MFA was enabled for this account.

MFA DISABLE MFA was disabled for this account.

MFA SUCCESS Successful login attempt with MFA enabled.

MFA FAILED Failed login attempt due to incorrect MFA response.
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Chapter 8

This chapter describes system, network,
appearance, security, SMTP, backup and
restore, maintenance, DBExpose, update,
access control, sensor threshold, and
software list configuration options.
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81 General Configuration
The General Configuration allows you to configure different settings for the main ASUS
Control Center server and agents, as well as set the time zone.

To access General Configuration, click . in the left menu, then click on General
Configuration.

£ Options > £§ General Configuration

Adjusting items on the General configurations page

Configure the items in the General Configurations block, MainServer Settings block, and
Agent Configuration block, then click on Save to save the changes made. For more details on
the different configuration options available, please refer to the tables below:

General Configuration

Adjust the time zone of the underlying Linux system the ASUS
Control Center’s main server is installed on.

* The time zone set here should match the time zone of the system of the VM with
ASUS Control Center installed.

** Adjusting this item will only affect the initialization of ASUS Control Center, and
will not affect the time displayed in the top right of ASUS Control Center, nor will it
affect the Agent and Event Log response times.

Policy Configuration

Set the default USB policy to enable or disable USB devices on
new managed devices.




Main Server Settings

Set the time interval in seconds between each refresh of data on
all webpages of the main server.

* This setting will affect the response time for items such as System Overview and
Event Log.

Set the time interval in seconds for the web page session timeout
timer, which causes web sessions to be logged out after no
activity is detected for the specified amount of time. The default
setting of 1440 minutes (24 hours) disables the web page session
timeout timer.

Set the time interval in hours for the main server and agent update
check.

* This setting will affect the main server and agent version check timer in the
Updates page, and may require an Internet connection.

Set the time interval in minutes ASUS Control Center should
perform a status check on managed vSpheres.

* This setting will affect the response times for items in the VM Overview page such
as vSphere hardware sensors and utilization .

Set the time interval in minutes ASUS Control Center should
perform a status check on managed Redfish devices.
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Agent Configuration

Set the time interval in seconds for the agents of all managed
devices to return Hardware Sensor values. The default setting is
30 seconds, which means that the agents need to report Hardware
Sensor values and status every 30 seconds. For example, if a fan
was removed from a device, ASUS Control Center’s web interface
should receive and update the status for fan abnormality within 30
seconds (Web page refresh time could affect the update time).

Set the time interval in seconds for the agents of all managed
devices to return Utilization values. The default setting is 30
seconds, which means that the agents need to report Utilization
values and status every 30 seconds . For example, if a stress test
was performed on a CPU, ASUS Control Center's web interface
should receive and update the status for CPU abnormality within
30 seconds (Web page refresh time could affect the update time).

Set the time interval in seconds for the agents of all managed
devices to return the connection status. The default setting is
120 seconds, which means that the agents need to report the
connection status every 120 seconds. For example, if a device
loses connection, ASUS Control Center’s system overview should
display it as “Offline” after 120 seconds (Web page refresh time
could affect the update time).

Set the time interval in seconds for the agents of all managed
devices to query tasks from ASUS Control Center. The default
setting is 10 seconds, which means that the agents need to
query ASUS Control Center if there is a task for that device every
10 seconds. For example, the device should perform a task of
disabling the registry, locally, within 10 seconds of disabling the
registry of that device on the ASUS Control Center web interface.

Set the time interval in seconds for the agents of all managed
devices to return PID (Process ID) values. The default setting is 60
seconds, which means that the agents need to report PID values
every 60 seconds.

* To view process information, refer to Software under the Device Information
section.

Set the time interval in seconds for the agents of all managed
devices to return Event Log entries. The default setting is 30
minutes, which means that the agents need to provide an updated
Event Log every 30 minutes.

* To view event logs, refer to Event Log under the Device Information section.




8.2 Network Configuration

The Network Configuration allows you to configure the network for the ASUS Control Center
main server. When the device with ASUS Control Center or a hypervisor features multiple
network cards, you can configure multiple networks to allow ASUS Control Center to manage
different network segments.

To access Network Configuration, click . in the left menu, then click on Network
Configuration.

ASUS Control Center

& Options > & Network Configuration

Host Name B save

Host Name ACC-TUTOR

Network Configuration - e

Adjusting the Network configurations

Configure the items in the Host Name block and Network Configuration block then click
on Save to save the changes made. For more details on the different configuration options
available, please refer to the tables below:

The name of the ASUS Control Center main server.

Host Name * You will need to refer to the Host Name set here when manually installing Windows agents to

devices.
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Network Configuration

Select DHCP to automatically set the IP address and Subnet
Mask. Select Static to enter the IP address and Subnet Mask
manually.

Enter the IP adress for this network card.

* You can only set the IP Add| lly if you selected Static in the Addi
Assignment field.

Enter the Subnet Mask for this network card.

* You can only set the Subnet Mask
Assignment field.

lly if you selected Static in the Add|

Enter the default gateway for this network card.

Select Auto to automatically set the DNS Server, or select Manual
to manually configure the DNS Server.

Enter the Preferred DNS Server for this network card.

* You can only set the Preferred DNS Server manually if you selected Manual in the
DNS field.

Enter the Alternate DNS Server for this network card.

* You can only set the Alternate DNS Server manually if you selected Manual in the
DNS field.

NOTE:

The amount of Network Configuration blocks available will depend on the amount of network cards
available.

+ You will be logged out of ASUS Control Center when you save the changes made to the Network
Configuration block(s). If you changed the IP address, you will need to enter the new IP address when
logging in.




8.3 Appearance Configuration
The Appearance Configuration allows you to customize and personalize your ASUS Control
Center’s top left banner logo.

To access Appearance Configuration, click . in the left menu, then click on Appearance
Configuration.

N SEARCH OF INCREDIBLE

¢ Options > ¢f Appearance Configuration
[ —

Banner Logo

e (2D
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Setting a custom banner logo

1. Click on Upload, then select your new banner logo.

NOTE: The height dimension of the logo image file should be 56 pixels.

ASUS Control Center

£ Options > ¢ Appearance Configuration

Appearance Configuration

Banner Logo Upioaa
@ o x
€ o A ThsPC » Downionds 6] | SemchDourion »
e e =~ m e

asus

File neme:

Image Fles 5

2. Once you have finished uploading the new banner logo, click on Save.

ASUS Control Center

¢ Options > f Appearance Configuration

App

nce Configuration Bsave

NSEARCH OF NCREDILE
£ Options > f Appearance Configuration

Appearance Configuration Bsave

s [

Banner Logo




Resetting the bannerlogo

1. Click on Reset to reset your banner logo to the default banner logo.

£ Options > f Appearance Configuration

Appearance Configuration

2. Click on Save to save the changes made.

£ Options > ¢f Appearance Configuration

Appearance Configuration

Banner Logo Uploaa




84 Security Configuration

NOTE: This function is only available for Windows® OS managed devices.

The Security Configuration allows you to set a password as a method to prevent users from
removing the agents themselves. This enables a more centralized control over all managed
Windows® devices.

This password is separate from the agent uninstall password on individual devices (Device
Information > Configuration), and setting this password will not override the individual agent
uninstall passwords.

To access Security Configuration, click . in the left menu, then click on Security
Configuration.

£ Options > 0 Security Configuration




8.4.1 Agent Uninstall Password

Setting a new password

1. Toggle the slider to bring up the pop-up window to set the Administrator’s Agent
Uninstall Password.

£ Options > © Security Configuration

2. Enter the password you wish to set as the Administrator’s Agent Uninstall Password,
then click Save to set the new password.

Agent Uninstall Password

Please enter the password you want to set as the administrator's agent uninstall password

.

Password |




Editing the password

Click on the Update button, then re-enter your new password and click on Save to save your
new password.

ASUS Control Center

£ Options > U Security Configuration

[ — ®
o P ——————
7
SCal

Disabling the password
Click on the button located at the top right to disable the Administrator's Agent Uninstall
Password.

ASUS Control Center
£ Options > U Security Configuration




8.4.2 BIOS Setting Password

When an agent is installed onto a device without a BIOS password, ASUS Control Center

will automatically enable BIOS Password Protection and set a BIOS password that meets
complexity requirements. In such cases, the client's BIOS password protection status will be
defined as "ACC Protected”.

BIOS Password Protection cannot be automatically enabled if the device has an existing BIOS
password. In such cases, the client's BIOS password protection status will be defined as
“Manually Protected”.

Viewing the Bl word pr ion

Click Support List to view the BIOS password protection status for all devices.

£ Options > O Security Configuration




Updating ACC Protected BIOS passwords
Click on the Update button to open a list of ACC Protected devices, then click Update in the
popup window to update the BIOS password.

& Options > 0 Security Configuration




Updating manually protected BIOS passwords
1. Click Please update it here to open a list of manually protected devices.

& Options > 0O Security Configuration

2. Enterthe device's existing BIOS password, then click Update to update the BIOS
password. BIOS Password Protection will automatically be enabled and the device's
status will change to “ACC Protected”.

NOTE: For security reasons, the existing BIOS password is required to make any changes. This
protects the client devices from malicious attacks that may compromise the BIOS.




8.5 SMTP Settings

NOTE: The information entered in this section is for reference only.

Set up the SMTP (Simple Mail Transfer Protocol) for ASUS Control Center to allow feedback
on system failures and alerts to be sent via email to the system administrator.

To access Software Report, click . in the left menu, then click on SMTP Settings.

ASUS Control Center

A SMTP Settings

Display Name
ASUS Control Center SMTP

SMTP Server

smtp.gmail.com

SMTP Port

587

Sender Address

asusserverssd@gmail.com

Sender Password

Enable SSL

@ Yes, | want to enable SSL

Send From

@ Send by Server @ Send by Client



To set up the SMTP Server:

1.

Fill in or check the following fields:

Display Name
SMTP Server
SMTP Port
Sender Address

Sender Password
Enable SSL

Send by Server*

Send by Client*

The name of this SMTP setting. The display name will not
appear on sent emails.

The SMTP server responsible for collecting and sending emails
Service port for SMTP. Common ports used are 25 (SMTP
former default port), 465 (encrypted SMTP), and 587 (new
SMTP default)

The email of the ACC notification sender. This email address
must exist within the SMTP Server service

The password for the ACC notification email sender

Enables mail sent or forwarded through this SMTP server are
SSL encrypted

When there are issues with managed devices whilst within the
same domain as ACC, ACC will send emails using the SMTP
server

When there are issues with managed devices whilst not in the
same domain as ACC, the managed device will send emails
using the SMTP server

NOTE: Refer to the flow chart for more details on the difference between Send by Server and Send

by Client.

Sender Address
asusserverssd@gmail.com

Sender Password

Enable SSL

@ Yes, | wantto enable SSL

Send From

@ Send by Server

@ Send by Ciient

As

us e
10.10.75.201

nter ASUS Control Center
) 10.10.75.200

Receiver IMAP Server
acclutor2018@gmail com

Send by Server

. . Y
- ! - =)
Sender SMTP Server Sender SMTP Server
e o L
et T
5 Al 5 Al
P L) P 0w

Receiver IMAP Server
acclutor2018@gmail com

Send by Client




2. (optional) Click on Send Test Mail, then enter an email and click Send to receive the
test mail to check the status of the SMTP. If the SMTP is functioning properly, you
should receive an email.

‘acclutor2018@gmail com

ASUS Control Center SMTP Test Mail 1noox x &

asusserverssd@gmail.com 04 mnesag0) fr

tome v

Dear Customer, Ths is a STP Test Mailsent rom ASUS Control Center Server!

« Reply  ® Forward




3.

Click Save to save the changes made.

Successfully updated the SMTP setting.




8.6 Backup & Restore

NOTE: This function is only available for ASUS Control Center Enterprise edition.

The Backup & Restore function allows you to set a periodic backup of the settings and
configurations of ASUS Control Center to another backup device, allowing you to easily
restore the backup settings and configurations if something were to happen to the ACC VM.

To access Backup & Restore, click . in the left menu, then click on Backup & Restore.

£t Options > & Backup & Restore

Descap

ozt e




Enabling periodic backup

1. Select a Backup Protocol (currently only supports Samba / SMB protocols).

& Options > EBackup & Restore

© st e pases: 20230818 1084

If you wish to back up your ACC to a Linux OS device's SMB folder, do the following:
+  Close SELinux

- For RHEL, Cent0QS, Scientific Linux

a. Open /etc/sysconfig/selinux.
b. Set SELINUX=enforcing to SELINUX=disabled.
c. Reboot the system.

- For Debian, Ubuntu

SELinux is not installed by default in Debian and Ubuntu.

+ Adding to the Firewall whitelist
- For RHEL, CentQS, Scientific Linux

- If you are using iptables:

a. Input the following command to allow 137, 138,
and 139 ports:

-A INPUT -m state --state NEW -m
udp -p udp --dport 137 -j ACCEPT

-A INPUT -m state --state NEW -m
udp -p udp --dport 138 -j ACCEPT

-A INPUT -m state --state NEW -m
tcp -p tcp --dport 139 -j ACCEPT



b. Restart the service for the changes to take
effect by using the following command:
systemctl restart iptables.

- If you are using firewalld:

Enter the following commands to add Samba access
privileges: firewall-cmd -permanent -zone=public
-add-service=samba.

- For Debian, Ubuntu

If you are using ufw, the system has already added nf conntrack_
netbios_nsto IPT_MODULES under /etc/default/ufw by
default, so access should already be allowed.

. Enable write permissions for the destination folder

The “Write” permission should be enabled for “other(0)" in the folder you wish to
back up to. You can use the following command:
chmod -R 755 /home/acc/backup.

+ Modify the Samba configuration file

a. Open /etc/samba/smb.conf.
b. Set the security variable in Galbol Setting to “user”.
c. Set the writable variable in Share Definitions to “yes”.

If you wish to back up your ACC to a Windows OS device's SMB folder, do the following
on the Windows OS device you wish to backup to:

+  Create, share, and enable permissions for the destination folder
a. Create a new folder and enter a name for it, for example AccBackup.




b. Right click on the newly created folder and select Properties > Sharing
> Advanced Sharing....

General Sharng Securty Previous Versions Customize

Network File and Folder Sharing

AccBackup
Shared

Metwork Path:
\WELASTICSERVER \Users'\Administrator\Downloads AccBach

Share...

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options

¥ Advanced Sharing...

Password Protection

People must have & ser account and password for this
computer to acoess shared folders

To change this setting, use the Network and Sharing Certter.

oK Cancel Apply

c. Check Share this folder, then click on Permissions.

Advanced Sharing X

Settings

Share name:
AccBackup |

Add Remove

Limit the number of simultaneous users to: 167774

Comments:

Cancel Apply



Click on Add..., then enter the users you would like to allow
permissions for, click on Check Names and click OK.

Permissions for Downloads x

Share Pemissions

Group or user rames:

88 Everyone
[ Femove |
Permissions for Everyane Alow Deny
Full Control O O
Change O ]
Read [} m}

| ok [ e | [

Select Users or Groups

Select this object type:
|Usefs‘ Groups, or Builtn security principals

| | obiect Types.

From this location
| ELASTICSERVER

| [ Locations... |

Enter the object names to select (examples]

’EMES.EEMEEWIJ Check Names |

| Advanced... | ok || Coeal |

Select the newly added group or username and check the Full Control
permission. Ensure the Full Control, Change and Read permissions are
all checked, click Apply, then click OK.

Permissions for Downloads X
Share Pemissions

Group or user names:

S8 Everyane
| add. || Remove |
Fermissions for Alan Alow Deny
Ful Cortrol =] m}
Change [m}
Read =] O

[ox | canest  [eey |

Return to your ASUS Control Center main server.



2.

Fill in the Path, Domain, Account, and Password fields.

NOTE:

The Account and Password fields refer to the credentials used to access the backup
location, not the credentials used to log into ASUS Control Center.

The folder should be set as a shared folder and discoverable by the system you wish to back
up, and should have read and write permissions enabled.

. Take note of the syntax of the path. Ensure that the syntax of your selected protocol from
the previous step is correct.

£ Options > & Backup & Restore

@ Last e Upasts: 2029081 1084

Select the Period and Preserved Backup numbers. Period determines the amount of
days each periodic backup should be done. The Preserved Backup amount determines
how many backup files should be saved, when the amount of files exceed the
Preserved Backup number, the backup file with the earliest date will be deleted.

& Options > & Backup & Restore




Enter a backup password. This password is required when you use the Restore
function.

NOTE: Store the backup password in a safe place. If the backup password is lost, you will not be
able to restore from the backup file.

& Options > & Backup & Restore

Backup Contguraton

: =]

© st e pases: 20230818 1084

© st e pasea: 20290818 1084

Backup & Restore

The backup process will run first time for now.
Then the backup schedule will fllow the configure

Path- /110.10.75.125/AccBackup
Period: 1
Preserved Amount: 5




Restoring the backup file

1. Enter the Backup Password previously set when enabling periodic backup into the
Restore Password field.

& Options > & Backup & Restore

2. Enterthe license key in the Key field.

& Options > & Backup & Restore




3. Drag a backup file you wish to restore into the Upload Restoration File field, or click on
Upload Restoration File and select the backup file you wish to use to restore.

£ Options > & Backup & Restore

£ Options > & Backup & Restore




The session will expire and you will be logged out of ACC when the restore process
begins, please restart the browser and log in again once the restore process is
complete.

Backup & Restore

The Restore process will start, ihe session will be close and logout.
Please close the browser and reconnect again

Once you've logged into the restored ACC, you will need to configure the network
settings such as the Host Name and IP Address of the restored ACC, for managed
devices to return and display the correct information and data.

Navigate to . > Network Configuration, and change the Host Name of the restored
ACC to the same host name as the backed up ACC, then click Save.

For example, if the backed up ACC’s host name was ACC TUTOR, then after restoring
it to an ACC main server with the host name ACC NWONE, change the host name ACC
NWONE to ACC TUTOR.

ASUS Control Center

£ Options > ) Network Configuration

Change the IP Address of the restored ACC to the same IP address as the backed up
ACC, then click Save.

For example, if the backed up ACC'’s IP address was 10.10.75.123, then after restoring
it to an ACC main server with the IP address 10.10.75.235, change the IP address
10.10.75.235t0 10.10.75.123.

Subnet Mask

Default Gateway
DNS
Preferred DN Server

Alternate DNS Server




8.7 Maintenance

The Maintenance function allows you view the information such as the CPU, memory, and
storage of the ACC VM. It also allows you to configure the power options and services
running on the ACC VM remotely from the ASUS Control Center. This helps you save time
when managing hypervisors, as you can control and configure them all from the ASUS
Control Center.

To access Maintenance, click . in the left menu, then click on Maintenance.

ASUS Control Center
£ Options > /Maintenance

88% 18%

677 GB including cache 600.74 MB /764 GB 9GB/49GB

Here you can adjust the power action for your ASUS Control Center Server.

2 Reboot

¥ Name Status Update Time Action

[Tomeat active 2019-03-19 14:36:53 &
Elasticsearch active 2019.03-11 18:52:56 z
ActiveMa acive 20190311 18:5256 =

Cofiguring the power option of Hypervisors

1. Click on Power Off or Reboot to power off or reboot the hypervisor.

ASUS Control Center
£ Options > / Maintenance

Main Server Utilization Status

88%

.77 GB incuding cache 600.74 MB /7.64 G8

Hera you can acjust the power action for your ASUS Control Centar Sver

c el £ Reboot.
Yovene s UptaeTire ToAcion

i seie 150519 14555 75
casicsearch i 190041165256 z
= == sot505.1 15525 s




2. Enter the password of an account with a role that has Power Control enabled, then
click on Confirm to execute your selected power option.

NOTE: For more information on Accounts and Roles, please refer to the Account Management
chapter.

Administrator’s Password

Please enter the administrator's password to authenticate your power action

=3 -

Password  seessees

R rting th rvi

Click on the restart button next to the service you wish to restart.

£ Options > 4 Maintenance
111} 88%

677 GB including cache 600.74 MB 17 64 GB.

© Power OF

B 5) Horo you can adjust the power action for your ASUS Control Cantor Server

Update Time:

[Tomeat actve
Elasticsearc acive
Acivema acive

20190319 143653
2019.03-1 185256
20190311 185256

Aciion

This will end your session and you will be logged out of ASUS Control Center. Please
login again once the restoration is complete.

Restart successfully, please wait a moment and refresh website.




8.8 DBExpose Configuration

The DBExpose Configuration allows you to set an account and password which allows users
to use third-party software, such as MySQL Workbench to access data on ASUS Control
Center, such as device information or metadata. This information is read-only and cannot be
edited.

To access DBExpose Configuration, click . in the left menu, then click on DBExpose
Configuration.

ASUS Control Center
¢ Options > @& DBExpose Configuration

DBExpose Configuration

-

=]

To set the DBExpose account and password

1. Click on the slide button on the top right of the main screen.

ASUS Control Center
£ Options > @ DBExpose Configuration

DBExpose Configuration




2. Enteran account and password, then enter a port (between 7000-7999) which is not
being used. Once you have finished entered the required fields, click on Save.

DBExpose Configuration

Please type account/password if you want to set as the expose account of the database.

Account Administrator

Password  eeceeeen

Port = 7000 +

To edit the DBExpose account information

Edit the account, password, and port information then click on Update to save the changes
made.

ASUS Control Center

£ Options > @ DBExpose Configuration

Setthe DB Account or disable the function o expose the databasa configuration

Account  Adminisrator

[ — o

DBExpose Configuration

The DBExpose account has been
updated.



To delete the DBExpose account information

Click on the slide button on the top right to disable and delete the DBExposure Configuration
settings.

ASUS Control Center
£ Options > & DBExpose Configuration

DBExpose Configuration

Setthe DB Account or disable the function to expose the database configuraton

Account  Administrator

[ — -

Update

DBExpose Configuration

The DBExpose account has been
removed.



Access ASUS Control Center with third-party software

NOTE: The example in this section is for reference only.

You can use a third-party software such as MySQL Workbench to access information such as

the metadata and device information of your ASUS Control Center.

1.

Load MySQL Workbench, then set up a new connection and enter the required

information.

Enter the ip and port of the ASUS Control Center server into the Hostname and Port

field.

Next, enter the DBExposure account created into the Username field.

Click on Store in Vault... then enter the DBExposure password you created into the

password field and click OK.
B s-tup New Cor

- [m] s

Connection Name: |ACC DEExpose

| Type aname for the connection

Connection Method: | Stendard (TCP/IP)

¥ ‘ Method to use to connect to the RDBMS.

Parameters 5| Advanced

Hostname: ‘m‘m.:'s‘zuu |Pﬂrt: |7m,n

Name or IP address of the server host - and
TCP/IP port.

|Lmamame1 [Administrator

“ Name of the user to connect with.

pascaesis Store in Vault .. Clear

The user's password. Wil be requested later ifif's
rot set.

Default Schema: ‘ The schema to use as default schema, Leave
blank to select it later.
B store Password For Connection X
Please enter password for the
following service:
\A\ rr‘\ Service: Mysql@10.10.75.200:7000
PR User: Administrator
Workbench)
|Pi i ‘ﬂ‘“nq ”
Cancel
Test Connection Cancel oK




5.

Click on Test Connection to test if the connection to ASUS Control Center was
successfully created.

[ - m] P
Connection Name: [ACC DBExpose | Type aname for the connection
Connecton Method: | Standard (TCR/IF) | Method to use to comect to the RDBMS

Parameters 551 Advanced

Name or IP address of the server host - and

Hestname:[1.10.75.200 | Ports [ma00 TCPITP port.
port.

Username: ‘Adminishawr Mame of the user to connect with.

MySQL Workbench The user's password. Will be requested later ifit's
not set.

Successfully made the MySQL F The schema to use as defait schema. Leave

connection blark to

Information related to this connection:

Host: 10.10.75.200
Port: 7000

User: Administrator
SSL: not enabled

A successful MySQL connection was made with
the parameters defined for this connection.

[ Test Connection | cancel ok |

Save the connection settings, now when using MySQL Workbench, you should be able
to access some of the data on ASUS Control Center.

NOTE: The screenshot below is an example of accessing the metadata of ASUS Control Center.

B MySQL Workbench - o =

& ACCDBEwpose x
File Edt View Query Datsbase Sever Tools Scripng Help

S e S8R E & @ D=1

gato
MANAGEMENT Y mMHIFFACEI B | ukew0owe - | 5| € Q [ 3

© server status 16 SELECT * FROM aswnent.clientmetadata;

2 Client Connedtions

T ——

[E0 Status and System Variables

& Data Bxport

&, DataImportRestore

INSTANCE

Setup < >
SRS v | Reveu |5 4 Frho | ot B [V ol Corere T8
« s ClentaUD Depariment Extension Producton date Personal
= W 2631 20160101 0
v 3 asument SABCED4E-5731-11E9-B7CD-B2584ECEDAC  SW 28631 2018-01-01 0
Tables do5ab105-8c20-4527- 043-S 1002414ed W 2631 20150101 0
> E ad_properties d8b71eef-40af 4256 80e7-33 /b Tadede  SUI 29631 20180101 0
> nfo fo4d4e22-8be7-4e320306-20ecTEb026F  SW 29631 20180101 o L
YE data ] Y
» [&] Columns.
» B Indexes

b T ForeignKeys Fed




8.9 Update

The Update Task screen will display available updates for the Linux Agent, Windows Agent,
and Main Server, you may manually refresh the updates screen by clicking on Check for
updates.

NOTE:
+ Ensure to add asuscontrolcenter.asus.com/* to your firewall exceptions list to enable update checks.

+  Ensure you have a stable Internet connection.

Main Server
Currnt Version121.4

08 Information P Address Agent Version

2016 (x54) ) ) Latest Version
) ( ) 1214 O Latast version
) C 1214 & Latest Version

(T0A075.109) 1214 & Latest Version




Updating ASUS Control Center main server

1.

3.

When an update is available for the main server, it will be displayed under

Information and the Main Server block will be displayed in green. Click on
Main Server block to download the update files.

(@ Time updated: 2020/1012 16:20:05

Update > =+ Update Task

Update Information  Checkfor updates

Linux Agent Main Server Windows Agent
Gurrent Version1.2.14 Current Version 1214 Current Version 12.1.4
NoUp O | | @Updste Now (12.15) No Updat a

Available Agent Devices

Rl 2+ rPressE earch X Clear = Options

-) & Latest version (4)
J online [ELASTICSERVER A (x ) Latest Version
Slonine MEDIACENTER 4 2 wnows 0 x50) & Latest Version

Once the update files are successfuﬁ downloaded, the Main Server block should be

displayed in orange. Now click on to update the ASUS Control Center main server.
You will also be logged out of ASUS Control Center when the main server is updating.

(@ Time updated: 2020/1012 16:20:05

Update > Update Task

Update Information & Check for updates
Linux Agent | ‘Windows Agent
Gurrent Version1.2.14 =g Current Version 12,14

i Ll (e o

Available Agent Devices
B o | Press Ener key tosearcn  Ciear = Options

- 1) Latest version (4)
S oniine MEDIACENTER-4 1214 ) Latest Version

Log into ASUS Control Center again after the update is completed.



Updating Windows and Linux agents

1. When an update is available for Linux and/or Windows Agents it will be displayed
under Update Information, and the Linux Agent and/or Windows Agent block will be
displayed in green.

2. Clickon in the Linux Agent and/or Windows Agent block to download the agent.
Once the download is complete, the Linux Agent and/or Windows Agent block will be
displayed in blue.

3. Select the device(s) you wish to update agents for in the Available Agent Devices list.
4. Click on Update.

ASUS Control Center

< Update > =+ Update Task (©Time updated: 202010112 16:20:05

Available Agent Devices.

Press Enter’key 1o search.

= | ¥ Conneciion Host Name 0S Information 1P Address Agent Version

ELASTICSERVER A erver 2015 151) Corozs125) & Update available
0. Sonline MEDIACENTER2 2 Windoms 10 x50 Gaorenz) 1214 & Update available
S 0nline MEDIACENTER 4 —— D) 1214 £ Update available

& Online KubemetesMaster &8 cont0s 74 050 D) 1214 & Update available




5.

Click Update on the confirmation pop-up window to start the update process.

NOTE: You do not need to uninstall the agents on the selected devices before updating.

Update Task (2iDevices'

Please confirm you would like to update the following devices’ agent:

= MEDIACENTER-4
= KubemetesMaster




After the agent updates have been completed, you will be redirected to the Agent
Update Report screen.

NOTE: For more details on the Agent Update Report, refer to the Agent Update Report section.

ASUS Control Center
Update » =+ Update Task > Ll Update Report

Completion Rate Agent Update Report

100% -

Completed
Update Time 20190321 16:15

Pross Entar key to search

Host Name —— 0id Version Message Creaton Time Update Time

2019.03:21 16:14
2019:03.21 16:14

20190321 16:15
20190321 16:15

10.10.75.124 © Success
10.1075.103

Agent Updated
Agent Updated

© Success
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8.10 Access Control List

The Access Control List allows you to configure rules to permit or deny access to ASUS
Control Center from specified IP addresses.

£ Options > B Access Control List

=y 3 00025 @ x

@ ‘‘‘‘‘‘‘‘ reros
Add New Access Control List Rule

IP Address 10.10.30.100

Wildcard Mask 0.0.0.255

To add an access control rule

1. Click to start adding a new access control rule.

2. Select Permit or Deny in the popup window, then enter an IP address and Wildcard
Mask.

NOTE:

. For example, to deny access from a Class C IP range, set the Type to Deny, IP address to
10.10.30.100, and the Wildcard Mask to 0.0.0.255.
The resulting access control rule will deny access from any IP address from 10.10.30.1 to
10.10.30.254.

For example, to permit access from a specific IP address, set the Type to Permit, IP address
t0 10.10.30.123, and the Wildcard Mask to 0.0.0.0.
The resulting access control rule will permit access from 10.10.30.123.

3. Click s"’"’ to save the access control rule.



To adjust the priority of an access control rule

1. Click and drag an access control rule up or down to adjust its priority.

2. Click to save changes to the access control rule list, then click OK in the
popup window to confirm your changes.

NOTE: The access control rules are applied in descending order.

To test an access control rule

1. Enter an IP address under Rule Test.

2. Click 558 to view if the specified IP address will be permitted or blocked based on
the existing access control rules.

£ Options > B Access Control List

i At Widcard Mask Acton

0000 @z x

i

00025 @z x

To edit an access control rule

1. Click & to start editing a new access control rule.

2. After making the desired changes, click to save the access control rule, then
click OK in the popup window to confirm your changes.

To delete an access control rule

1. Click % to delete an access control rule, then click Delete in the popup window to
confirm deletion.

2. Click to save changes to the access control rule list.
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8.n Customize Page

Customize Page allows you to create and edit custom pages.

ASUS Control Center

¢ Options > @ Customize Page

Adding a blank custom page

1. Click Add to open the custom page editor and create a blank custom page.

£ Options > @ Customize Page




2. Fillin the Name and Description fields.

e

[,
Aoty pogn

e O Enemaonn

Select the Role List option in the Apply page field, then select a role from the drop
down menu to specify which roles should have access to the custom page (optional).

Testpage sescrgn

8-45



Editing an existing customized page
Select an existing custom page to open the custom page editor.

@ Options > @ Customize Page

Using an existing custom page as a template

In the custom page editor, select the Page List option in the Create Type field, then select a
custom page from the drop down list to use as a template.

(@ Add, edit, move and resize the block.

] e v o Sy @50 GO




Loading a custom page template

1. Inthe custom page editor, click Template.

& Add, edit, move and resize the block.

[ Pt . - |

2. Select a template, then click Add.

Changing the theme of the custom page
In the custom page editor, click Styling, then select a theme from the drop down menu.

(@ Add, edit, move and resize the block.

8-47



Changing the size of widgets
Click the enlarge or shrink button in the title bar of the widget.

& Add, edit, move and resize the block.

[ P T . - ]

Adding a widget using the widget gallery

1. Inthe custom page editor, click Widget Option.

@ Add, edit, move and resize the block.

B e onn /s, @5 CIERD

2. Select a widget from the Widget Gallery, then click Add.




Changing the location of widgets
Drag and drop a widget to the desired location.

@ Add, edit, move and resize the block.

B o /3y o Do CEED

AEEAERNERERER
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8.12 Sensor Threshold

The Sensor Threshold allows you to centrally configure the threshold values of all managed
devices, providing you with an effortless method of setting threshold values of all managed
devices, instead of having to configure each device’s threshold values individually.

To access Sensor Threshold, click . in the left menu, then click Sensor Threshold.

> [# Sensor Threshold

Adjusting the Disk S.M.A.R.T. status configurations

Adjust the disk S.M.A.R.T. status configurations, then click Save to save and apply the
changes made to all managed devices.

Adjusting the Utilization Threshold configurations

Adjust the threshold at which warnings and critical warnings will be shown, then click Save to
save and apply the changes made to all managed devices.

NOTE: To adjust the threshold for a single managed device, refer to Utilization under the Device
Information section.



813 Software List

The Software List allows you to view and manage rules of the installed software of all
managed devices. You can use the Search Bar at the top of the page to search and filter
through added software lists in the Software List.

To access Software List, click . in the left menu, then click on Software List in the
Definition block.

ASUS Control Center
£ Options > Bg Software List

Software List

Description

Microsoft Visual © Support @ Suppo ® Support 202104161800 | The components of Visual C++ Libraries.

Name Asset Change | subscription Report License Report ¥ Update Time



Adding a software list
1. Click on Add.

£ Options > Ee Software List

Name Asset Change. Subscrption Report License Report ¥ Update Time Desciption

2. Enter the Name and Description of the software list.

ASUS Control Center

£ Options > Bla Software List > Software List Information

Application Rule

License Information

Here you can do lcense management. You can add fue fo assign iense for  department o target devices
» Please enable the Applicatin Rule frst.



3.

Click on the slide button in the Application Rule block, then click on Add Rule.

€2 Options > EBe Software List > Software List Information

Name Microsoft Visual

Description The components of Visual C++ Libraries.

Selected Application Rule List
Operator Keyword Intalligent Salect

License Information o

" R B e S R S R A BT

JrT—— °
I

xCoc

You may add a rule from each filter field (Display Name, Publisher, Version). Please
refer to the following on methods of adding each filter field.

. Using Conditions (Display Name, Publisher, Version)

a. Select a Field.
b. Select the Operator (Equal, Contain, Not Contain), this will allow you to
set the conditions for the keywords you enter.
c. Enter keyword(s) or use the Import button to import keywords from a
.csv file.
d. Click on Save once you are finished adding keywords.
| Field Display Name v|
|OPER‘IIDT Contain v|

Keyword Visual x Press the ‘Enter key to search |

X Clear €)
You can enter multiple keywords in the ‘Display Name® field
You can also import siring from the csv file. (Keep the first row as field name.)

Intelligent Select ( )



Using Intelligent Select (Display Name

Intelligent Select will group softwares with slight differences in software name,
publisher or version. For example the Microsoft Visual Studio Application
Collection will include both Microsoft Visual Studio 2016 and Microsoft Visual
Studio 2079.

NOTE: This option is only available for when Display Name is selected as the Field.

a. Select Display Name as the Field.
b. Select the Operator (Equal, Contain, Not Contain), this will allow you to
set the conditions for the items selected in Intelligent List.
c. Click on the slide button Intelligent Select, then click Add From
Intelligent List.
| Field  Display Name v|
|Opemmr Contain v|

Keyword Press the 'Enter’ key to search

You can enter multiple keywords in the 'Display Name' field
You can also import string from the csv file. (Keep the first row as field name )

Intelligent Select @l + Add From Intelligent List

‘ | Application Collection ‘ Publisher

X Cancel Save




Check Application Collections to add them to the Intelligent List,
then click on Save. You may also use the search bar to search for

Application Collections.

NOTE: Click on =/ next to the Application Collection name to view all
applications included in the Application Collection.

Intelligent List @

Press the ‘Enter’ key to search

aj Application Collection
O 8 libovisual

Microsoft Visual C++ Redistributable
Microsoft Visual C++ Additional Runtime

icrosoft Visual C++ Minimum Runtime

Publisher
Cent0s
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

|| nstalled Count
1

1
1
1
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Click on Save when you are finished.

NOTE: Click on Clear to clear all Application Collections added.

Field

Operator

Keyword

Intelligent Select

tion Rule Editor

Display Name v
Contain v
Press the 'Enter’ key to search..

You can enter multiple keywords in the 'Display Name' field
“You can also import siring from the csv file. (Keep the first row as field name.)

[ @) + < rom st 1 [ x e @B

‘ Application Collection I Publisher
| #8 Microsoft Visual C++ Redistributable Microsoft Corporation
u E8 Microsoft Visual C++ Additional Runtime Microsoft Corporatit
D £8 Microsoft Visual C++ Minimum Runtime Microsoft Corporation

* Cancel




5. (optional) You may also edit or delete an application rule by clicking on the rule, then
following step 4 to edit the rule, or click on Delete to delete the application rule.

€2 Options > EBe Software List > Software List Information

Name Microsoft Visual

Description The components of Visual C++ Libraries.

Application Rule

skcteaptcaton

Field Operator Keyword Inteligent Select
Pispiay Name Contain D

License Information o

x
Field Display Name w
Operator Contain -

Keyword  Press the "Enter’ key to search

‘You can enter multiple keywords in the 'Display Name’ field.
You can also import string from the csv file. (Keep the first row as field name.)

PRI @ -+ A From iictigent Lst

| Application Collection Publisher |

|
E Microsoft Visual C++ Redistributable Microsoft Corporation

n I Microsoft Visual C++ Additional Runtime Microsoft Corporation
=

Microsoft Visual C++ Minimum Runtime Microsoft Corporation




6.  Repeat step 3 to step 5 to add more Application Rules.
NOTE: You may only add one Application Rule per Field (Display Name, Publisher, Version).

7. Click on Preview to view the filter results based on the Applications Rules added.

£ Options > Bla Software List > Software List Information

Name Microsof Visusl
Descripton The componens of Visual C++ Lirares
Application Rule ®
P p——
Fila Operator I Kepword Ineligent Seect

|Display Name Contain C

Pubisher Contain

[version Contain

License Information o

Preview sele applicati
Display Name | version | Publisher | Selected Source
Microsoft Visual G-++ 2010 x86 Redistributable. - 10.0.40..10.0.40219 Microsoft Gorporation




NOTE: Adding License Information is optional, if you do not wish to add License Information, skip steps 8
to17.

8.  Click on the slide button in the License Information block.

ASUS Control Center

QOpuons > Be Software List > Software List Information

Name Microsoft Visual

Description The components of Visual C+-+ Libraries.

Application Rule

Selocted Application Rule List =TT

Field Operator Keyword Intelligent Select
(visuar)

Display Name Contain

[Publisher Contain

Version Contain G0

m I rutrorizsson vetss

Desciiption License Type Server-based Floating icense.____| __License Amount Due Date

9.  (optional) Click on the Authorization Details slide button to add authorization details to
the License you are about to add.

NOTE: Toggling this option when there are already items in the Authorized list will clear the
Authorized list.

ASUS Control Center
€ Options > Be Software List > Software List Information (©: ]
Name Mictosof Visual
Description The components of Viual C++ Libiaries.

Application Rule

[ry———— Q Proen @ | + Ad e

il = = et sl
o= Conan €
o
License Information )
[ runores P O Y L fn e
T —— e e




10. Click on Assign License.

£ Options > Be Software List > Software List Information

oo Micosot Visul
Cesciton The components of Visual G+ brars
soncean @ prter @ | 00
Fiod a— = ligent Slect
|Display Name Contain (Visua)
[pustsher Contain )
Version Contain @
r—— re— S ST — ———— Do Date ‘

11.  Enter a Description for the License.

12.  Select the License Type.

NOTE:

One Time Purchase: Softwares that are a one time purchase and require no other
subscription fees.

. Subscription: Softwares that require a periodic subscription fee.

Description Server department only |

|License Type & One Time Purchase

Server-based v Yes X Mo
Floating License

License Amount - 1 + Due Date 2021/04/30
Authorization & AD Department ¥
Details

Server x Addatag

Press ‘Enter lo add a full comparison string or paste text with * ; * (semi-colon)
separator

You can also import siring from the csv file. (Keep the first row as field name.)

X Cancel B Save



Select if the License is a Server-based Floating License. A floating license is a
licensing approach in which a limited number of licenses for the software is shared
among users, and only allows a user to use the software is a license is available.

Set the amount of licenses available for this software.

Set the Due Date for the License if you selected Subscription as the License Type.

NOTE: This option is only available when Subscription is selected as the License Type.

License Rule Editor

Description Server department only

License Type P One Time Purchase 3\ Subscription

Server-based v Yes X No
Floating License

License Amount - 1 + | Due Date  2021/04/30
Authorization £ AD Department >
Details

Server x Add atag

Press 'Enter to add a full comparison string or paste text with ' ;' (semi-colon)
separator
You can also import siring from the csv file. (Keep the first row as field name )




16.

17.

18.

Select the Authorization Details from the drop down menu.

NOTE:
. This option is only available if Authorization Details was enabled.
. The drop down menu consists of existing metadata items. For more information on adding,

editing or deleting metadata, please refer to the Metadata Management section.

Add keyword tags to the Authorization Details selected to help provide more
information on the Authorization Details item selected. You may also Import multiple
keywords using a .csv file by clicking on Import, selecting the .csv file you wish to
import, and then selecting the field in the .csv file you would like to import.

NOTE:
. This option is only available if Authorization Details was enabled.
. Click on Clear to clear all Application Collections added.

Click on Save once you are finished.

License Rule Editor

Description Server department only

License Type # One Time Purchase R Subscription

Server-based + Yes X Mo
Floating License

License Amount - 1 + Due Date 2021/04/30
Authorization & AD Department ~
Details

Server x Addatag

Press 'Enler lo add a full comparison siing of paste texl wilh ', (semi-colon)
separator.
You can also import string from the csv file. (Keep the first row as field name.)

xCancal




19. (optional) You may also edit or delete a License by clicking on the License, then follow
step 8 to 17 to edit the License, or click on Delete to delete the application rule.

£ Options > Bl Software List > Software List Information (©:]
Name Vicroso Visual

Descrpton The componerts of Visual G+ Liares

Jr—— °

P——

Fiokd Operator Keyword Intaligent Select
Dispiay Name Contain (D)
Publsher Contain (Wieronoft)
Version Contain (o)

License Information )
Description [ License Type | Server-base... | Licens DueDate | Autorization | Selected... |
[Server department only S Subscription p1__ 202110430 =1 0

x Cancel | 2]

4

x
Description Server department only
License Type P One Time Purchase R\ Subscription
Server-based + Yes X MNo
Floating License
License Amount - 1 + Due Date 2021/04/30
Authorization  £% AD Department ~
Details
Server x
Add a tag
X Clear:

Press 'Enter fo add a full comparison string or paste lext with ' ; * (semi-colon)
separalor.
You can also import siring from the csv file. (Keep the first row as field name.)




20. (optional) Click on the slide button in the Process Management block, then click Add
Rule.

& Options » En Software List > Software List Information e st

21.  Enter the Process Name and Hash Value of the process, then click Save.

NOTE: To get the hash value of a process, refer to Application Usage Analysis under the Software
Report section of the Report chapter.

Process Rule Editor

Process Name LINE

Hash Value CT769FEBB3BDF9421BACD4FD1EB254CBB

X Cancel




22.  Click on Add once you have finished editing the software list.

& Options > Ep Software List > Software List Information

Information

Name Microsoft Visual

Description The components of Visual C+ Libraries

Application Rule

Selected Application Rule List

[ reer @ [+ usruc ]

Contain
Contain

Contain

License Information

Authorized 8 Liggise 0wt 1

Description

License Type | Server-base | Licens, DueDate | Authorization . | Selected. |
o

Server department only N Subscription p1 20210430

=1

Your newly added software list should appear in the main Software List screen. For

more information on applying the software list, please refer to the Trust Software
Asset or Focus Software Asset sections.

& Options > Ba Software List

Software List

Nai Asset Change. ‘Subscription Report
Microsoft Visual © supp =

Desciiption

License Report ¥ Updats
os 2021-04-16 1800 The components of Visual C++ Libraries

© Supy



Editing a software list

1. Click on the software list you would like to edit from the Software List.

ASUS Control Center

£ Options > Bla Software List

Software List

Nar

AsseiChange | Subscrpion Repor
[rcosot visar

License Report ¥ Update Time
© Support © Support © Support 2021-04-16 18.00__ The component

Description

Visual C++ Li

You can edit the items in the Information, Application Rule and License Information

blocks. For more information on the items in these blocks please refer to the Adding a
software list section.

NOTE: You can see the date and time of the last time this software list was updated in the top right
corner.

ASUS Control Center

£ Options > Ee Software List > Software List Information
Information

Name Microsoft Visual
Description The components of Visual C:++ Libraries

Application Rulo

Selected Application Rule List

[ rerev@ [+ ssree]

Authorized (9 License counE

@D utrosstion e
Descrption

PR N

= [arerer]

License Type Sewver-based Floating

License Amount__| __Due Date
Server department only S Subscripton 1

202110430




3. Click on Save once you are finished editing the software list.

ASUS Control Center

& Options > Be Software List > Software List Information

Information

Name Microsoft Visual

Description The components of Visual C++ Libraries.

Application Rule

P——

[Dispiay Name Contain ¢

‘Puh‘wsher Contain D

e e e e e e e
[Servr daparment oy  Subsaipton v Yes £1 2021104130 =1 0 =

Deleting a software list

1. Click on the software list you would like to delete from the Software List.

& Options > Bg Software List

Software List

X Clear

Name Assel Chango SubscripionReport | __ License Report ¥ Update Time | Descripiion
Jricroson visuai © Support

2 Suppor © Support 2021-04-16 18.00

The companents of Visual C++ Libraries.__|




2. Click on Delete to delete the software list.

& Options > Ep Software List > Software List Information

Name Microsoft Visual

Description The components of Visual C++ Libraries.

Selected Application Rule List

[ rver @ [+ rosrue
Display Name Contain D
Version Contain (o
e e e e e e e
[Server department only  Subscripton v Yes £1 2021104130 =1 o [Qproven |




Chapter 9

This chapter describes the license settings.
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9.1 License Information

The License page displays license information, the number of licensed devices, the total
number of licenses, and a time distribution graph of licensed devices.You can also upgrade
from ASUS Control Center Classic or CSM edition to Enterprise edition. For more information
on license keys, refer to https://asuscontrolcenter.asus.com.

To access License, click . in the left menu.

NOTE: The upper number in the Devices block displays the number of activated devices and the bottom
number displays the number of activated licenses.

P License

One Time Purchase licenses

For One Time Purchase licenses, the License Information list shows active and inactive
licenses, and the activation date and technical support period for each license.

Subscription licenses
For Subscription licenses, the License Information list shows active and inactive licenses,
and the activation date and expiry date for each license.

Activating a License key
CIick next to an unused license key to activate a license.



Importing a License key

If you are using ASUS Control Center (Classic) or the CSM edition, and have a license key
to upgrade to Enterprise edition, you can follow the steps below to import your Enterprise
edition license key.

NOTE: A working Internet connection is required when verifying the upgrade License key.

1. Click on Import Key.

P License

2. Enteryour license key and click Add Key.

Import License Key

| Add Key

3. After entering the license key, you should be prompted with a message, then
automatically logged out of ASUS Control Center. Please log into ASUS Control Center
again.

4. Navigate to the License screen to see the details of your license displayed.
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Appendix

This appendix includes additional
information on system requirements and
contact information.
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System Requirements

Hardware host server requirements

Oracle VirtualBox 5.1.x

VMware ESXi 5.x

Virtual machine hypervisors

12 cores

128 GB memory
Virtual machine resources

(3000 clients capability) 500 GB disk space

VMware

12 cores

. . 64 GB memory
Virtual machine resources

(1000 clients capability) 200 GB disk space

VMware

8 cores

. . 32 GB memory
Virtual machine resources

(500 clients capability) 200 GB disk space

Virtual Box, VMware

4 cores

) . 16 GB memory
Virtual machine resources

(200 clients capability) 200 GB disk space

Virtual Box, VMware

HTTP / HTTPS
SMTP
SNMP

Networking

Connection among devices

Browsers with HTML5 support
Google Chrome

Supported Internet browsers Firefox

Apple Safari

ASUS ZenUI browser

NOTE: We do not recommend using Virtual Box as a hypervisor for client capabilites above 500 clients.




Managed client requirements

Supported client operating systems

Additional client software
requirements

Firmware management requirements

Windows

+ Windows 7,10, 11

+ Windows Server 2025, 2022, 2019, 2016, 2012, 2012
R2,2008 R2 SP1
Linux

RedHat 7.0~/8.0~/9.0~
Cent0S 7.0~/8.0~

+ SUSE 12 SP3~/15~

+ Ubuntu 16.04~

+ Debian 9~

+ Rocky Linux 8.0~/9.0~

+ Scientific Linux 6.0~/7.0~

Windows

.NET Framework 4.8

sysstat, smartmontools, ethtool, curl, ipmitool,
OpenlIPMI-libs, OpenlPMI-tools, pciutils, net-tools,
ssh

RHEL 8~, CentOS 8~

libnsl
SLES 15~
insserv-compat

Firmware management requires Redfish, which
is only supported on devices with Linux-based
operating systems

* BIOS firmware updates via firmware management require Z13/
K14 series motherboards or newer

** NIC/DPU firmware upd: via firmware support
NVIDIA NIC/DPU devices only
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Service and Support
Visit our multi-language website at https://www.asus.com/support.
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