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NUC BIOS Update Release Notes 
PRODUCTS: NUC7i7DNK/B/H (Dawson Canyon) 

Version 0082 - DNKBLi7v.86A.0082.2024.0321.1028 

 
About This Release: 

• ROM Image Checksum: 0xB0D9BBC2, 0xB0B119F9(No FVME) 

• ME Firmware: 11.8.95.4551 

• EC Firmware: 0D.12.00 

• Memory Reference Code: Based on 3.6.4 

• Integrated Graphics 
Option ROM: 9.0.1068 
UEFI Driver: 9.0.1095 

• SATA RAID Option ROM: 16.7.0.3513 

• SATA non-RAID Option ROM: NA 

• AHCI Code: Based on AHCI_14 

• LAN Option ROM: PXE 2.1 Build 092 

• Visual BIOS: 2.2.25 

• Microcode Updates included in .ROM File: 
MC0806E9_000000F4.mcb 
MC0806EA_000000F4.mcb 

• Additional Microcode Updates included only in .BIO File: 
MC0806E9_000000F4.mcb 
MC0806EA_000000F4.mcb 

 
Security Patch: 

• Vulnerabilities in EDK2 NetworkPkg 

• Extended Image Parser Corruption Correction 

• UsbRt TOCTOU Vulnerability 

• UsbSmmRt vulnerability 

• TOCTOU vulnerability 

• 2024.1 Intel Platform Update 

• Image Parser Corruption Vulnerability 

• NetworkPkg EDK2 

• LogoFAIL Vulnerability 

• Stack buffer overflow leads to arbitrary code execution in a DXE driver on multi NUC Platforms 
 
Feature Change/Update: 

• Change KEK key from Secureboot_45 for hybrid BIOS projects 
 
Issue Fix: 
NA 
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LEGAL INFORMATION 

 

Information in this document is provided in connection with ASUS Products and for the purpose of supporting ASUS 
developed server/desktop boards and systems.  
 
No license, express or implied, by estoppel or otherwise, to any intellectual property rights is granted by this document. 
Except as provided in ASUS’s Terms and Conditions of Sale for such products, ASUS assumes no liability whatsoever, and 
ASUS disclaims any express or implied warranty, relating to sale and/or use of ASUS products including liability or 
warranties relating to fitness for a particular purpose, merchantability, or infringement of any patent, copyright or other 
intellectual property right. ASUSTeK Computer Inc. may have patents or pending patent applications, trademarks, 
copyrights, or other intellectual property rights that relate to the presented subject matter. The furnishing of documents 
and other materials and information does not provide any license, express or implied, by estoppel or otherwise, to any such 
patents, trademarks, copyrights, or other intellectual property rights. ASUS products are not intended for use in medical, 
life saving, or life sustaining applications. ASUS may make changes to specifications and product descriptions at any time, 
without notice.  
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