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Login Information Setup
Change the router password to prevent unauthorized access to your ASUS wireless router.

Router Login Name admin

New Password

Retype Password B Show password
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Assign a unique name or SSID (Service Set Identifier) to help
identify your wireless network.

2.4GHz Network Name (SSID)
2.4GHz Wireless Security

5GHz Network Name (SSID)

5GHz Wireless Security

.
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QoS - QoS to configuration

Quality of Service (Q0S) ensures bandwidth for prioritized tasks and applications.

« Adaptive Qo$ ensures inbound and outbound bandwidth on both wired and
wireless connections for prioritized applications and tasks via pre-defined, drag-
and-drop presets: gaming, media streaming, VolP, web surfing and file transferring.

« Traditional QoS ensures inbound and outbound bandwidth on both wired and
wireless connections for prioritized applications and tasks via manual user-defined
parameters.

» Bandwidth Limiter lets you set limits on download and upload speeds.

o enable QoS function, click the QoS slide switch and fill in the upload and download.

QoS FAQ

Enable GeForce NOW QoS UPnP
control

Enable QoS
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-
O Wireless router mode / AiMesh Router mode (Default)

® Access Point(AP) mode / AiMesh Router in AP mode

® Repeater mode

® Media Bridge

® AiMesh Node

AiMesh Router mode is a traditional mode with AiMesh functionality, which connects to the Intemet via PPPoE, DHCF, PPTP, L2TP, or
Static IP and shares the wireless network to LAN clients or devices. In this mode, NAT, firewall, and DHCP server are enabled by defa
ult. UPnP and Dynamic DNS are supported for SOHO and home users. Select this mode if you are a firsi-ime user or you are not cur

rently using any wired/wireless routers.
You can add AiMesh nodes to form an AiMesh WiFi system fo provide exira WiFi coverage.
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AiCloud 2.0 3.4
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AiCloud 2.0

ASUS AiGloud 2.0 keeps you connected to your data wherever and whenever you have an Intemet connection. it
links your home neiwork and online storage service and lets you access your data through the AiCloud mobile

app on your IGS or Android mobile device or through a personalized web link in a web browser. Now ail your data
can go where you go.

« Enter AiCloud 2.0 hitps:/router.asus.com
+ Find FAQs GO

Downl

[ § App Store

Enables USB-aitached sforage devices o be accessed,
streamed or shared through an Internet-connected PC
or device.

Enables Network Place (Samba) neiworked PGs and
devices to be accessed remotely. Smart Access can
also wake up a sleeping PC.

Enables synchronization of USB-attached storage with
cloud services like ASUS Webstorage and other

AiCioud 2.0-enabied nefworks.
AiCloud Sync

:AiCloud 2.0 ) saldi) ()

ASUS 52258 44 »: «Apple & Google Play 55 51 .1
i 253 il g8 o8 (555 1) ¢ 5 S aglila | AiCloud 2.0

B2 Juia )5 b Jaad) ) gisd € Jua g dSadi g 1) diadin olSins 2
A€ S ) AiCloud 2.0 abais aul
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Enables USB-attached storage devices to be accessed,
streamed or shared through an internet-connected PG
or device

Enables Network Place (Samba) nefworked PCs and
devices to be accessed remolely. Smart Access can
also wake up a sleeping PC.

Enables synchronization of USB-attached storage with
cloud services like ASUS Webstorage and other
AiCloud 2.0-enabied networks.

AiCloud Sync
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@ D Enables USB-atitached storage devices to be accessed,
m““f s streamed or shared through an Internet-connected PC
or device.

Cloud Disk

ﬁﬂﬁ £ D Enables Network Place (Samba) networked PCs and
=G i devices fo be accessed remotely. Smait Access can
also wake up a sleeping PC.
Smart Access

ﬁ . Enables synchronization of USB-attached storage with
UsBe: - ]

cloud services like ASUS Webstorage and ofher
AiCloud 2.0-enabled networks.

AiCloud Sync
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AiCloud ¢\ (v 3.4.3

AiCloud 2.0 - AiCloud Sync

Enabies AiCloud Syne functionality. For step-by-step instructions, go to
EFaQ

Provider Usemame Folder Name Connection Status Delete

Add new account
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AiProtection
Network Protection with Trend Micro protects against network

exploits fo secure your network from unwanted access.
AiProtection FAQ

Enabled AiProtection

Router Security Assessment 1

Scan your router to find vulnerabilifies and offer a

opfions to enhance y \ Danger

n being
hich might steal

Alert Preference
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Router Security Assessment

Default router login username and password changed -

Wireless password strength check -

Wireless encryption enabled -

WPS Disabled -

UPnP service disabled -

Web access from WAN disabled -

PING from WAN disabled -

DMZ disabled -

Port trigger disabled -

Port forwarding disabled -

Anonymous login to FTP share disabled -

Disable guest login for Network Place Share -

Malicious Website Blocking enabled -

Vulnerability Protection enabled -

Infected Device Prevention and Blocking -

Router Security Assessment 4xia )2 (4L) Yes L oad padia 3l 5a laga
3l 50 298 (o0 dpa 5 IS 2305 0 e Ga) Cumia s )1 (A el (20))
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Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
’ (! control. The client name can be modified in network map client list.
2. Check the unwanted content categories
3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Web & Apps Filters
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Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access fo unwanted websiles and apps. To use
web & apps Filters:

1. In the [Chents Name] column, select the client whose nebwork usage you want to
control. The client name can be modified in network map client list

2 Check the unwanted content categories

3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check bax in front of rule.
Parental Conirols FAQ

Web & Apps Fiers
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Parental Controls - Time Scheduling

By enabling Block All Devices, all of the connected devices will be blocked from Intemet access.
Enable block all devices
This feature allows you to set up a scheduled time for specific devices' Internet access.
- 1. In [Client Name] column, select a device you would like to manage. You can also
‘ manually key in MAC address in this column.
& 2. In the [Add / Delete] column, click the plus(+) icon to add the client.
3. In [Time Management] column, click the edit icon to set a schedule.
4_ Click [Apply] to save the configurations.

Enable Time Scheduling ON

System Time Thu, Sep 21 12:34:41 2023

Client List (Max Limit : 64)

select all v Client Name (MAC Address) Time Management Add / Delete

Time v -} = ®

No data in table

Apply
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Firewall

General
Enable the firawall fo protect your local area netwark against attacks from hackers. The firawall filters the incoming and outgoing
packets based on the filfer rules.
DoS Protection FAQ
Enable Firewall O Yes @ No

Enable DS protection Oves Bno

Logged packets type None v

Respand ICMP Echa (ping) Request from
AN

®ves Ono
Basic Config
Enable [Py inbound firewall rules ®yes Ono

Inbound Firewall Rules (Max Limit : 122)

Source IP Protocol

T~ @

IPvG Firewall

All outhound traffic coming from 1PV hosts on your LAN is allowed, as well as related inbound traffic. Any other inbound traffie
must be specifically alowed here.

You can the remate IP blank to allow frafiic from any remote host. A subnet can also be specified.
(2001:-1111:2222:3323/54 for example)

Basic Config
Enable [Pv6 Firewall O Yes ®No

Famous Server List Please select w

Inbound Firewall Rules (Max Limit : 128)

Add
Service Name: Remote IP/CIDR Local IP Port Range Protocol

Delete
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Firewall - URL Filter

Key in the keywords for the sites that you want to block
For example, enter "XXX" in the list The URL filter will block the http://www.abcXXX com, http://www.XXXbbb.com and so on.

Basic Config

Enable URL Fiter ® Enabiea O Disavled
Filter table type Deny List v

URL Filter List: (Max Limit : 64)

URL Filter List: Add/ Delete

®
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Firewall - Keyword Filter

Keyword Filter allows you to block the clients’ access to webpages containing the specified keywords.
Limitations of the fitering function

1. Compressed webpages that use HTTP compression technology cannot be filiered. See_here for more details.
2. Hitps webpages cannot be filtered.

Basic Config

Enable Keyword Filter ® Enabled O Disabled

Keyword Filter List (Max Limit : 64)

Keyword Filter List Add / Delete

®
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Firewall - Network Services Filter

The Network Services filter blocks the LAN to WAN packet exchanges and restricts devices from using specific network services.

For example, if you do not want the device to use the Intemet service, key in 80 in the destination port. The traffic that uses port
80 will be blocked (but hitps can not be blocked).
Leave the source IP field blank to apply this rule to all LAN devices

Deny List Duration : During the scheduled duration, clients in the Deny List cannot use the specified network services. After the
specified duration, all the clients in LAN can access the specified network services.
Allow List Duration : During the scheduled duration, clients in the Allow List can ONLY use the specified network

NOTE : If you set the subnet for the Allow List, IP addr outside the subnet will not be able to he Internet or any

Intemet service.
Network Services Filter

Enable Network Servi itter ®Yes ONo

Filter table type Deny List w

Well-Known Applications user Defined v

Date fo Enable LAN to WAN Filter ¥ Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri
Time of Day fo Enable LAN to WAN Filter < 1|59

Date to Enable LAN to WAN Fiter

Time of Day to Enable LAN to WAN Filter

Filtered ICMP packet types

Network Services Filter Table (Max Limit : 32)

Source IP Port Range Destination IP Port Range Protocol Add / Delete

TCP @

No data in ta

Apply
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Aulal

Ehre

S UK (5 Jed) Enable 55 .3

Guest Network

The Guest Network provides Intemet connection for guests but restricts access to
your local network.

Network Name (S$5ID)

Authentication
Method

Nemork ey Enable Enable Enable

Time Remaining Default setting by Alexa/lFT]

Access Intranet

Network Name (S5ID)

Authentication
Method|

Network Key
Enable

Time Remaining efault setting by Alexal

Access Intranet
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(c3kal) Modify o5, ccsdie S sl 4 )8 s 4 (s siasd (51 0

Guest Network

The Guest Network provides Internet connection for quests but restricts access to
your focal Network.

Network Name (SSID) ASUS_2G_Guest
Authentication
Method

Network Key [Lire
o Enable Enable

; Unlimited access
Time Remaining Default setting by AlexalFTTT

Access Intranet off

Remove

Network Name (SSID)

Authentication
Method

Network Key
Enable

Time Remaining Default setting by AlexalFTTT

Access Intranet

(lagn 450 03 8 Jud) Enable Guest Network 4sia
A8 SIS (4d) Yes s

Network Name Cuasd )3 i sa 450l (11 a2 o6 S5
8 2l 5 (4524 ol) (SSID)

S A ) el s gy Sy
A€ il | (08 3a) Encryption Ui, Se
Cal | (4g3al) Limitless b 26S padia | ) o i Glaj

Access ©ed 21, (Ja8) Enable L (Ju£) Disable
A QA (A802 480l 4 i) Intranet

S SIS (88 4) Apply 5 28 plail 8
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IPv6

Configure the IPv6 Interet setiing
IPV6 EAQ

Basic Config

Connection type Disable

HAPV6 )il ) e

< (4% )y clalill) Advanced Settings 4 «Giley Ji 51 1
2251 |Pv6

sl 4y R wl Qe | (Juall g 5) Connection type .2
Cual & gliie el 03 S QAT 4S8 Jlail & 6 4y 4l gak Sy

2825051 ) DNS 51Pv6 LAN <lehi 3
A UK (R )8 4) Apply s 4

A,).\SAAA‘)AJP ISP‘L‘i‘-‘)i‘:“LHJ)"IPVS ual;&bm‘o)h)dwm
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LAN 3.9

LAN IP 3.9.1
|48 sisy LAN [P cilasksii 4 5S e aal i 1 Sl 0 LAN [P 4sica

SRyl

258 e ySaic DHCOP e ja LAN [P Sl o jusd 4 14388

LAN - LAN IP

Configure the LAN setting of ASUS Router.

Host Name ASUS Router

ASUS Router's Domain Name

1P Address 192.168.50.1

Subnet Mask 255.255.255.0

Apply

:LAN IP Clah il o)

< (4% iy clalil) Advanced Settings 4 «siulen Ju 51 1
252 LAN IP <L) < LAN

(& 4% i) Subnet Mask s (IP ) IP address .2
A i) )

S SIS (88 ) Apply 5 2 plail (B3
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LAN - DHCP Server

DHCP (Dynamic Host Configuration Protocol) is a protocol for the automatic configuration used on IP networks. The DHCP
n assign each client an IP address and informs the client of the of DNS server IP and default gateway IP. ASUS Router
supports up to 253 IP addresses for your local network.

Manually Assigned IP around the DHCP list FAQ

Basic Config

Enable the DHCP Server

ASUS Router’s Domain Name

IP Pool Starting Address 192.163.50.2
IP Pool Ending Address 192.168. 50. 254
Lease time 86400

Detault Gateway

DNS and WINS Server Setting

DNS Server 1

DNS Server 2

Advertise router's IP in addition to user-
speciied DNS

WINS Server
Manual Assignment
Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add /
DNS Server (Optional)  Host Name (Optional)
Delete

(C)

:DHCP Lo s S sl n

< (4% ydy cilahill) Advanced Settings 4 «oilen i ) 1
.25 (DHCP 4)) DHCP Server <L) < LAN

294 (38 Jud) Enable the DHCP Server i 2 2
i e | () Yes «(DHCP

& P sl n 4l ol ¢(4dald o) Domain Name e 4z 2 .3
Al ) a

(IP pia g 94 AL&) IP Pool Starting Address <ed 2 4
2S5 g8 P S
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((IP e Ok ALL) IP Pool Ending Address —ad 2 .5
Sl 1, gL [P (Sl

IP Sl elalil e ) o(Jidl ¢a)) Lease Time <wud 2 6
ey edgana ol 4 aS ey S et 4l 4 ) sl sala (aliaidl
A (oo pabaidl yaa [P (AW SO DHCP som e

by SN

8 S 5] P 03y (el B S adpai
192.168.50.xxX ( 4Sxxx 2L 254 U2 ¢ sa2e o 2l 5 oa) 35S oaliiual,

Al i IP e Oy AL ) P e g sk B e

«(DNS » s« clalil) DNS and Server Settings gis: 2 .7
A5 1) WINS Dsw [P FL55 s DNS Jsm i s 52
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Enable Manual < )3 a2 palaia) 45ud )3 3550

O paliaial (51 oA galiaidl (3 S Jd) Assignment

1) (4) Yes «aSai 12352 50 MAC pald sl i 4o [P (Sl
) 5 LDHCP b 4 0158 (oo 1) MAC (Sl 32 U S sl
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192.168.1.xxx

s 3.9.3

O 2l 5 a0 a0l ars oy yig ) So ) il ) e aSad R
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LAN - Route

This function allows you to add routing rules inte ASUS Router. It is useful if you connect several routers behind
GS-AX3000 to share the same connection to the Intemet.

‘Basic Config
Enzble slatic routes

Static Route List (Max Limit : 32)

MNetworkHos! IP Melmask Galeway Metric Interkace

wv @

iLAN (ol sa Jgia o2b S )

< (43 dy i) Advanced Settings 4 «gisbes diy ) 1
25 (s) Route < LAN

(w5l s 3 8 Jud) Enable static routes <esd ;3 2
A0S sl | (44) Yes

Sl e Dl (el sW e S gd) Static Route List » .3
(ud)SQL&A‘)Add‘\.ASJdJJ A.\.\SJJUUUH:)SLI@.&).\MJL\AJ
FEISARUWA PRIRLCITE SRR WY @ (u.\a) Delete U @
J}u s u.u.d J\ \.1

A SO (s 8 8 4) Apply 5o 4
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IPTV 3.9.4

= il LAN G ISP Gk )V IPTV 6l asm Juail ) ass (2 S5
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LAN - IPTV

To watch IPTV, the WAN port must be connected to the Intemet. Please go to WAN - Dual WAN to confirm that WAN portis
assigned to primary WAN
LAN Port

Select ISP Profile

Choose IPTV STB Port

Special Applications

Use DHCP routes micresoft

Enable multicast routing (IGMP Praxy) Disable v

UDP Praxy (Udpxy) 0
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System Log - General Log

s () 8 02l 51 0
Advanced Settings + «iles Ju Ol 1
5 (s 03 ) %) System Log
2
s
S 2l 5 i) R (General Log)
(= 2 i) X) Wireless Log

(DHCP Jil) DHCP Leases °
IPV6 -

(b e Js22) Routing Table ¢
(< <ulw) Port Forwarding
(& Juail) Connections *
(s ds2a) Routing Table ¢

This page shows the detailed system's activities.

System Time

Uptime

Remote Log Server

miniupnpd[71

miniupnpd[7139

hrepd 10

miniupnpd|
nat:

miniupnpd[
wan

start NIP update
B8]: shutting down l’h.m.UFn.Pd

miniupnpd[77
miniupnpa[

apply nat rules (/tmp/nat_rule:
miniupnpd (7688 s

miniupnpd[7688
88]: Lis
inish adding multi routes

Thu, Aug 23 07:15:34 2018

0 days 1 hours 12 minute(s) 11 seconds

on port 5351
(enroute_pathrey 1~ PATE_IX

U.m[Py’l‘H“Ty'l‘] -
41m[PATHSTAT] (enroute_pathk
(enroute_pathk
(enroute_pathk
(enroute_pathk
(enroute_pathl
3;41m[ PATHSTAT] {enroute_pathk
notify rc start_multipath

shutting down MiniUPnPd

_eth0_eth0)

tening on port 60!
ing for NAT-PMP/ECP traffic on port

HTTP listening on pcrt 58
]: Listening for NAT-PMP/ECI
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Traffic Monitor Real-time -~

Traffic Monitor allows you to monitor the incoming or outgoing packels of the following
Internet Wired Wireless

Reception Incoming Inter
Transmission

Scale KB v

NOTE: Packets from the Intemet are evenly transmitted to the wired and wireless devices.
Traffic Monitor FAQ

Internet Connection (WAN)

9.47 MB/s WAN

e —
Current Average Maximum

0.16 MB/s 9.47 MBIs

0.01 MBIs 0.08 MB/s

g e Jiie s (2 5 I s s o8 4 ) ed i i) (sl Al da




WAN 3.12

G i 4y Jual) - 3.12.1

Cilide Lol o 15 4S 383 a1y (ASeal L s i) 4 Jlaal i
S g3k S | WAN @l

WAN - Internet Connection

ASUS Router supports several connection types to WAN (wide area network). These types are selected from the dropdown
menu beside WAN Connection Type. The setting fields differ depending on the connection type you selected.

Configure the Ethernet WAN settings of ASUS Router.

Basic Config

WAN Connection Type Automatic IP v
Enable WAN OYes ®No
Enable NAT Oves ®No
Enable UPnP  uPne_EAQ O Yes @ No

®Yes OnNo

N Aggregation combines tw
Enable WAN Aggregation e
2Gbps. Gonnect your router's WAN port and L

(ensure you use two cables with the same specification)

Default status : Get the DNS IP from your ISP automatically

NS Serve
DREES gn a DN ¢ 1o improve security, block

) Assign
S e e e

ard local dor

i ®yves Ono
Fnable DNS Rebind protection ®Yes ONo
Enable DNSSEC suppo ® Yes ONo

Prevent client auto Dot Auto

None

60)

® jAIDDUID
Client-identifier (Option 61

ss-dentifler (Option

¥ ADDUID
entidentifler (Option 61

Account Setfings

Authentication

PPP Echo Interval

PPP Echo Max Failures

Speoial Requirement from ISP

Host Name

MAC Add MAC Clone
DHCP query frequency Aggressive Mode v

Extend the TTL value ®Yes ONo

Spoaf LAN TTL value ®Yes ONo
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Apply s, cxdpladl (85 0 oai S i fan 1) ) Gl

S SIS (s &S &)

et s 43yl ¢ 53 :(WAN Juail ¢ 5) WAN Connection Type
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) S szl 1 () No
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S
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Dual WAN 3.12.2

WAN S 48 i€ Qi) g4 ISP Juail g2 2 58« Dual WAN b

AR g WAN &G s ady)

:Dual WAN aiii ¢

WAN < (4 jdy clabili) Advanced Settings 4 Giley 4xia 51 1
Xy

)50 (ig)) ON G5 5 25 Dual WAN cand 42 2

35 e 35m50 6a 4n K 338 a1 15 253 WAN 5 Jst WAN .3
.2.5G WAN ;s Ethernet LAN <USB ‘WAN

.S il | Load Balance L Fail Over .4
A S (s uE 8 49) Apply s 5

o Y ASUS (il il 53 Jslaie (sl Jlgms (i3 50 JalS o i 1433
Sl 352 50 hittps://iwww.asus.com/support/FAQ/1011719

WAN - Dual WAN

ASUS Router provides Dual WAN support. Select Failover mode to use a VAN for backup network ac
Load Balance mode to opt idth, maximize throughput, minimiz me, and prevent data
WAN connections. Dual WAN
To e e WAN A on go to the WAN-Internet Coni

Basic Config

Enable Dual WAN

Primary WAN 1GWAN v

Auto USB Backup WAN OvYes ®No

Auto Network Detection

Detailed explanations are available on the ASUS Support Site FAQ, which may help you use this function effeciively.

Detect Interval Every |3 | seconds

Intemet Connection Diagnosis When the curent WAN fails |2 | continuous times, it is deemed a disconnection

Network Monitoring B DNs Query B Ping

Apply
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WAN - Port Trigger

Port Trigger allows you to temporarily open data ports when LAN devices require unrestricted access to the Intemet. There are
two methods for opening incoming data ports: port forwarding and port trigger. Port forwarding opens the specified data ports all
the time and devices must use static IP addresses. Port trigger only opens the incoming port when a LAN device requests access
to the trigger port. Unlike port forwarding, port trigger does not require static IP addresses for LAN devices. Port forwarding allows
multiple: devices fo share a single open port and port trigger only allows one client at a time to access the open port

Port Trigger FAQ

Basic Config

Enable Port Trigger ®vYes ONo

Well-Known Appiications Please select v

Trigger Port List ( Max Limit - 32) @

Description Trigger Port Protocol Incoming Port Protocol Delete

No data in table.

Apply

STYRrSIEH] abﬁm ¢
< (4 phy ciladit) Advanced Settings « ey Ji ) .1
g (S )\ o)) Port Trigger L) < WAN
Jueel) Apply 50 « S Ol O G 5038 s S ) ) Gl 2
S SIS (g S
G0 (Qusy ¢ )N o)y 028 Jud) Enable Port Trigger cued 5 o
A UK (4l Yes

Gk ((digum sl 44l ) Well-Known Applications <wd 5 e
I oy o e 4y 5 i€ QAT ) G (6l g s 5l sk sl
%uS PEIA| Q)ﬁ
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WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect to a specific computer or service within a private local area
network (LAN). For a faster connection, some P2P applications (such as BifTorrent), may also require that you set the port
forwarding setfing. Please refer to the P2P application’s user manual for details. You can open the multiple port or a range of
ports in router and redirect data through those ports to a single client on your network_

If you want to specify a Port Range for clients on the same network, enter the Service Name, the Port Range (e.g. 10200:10300),
the LAN IP address, and leave the Local Port blank

« When your network's firewall is disabled and you set 80 as the HTTP server's port range for your WAN setup, then your hitp
server/web server would be in conflict with ASUS Server's web user interf:

« When you set 20:21 as your FTP server's port range for your WAN setup, then your FTP server would be in conflict with
ASUS Server’s native FTP server.

virtual Server / Port Forwarding FAQ
Basic Config
Enable Port Forwarding
Port Forwarding List (Max Limit : 64)
Service Name External Port Intemal Port Intemal IP Address Protocol Source IP

No data in table

Add profile

1 b adaT o)

< (A% iy cilaat) Advanced Settings « «oiben Ji 3 .1
2944) Virtual Server / Port Forwarding <. < WAN
A (Sus Cul/s Jaw
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DMZ 3.12.5
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WAN - DM2

Virtual DMZ allows you to expose one computer to the Intemet, so that all the inbound packets will be redirected to the computer
you set. It is useful while you run some applications that use uncertained incoming ports. Please use it carefully.

Special Applications:

« Some applications require special handler against NAT. These special handlers are disabled in default.
» Please add a rule to port forwarding list for USB Disk access properly on FTP service.
DMZ FAQ

Enable DMZ ®ves O nNo

Apply

:DMZ s )xile) ) o)

< (4 dy cilahill) Advanced Settings 4 «Gien du ) 1
.5 2 DMZ <L) < WAN

4) Apply 55 3 pladl (85 A0S i S |) ) Slakaii 2
RS SIS (8

(Sl oK) IP AL%) IP address of Exposed Station ¢
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IP Address ofisic s 511028 (s LAN [P i 1
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DDNS 3.12.6
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WAN - DDNS

DDNS (Dynamic Domain Name System) is a service that allows network clients to connect to the wireless router, even with a
dynamic public IP address, through its registered domain name. The wireless router is embedded with the ASUS DDNS service
and other DDNS services.

If you cannot use ASUS DDNS services, please go to https: //iplookup. asus . con/nsTookup. php to reach your intemet
IP address to use this service.

30 to Advanced Settings > WAN to configure the port forw

Enable the DDNS Client

Server v Deregister

Host Name A8878A175D4A6FD54D2E6BD6195DBSEF7 asuscomm.com
DDNS Status Active

DDNS Registration Result Registration is successful.

HTTPS/SSL Certificate ® Free Certificate from Let's Encrypt @ Import Your Own Certificate O None

Apply

:DDNS 1) ol )
< (4l cilahll) Advanced Settings 4 «Gilen i ) 1
.25 » DDNS 4L ) < WAN
Apply s cxdpladl (s 2 o2 Sy i 4 ) ) Sl 2
S SIS (S s 4)
:(DDNS s xf (i 2 S Jla) Enable the DDNS Client -
P304 DNS 5L Gk ) WAN IP Sl gls 4B oS Jué | DDNS
A8l o yiey ASUS
L ASUS DDNS :(¢kie 9 us~ pb) Server and Host Name  »
2l (1€ ooliiul ASUS DDNS ) wlsa oo S 58 sl | DDNS
(ol La ()L 3 ol XXX 4S) XXX.@SUSCOMM.COM a8 L1 (4 jae
S 2l
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i Jlad (2 8 (i &) a4 RTSP S8 X 5 IPsec
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WAN - NAT Passthrough

Enable NAT Passthrough to allow a Virtual Private Network (VPN) connection to pass through the router to the network clients.
PPTP Passthrough Enable «

L2TP Passthrough Enable v

IPSec Passthrough Enable v

RTSP Passihrough Enable v

H.323 Passthrough Enable v

SIP Passthrough Enable «

PPPOE Relay Disable v

FTPALG port 2021
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Wireless - General

Set up the wireless related information below.

Enable Smart Connect

Band

Network Name (SSID)

Hide SSID

Wireless Mode

802.11ax / WiFi 6 mode

WIFi Agile Multiband

Targel Wake Time

Channel bandwidth

Control Channel

Extension Channel

Authentication Method

WPA Encryption

WPA Pre-Shared Key

Protected Management Frames

Group Key Rotation Interval

2.4 GHz v

ASUS Router

® ves O No

Auto v @ bigProtection

Enable v
Disable v
Disable v
20/40 MHz
Auto v Current
Auto v

WPA2-Persona

Disable v

3600
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Josil (IS 4S ol s (o il 3 )\l (Wi-Fj o2 i ki) WPS
o Gob 3 WPS 2 Slee S e b)) a2 48 g L oK
S (gah S il 6 (0 WPS 4aSa 5 S

S e Aty WPS j\ua&uaé%\}iw 4385

Wireless - WPS

WPS (WiFi Protected Setup) provides easy and secure establishment of a wireless network. You can configure WPS here via the
PIN code or the WPS buttton.

Enable WPS ON
Current Frequency

Connection Status

Reset

Configured Enabled et button resets the network name (SSID) and WPA

AP PIN Code 51246044

You can easily connect a WPS client to the network in either of these two ways:

« Method1: Click the WPS button on this interface (or press the physical WPS button on the router), then press the WPS
button on the client's WLAN adapter and wait for about three minutes to make the connection.

« Method2: Start the client WPS process and get the client PIN code. Enter the client's PIN code on the Client PIN code
field and click Start. Please check the user manual of your wireless client to see if it supports the WPS function. If your
wireless client does not support the WPS function, you have to configure the wireless client manually and set the same
network Name (SSID), and security settings as this router.

@ push bution O Client PIN Code
'WPS Method:
Start

te g A5 3 WPS (s jlaallad 51

< (4% 4y clahi) Advanced Settings < «isley 0 5 .1
A5 WPS 4l <(am 2) Wireless

ON 5, 1) 43 %) ((WPS s jludad) Enable WPS i )3 2
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Wireless - Bridge

Bridge (or named WDS - Wireless Distribution System) function allows your ASUS Router to connect to an access point
wirelessly. WDS may also be considered a repeater mode.

Note

tication method. To set up the

e first

To enable WDS to extend the wireless signal, please follow these steps

1. Select [WDS Only] or [Hybrid] mode and add MAC address of APs in Remote AP List

2. Ensure that this wireless router and the AP you want to connect to use the same channel

3. Key in the remote AP mac in the remote AP list and open the remote AP's WDS management interface, key in the this
router's MAC address.

4. To get the best performance, please go to Advanced Settings > Wireless > General and assign the same channel
bandwidth, control channel, and extension channel to every router in the network

dth. C odify

2.4 GHz MAC CB:7F:54:12:69:C8
5GHzZMAC CB:7F:54:12:69:CC
Band 2.4 GHz v
AP Mode AP Only v
Connect 1o APs in list ®ves Ono

Remote AP List (Max Limit : 4)

Remote AP List

No data in table.

Apply
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Wireless - Wireless MAC Filter

Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Basic Config

Band 2.4GHz v
Enable MAC Filter Oves ® No
MAC Filter Mode: AcCcept v

MAC filter list (Max Limit : 64)

Client Name (MAC Address) Add / Delete

®

i 2 MAC il (5501 o)) (51 0
< (A% oy clahi) Advanced Settings < <oy Ji 5 .1
JLé) Wireless MAC Filter 4L < (a ) Wireless

50 (a2 MAC
(<) Yes «(Mac sl 02 S Jx8) Enable Mac Filter e 2 .2

«((MAC i «ls) MAC Filter Mode @yﬁ Cuigd 2 3
i€ el | (028 2)) Reject b (isd) Accept
cMACd\AJﬂmﬁjdwgwuuo&ud@»ﬂddm\d\} °
A€ sl (GA ) Accept
sla )ﬂﬁ@»}@)d*@@@h o&&udw)maql;g\emd\)g o
A8 il (008 3) Reject <MAC
(008 48lal) Add 482 55 (MAC sl il o jeé 2 4
Al | a2 oy MAC el Sl 5 1€ UK

S S (808 4) Apply s .5



RADIUS clehiii 3.13.5
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Wireless - RADIUS Sefting

This section allows you to set up additional paramelers for authorizing wireless clients through RADIUS server. It is required while
you select "Authentication Method” in "Wireless - General" as "WPA-Enterprise / WPA2-Enterprise”

Band 2.4GHz v
Server IP Address.
Server Port:

Connection Secret

i 2 RADIUS clagdali g 50l o)y 6

WPA- 555 a2 S5y Jie) 3yl Clls 48 355 (iahae 1
il a3 \WWPA2-Enterprise & Enterprise

2)154) General 3.13.1 (s 42 o (2 Sy 2l Clla (i S (gl Uil 2SS
S Axal e (A8
< (48 dy cilabill) Advanced Settings 4 «oilen Ju 512
(RADIUS wlwhii) RADIUS Setting < (s ) Wireless
R IBy
S QA S 2 0k 3

s [P G (94 IP (Aui) Server IP Address ced 3 4
5805151, RADIUS

42 o i 10 ¢ Ada Juall) Connection Secret cueud » 5
Al pse Jay s

S SIS (588 4) Apply 5o .6
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Wireless - Professional

Wireless Professional Setting allows you o set up additional parameters for wireless. But default values are recommended.

Band

Enable Radio

Enable wireless schedules

Set AP |solated

Roarming assistant

Bluetooth Coesastence

Enable IGMP Snooping

Mulicast Rate(Mbps)

Preamble Type

AMPDU RTS

Enable WhM

Enable WM No-Acknowledgement

Enable WMM APSD

Optimize AMPDU aggregation

Modulation Scheme:

Airtime Faimess.

Multi-User MIMO

OFDMAB02 11zx MU-MIMO

Expiicit Beamforming

Universal Besmforming

Tx power adjustment

2.4 Giz v
OYes ®No
®yes ONo
®Yes Olo
Enable v Disconnect chents with RSS! lower than - | -70 | dBm
Disable w~
Endble W
Muto W
Long W
Endble v
2347

1

100

Enable
Enable W
Disable v
Enable v

Disable

Up to MCS 11 (NitroQAM/1024-QM) v

Dissble
Enahle
Disable

Enahle
Ensble v

ol performance

Apply
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Wireless - Professional

Clock
Format

24-hour ¥ Deny

Active Schedule
Syslem Time Thu, Aug 23 06:59:27 2018
Select All
00 ~ 01
01 ~02
02~ 03
03~ 04
04 ~ 05
05 ~ 06
06 ~ 07
07 ~ 08
08 ~ 09
09~ 10
10~ 11
1112
1213
12~ 14
14 ~ 15
15~ 16
16~ 17
17 ~ 18
18~ 19
19~ 20
20~ 21
21~ 22
22~ 23
23~ 24

Cancel
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Before you get started, please check the model name and hardware
version from the label.

1. Please confimm the label at the bottom of your router
model shows H'W Version, different hardware version needs
different firmware version to process restoration.

2. Download firmware from ASUS support site:
https:/fwww.asus.com/support

For example, if your lahel shows “RT-AC66U_B1” ,
fimmware of "RT-AC66U"  is not available for restoration.

Eilename: |\ Browse..

St
After locating the fhrawae file, click Upload.
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192.168.1.x :(IP ) IP address
255.255.255.0 :(® A 45 Swis) Subnet mask

akd) All Programs < (g.5,4) Start i) « S Qi 31 4
«? A9.) Wireless Router <ASUS Utility < (Wwaali
S SIS (138 a5 b 3k) Firmware Restoration < (ps

(s¥,4) Upload (s s S o |yl J 8w 3 MBSy 5
i€ UK

JE}JJAJJ'\O\jju_nijul\ugii\g\j)\)'é\e)&amAcw‘)\éASMUﬁdﬂdﬂ a3
LﬁJ)'L J\ ab J\)'é\ ?J'.‘ L,’J}A&A sl oaiad c.&ﬁ)‘ _A)S oalai JIS Ja BN ASUS At
(ol lalil gy jSn 4yt e Dlal (5153 1208 dra) e 3 Juad 4y 30 olail o dadl
S dnal e 438 sy lahT

79



Ay g gl ey 4.3
ASUS EZ jibj ¢ )& ) 81 4:4.3.1

S )X S 58 4) ASUS EZ Printer Sharing 2 S 4

& PG4y USB sy aS waa ) gl ol Ll 40 (ASUS EZ
sl 02 38 Garg o 4o il L35S (gl ol ) 1) iy gy 5 e 5 S Josia USB s
S (Sl Gl s sk 4a 1) b 8 e Sl Lad Sl

USB Application

To remove the hard disk from the router, click the USB icon at the upper right comer of your screen.

"’I\\r Share files in the USB disk through the Internet.

Servers Center

Setup the UPnP, iTunes, FTP and Network Place
(Samba).

Network Printer Server

The network printer server supports two methods:
(1) ASUS EZ printer sharing (2) LPR to share
printer.

3G/4G

Switch to USB mode to use a 3G/4G USB wireless
dongle or Android phone as a USB modem. Support

Time Machine
Enable Time Machine functionality

Download Master
PC-free download manager

Install

L9 oo Sliis Windows' 10 s Windows™ 11 3 i s 5w 3 Shee 14385




‘EZ Ay S IR S k) edla 310 )y )0

USB Application < (i 4,154) General 4 «(iley Jb 51 .1
234) Network Printer Server < (USB 28 44l )
W (Al Al

Download Now! (55, «aSadi yin (53 )8 4ali o aglila 6l 02
S SIS (1S 3 glila ¢ gisl)

Network Printer Server

The network printer server supports two methods: (1) ASUS EZ printer sharing (2) LPR fo share printer

« Use LPR protocol to sharing printing FAQ (Windows)
« Use LPR protocol to sharing printing FAQ (MAC)

lidy Windows' 10 s Windows™ 11 s 4%l 5 y (53 2 IS 4ali y 1Cudiaby
Use LPR protocol for cMac OS s 5208 sl caai gl 258 (0
G | (S K 150 49 )2 LPR JKigs ) ealiiul) sharing printer
RS

Chrs

ol 3 4ali s B S CSUIS i 5s 2l (55 5 S Sl ) ead a5l 63
55yl 4505 St (5 31

The contents of this package are being extracted.

4

Please wait while the InstallShield Wizard extracts the files needed to install ASUS
Printer Setup Utllity on your computer, This may take a few moments.

Printer.exe

Extracting UsbService64.exe. ..

Next > Cancel
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A SIS (g22) Next 50 G <25
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Welcome to the Found New
Hardware Wizard
Windows will search far current and updated saftware by

looking on wour computer, on the hardware installation CD, or on
the Windows Update “Web site [with your permizsion).

Fead our privacy policy

Can*indows connect to ‘Windows Update ta search for
software?

() es, this time only
()*es, now and every time | connect a device
(O MNa, nat thiz time

Click Nest to continue.

Cancel
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*® Printers and Faxes
Edit

Eile

Yiew  Favorites

Toals

\_) Eack ‘.J l-ﬁ p

Help

Search uj‘ Folders -

Address | %2 Printers and Faxes

Printer Tasks

add a printer

& et up faxing
See Also
E}] Troubleshoot printing

Q) Get help with printing

Other Places

[} Control Pane!

=y, Scanners and Cameras

b \'\0 Canon MP 140 series Printer
=

Ready
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Sl g8 ) A 4 ) 2 LPR ) odliind 4.3.2

S MAC 5 Windows® dale g 51 )l fismalS L) a5 55 2l 65
= o2l (Line Printer Daemon/Line Printer Remote) LPR/LPD
I S a4 s

LPR i ) ) 38 4
LPR il )8 I ¢
Devices and < (¢4) Start 55, Windows® i 511

U-UJM) Add a printer < (R0 9 l.halS_wA) Prmters
398 slaial ) Add Printer Wizard U 28 SIS (i

.J}u:\);\()d.ﬁ#

GU [ » Control Panel » Hardware and Sound » Devices and Printers v [43|[ search Dev.. o]

Addadevice | Addaprinter =5- @

4 Devices (5)

ASUS GAMING ASUS PMLTTS DT101 G2 ~ ENGLISH-PC USE Keyboard
MOUSE GX950

4 Printers and Faxes (2)

54 A (368 48la) s 35 5 ) Add a local printer .2
A S (53) Next 50 o

() = AddPrinter

What type of printer do you want to install?

2 Add a local printer
Use this option only if you don't have a USB printer. (Windows autamatically installs USB printers
when you plug them in)

< Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetosth or wireless
printer is turned on.




Ot IS QAT | ) (W Gy g S Sl

.l) Create a new port

StandardTCP/IP Port <. 1 (uw ¢ 5) Type of Port
S SIS ((s2) Next s S aaii (2,083l TCP/IP 59)

@ = Add Printer

Choose a printer port

%) Use an existing port: LPTL: (Printer Port)

A printer port is a type of connection that allows your computer to exchange information with a printer,

© Create a new port

Type of port: Standard TCP/IP Port

«(IP 04 4) IP address L (s sk) Hostname <eud 2
SIS (g2) Next s owme 23S 2 )5 1) a2 Jis) IP e

ATE

sy

@ (= Add Printer

Type a printer hostname or IP address

=

Device type: TCP/IP Device
Hostname or IP address: 19216811
Port name: 19216811

[¥] Query the printer and automatically select the driver te use

3

4
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(wlalall) Settings o5 s 2 Gl | (M) Custom

@ f= Add Printer

Additional port information required

The device is not found on the network. Be sure that:

1. The device isturned on,

2. The network is connected.

3. The device is properly configured,

4. The address on the previous page is correct.

1 you think the address is not correct, click Back to return ta the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below.

Device Type

© Standard | Generic Network Card

Queue “wud 1€ LT LPR 5, ) (J%55) Protocol
o 23,051 (LPR Us=) LPRServer (<< sl) Name
A SO (46) OK G5, 4wlal ()

Configure Standard TCP/IP Port Monitor (23]
Port Settings

Port Name: 19216811

Printer Name or IP Address: 19216811

Protocol

Raw Settings
m 100

LPR Settings

Queue Name: LPRServer

[T]LPR Byte Counting Enabled

[T] SNMP Status Enabled

public
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@ (= Add Printer

Additional port information required

The device is not found on the network. Be sure that:

1. The device s tumed on,

2. The network is connected

3. The device s properly configured.

4. The address on the previous page is correct.

I you think the address is not carrect, click Back to return to the previous page. Then correct the
address and perform another search on the network, 1 you are sure the address is correct, select the
device type below,

Device Type

@ Standard | Generic Network Card

Lol i gy 1 2 i onifis 8 ol Jhe Cad 5115 o sl 0 8
D3 U S QIS (S 1,04) Have Diisk s 5 et Cul 3
2 cual Q8L CD-ROM Jf (Sws jsh 4y yib y

==
& = Add printer

Install the printer driver

/ Choose your printer from the list. Click Windows Update to see more models.

=
To install the driver from an installation CD, click Have Disk.
Manufacturer || Printers =
Kyocera 5l Lexmark %422 (MS)
Lanier [ || 5l Lexmark %543 PS (MS)

Lexmark [53 Lexmark X544 PS (MS)

Microsoft 5 Lexmark X642z (MS)
YLV T =t g ve s mae i
5] This driver s digitally signed. [ Windows Update | [ HaveDisk.. |

Tell me why driver signing is impertant
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A8 SIS () Neext s < i (a8 Gl i 8 00 61 .9

@ = Add Printer

Type a printer name

Printer name: Lexmark X544 PS (MS)]

This printer will be installed with the Lexmark X544 PS (MS) driver.

A8 S (0kk) Finish s« ol 12 10

() & Add Pinter

You've successfully added Lexmark X544 PS (MS)

test page.

Print a test page

To check if your printer is working properly, or to see troubleshooting information for the printer, print a

==




Download Master 4.4

Ll XS o S Lok 434S Gl (53 3 )IS 44l 3y So Download Master
A sald b oy e bl Qlid a8 ey s g a lil

a2 i) 4 )y USB o&iws ol Download Master ) ealiiad () 14383
2 daay

:Download Master ) saliiu) 51

44l ) USB Application < (S 1,\54) General 5, .1
4 (52 S 4l 3 U 1€ UK Download Master < (a8
s 2l g sl S8 )5k

O 3ol Ji )3 (e 4S USB ol ca s USB sl S ) i K1 1438
T G+ R I PRI

Download Master sl s 5 eams y olatl 43 25lila 28] )3 aSl 3l a2
2 ED (535S Aali 31 ealiiad) 15 0K (SUK

S SIS (038 4al) Add s, 25 JS Sy 0o S 4ilnl 51y 3

Logout English v

®

esume All Clear Completed Home
Tasks

Settings
0Tasks All| Downloading | Seeding | Paused | Finished $0Kps % 0KBps

\ General
\ Bit Torrent
o
\ aMule

) .28 Jssl | FTP L HTTP «BitTorrent il 25l ¢ 5 .4
A pra )y il AL o b torrent Jié S gl g gy

5l clalil o0 S 4.4.1 iy 4 <Bit Torrent il s ) g3l g 5 14385
A4S 4=a) 5 Bit Torrent
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ey

\ Bit Torrent

\ NZB
R ale

Settings
K General
E_ Bit Torrent

A, e

A amue

S ol ey iy Ol 48 iy et s Sl » 5

General Setting

t/5dal/Download2/Conplete Browse
Refresh rate: Seconds.

DownloadMaster Port

Download Master Hitps Port

WAN network OFF  Enable/disable the WAN connection.

Keep seeding after task completed

Bit Torrent 25l cladil o3 5 4.4.1

BitTorrent Setting

Port
Ouse the default port
®use the following port

Incoming port: 51413

Speed Limi

Maximum downlo: Uniimited
Maximum upload speed: Unlimited

BitTorrent Network setting

Encryption enabled v

Enable DHT to activate trackerless torrent downloading activities.

:BitTorrent 25kl Cladiii o4k S ¢l

aadia U uiS SIS Bit Torrent s, ¢l 250 Gilen Ji 51 1

s gl ol (Bit Torrent <labili) Bit Torrent Setting

S QAT ald ) Sg a2 Sl 2

5 GIR L e I 2 e 48 plad ) O 85l 6l .3
A€ 3 50aa (8w i gass) Speed Limits 2 ) 2k

IRy s ag0ma ) )l ob (sla sae ant Jas il 4

S Jlad e by Jad ) ol 2 Qb



NZB clekiii4.4.2

Shan € g 3ol ) 1) i s s e 280 55 (a (NZB sl 8 2501 )

— =
Task

By e

Settings

\ General
R, it Torrent

A (58S &) APy (2 o lahall 02 S 3l 5

Logout English

NZB Setting

Setup USENET server to downioad NZ fils:
USENET Server

USENET Server Port 119
Maximum downioad speed: Unlimited
SSLITLS connection only

User name

Password

Confim Password

Maximum number of simuitaneous connections.

to this server o

2018 ASUSTeK Computer Inc. Al rights reserved.
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A Gladal

o W) Adad (g a4 )y 138 8

Advanced 4 .2 (51l ol ) 1 g i (S Sl 1
< («224) Administration < (4@ iy clekill) Settings
G50 s (<l )9 a6 W) Firmware Upgrade <L)
D18 a5 s 4 L 48 S ) 5 U 2S SGIS (o 3) Check
oA L dmsa

Administration - Firmware Upgrade

Note:

1. The latest firmware version includes updates from the previous version.

2. Configuration parameters will keep their settings during the firmware update process

3.1n case the upgrade process fails, ASUS Router enters the emergency mode automatically. The LED signals at the front
of ASUS Router will indicate such a situation. Please visit ASUS Download Center to download ASUS Firmware
Restoration utilty for a manual update. Check on FAQ for more instructions.

4. Get the latest firmware version from the ASUS Support site

Auto Firmware Upgrade

Auto Firmware Upgrade

Check Update

W wo
AiMesh router

Current Version - 3.0.0.4
RT-AX86U Pro
Manual firmware update

1 system. Please

https:// Sl 4 ASUS b s ) ca g 39 50 3 43005 X2
www.asus.com/supportonly/zenwifi%20xd4%20plus/
S o glila |y aa o yiaaa B i ay/helpdesk bios

Check s «(JJ3 pJi 44i) Firmware Version 4sia 2 .3
S |y Sl ) a3 G U S SIS (g 1)
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(A5 adii) Network Map (g Sl Sl Koy ool g«
63010 0sbe SILE 5 iy (084 Guig ) Clients sis <
2l i (02 4f Qg pm Curidag) Client Status s 255 oS

Client status

Internet status:
Connected i Wired (1)

WAN IP: 192.168.66.8
DDNS: GO
Jieming-PC
.50.129
©0:00:00:00:00:00

Refresh

Security level:

WPA2-Personal @

Clients:
No Device
View List

AiMesh Node:
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il 004 Jud £ DHCP Ugpm o
3,)54) General 4 .28 (5l ol 51 gt (Sl KLy 1
w94) Clients < (454 44di) Network Map < (S
255 daag i) 4wl e aS 1) i 525 (B
J.\.\S jA.\MA
(A5 ML) Network Map .2 1, i il 53 i K2
LAN < (43 54 cleihiZl) Advanced Settings « by
Basic Config < x: DHCP Server (DHCP _s)<
Enable the 2 1, (4%) Yes 5«50 (4s) sk S)
A€ A (DHCP g (28 Jué) DHCP Server

LAN - DHCP Server

DHCP (Dyn: rotocol) is a protocol for the automatic configuration used on IP networks. The DHCP
erver IP and default gateway IP. ASUS Router

jorl
Manually Assigned IP around the DHCP list FAQ

Basic Config

Enable the DHCP Server

IP Pool Starting Address 192.168.50.2
IP Pool Ending Address 192.168. 50. 254
Lease time 86400

Detaut Gateway

'DNS and WINS Server Setting

DNS Server 1

DNS Server 2

Advertise router’s IP in addition to user-
speciied DNS

VNS Server
Manual Assignment

Enable Manual Assignment ®ves ONo

Manually Assigned IP around the DHCP list (Max Limit : 64)

Add !
Delete

E ®

Chent Name (MAC Address) 1P Address DNS Server (Optional) ~ Host Name (Optional)




Iyl sisy s SSID 2l 5h el o Sl 02 (el SSID
Advanced 4 ¢S | (hass jis) SSID il 555 (g i lay
General < (ps) Wireless < (42 5y clukil) Settings
1 (#3) No (SSID &8 (i) Hide SSID s «s. (1€ 2,1 34)
(,s243) Auto (Jus J i) Control Channel 2 is A :_la»\
S

Wireless - General

Set up the wireless related information below.

Enable Smart Connect

Band RN

Network Name (SSID) ASUS Router

Hide SSID ® Yes O No

Wireless Mode

802.11ax / WiFi 6 mode Enable v

WIFI Agile Multiband Disable v

Target Wake Time Disable v

Channel bandwidth 20/40 MHz

Control Channel Auto v Cur

Auto v

Autnentication Method WPA2-Persona

WPA Encryption AES v

WPA Pre-Shared Key

Protected Management Frames

Group Key Rotation Interval

&»@JULSQTASA;\S@»)J.; sA:\J\SGAcAGh‘*G_)LAN Jﬂg\jj\ _)g\
o bl Led4shio b )€ 500 ga ga sl JUIS Lsalaina) 3 ) 50
2 i | e o3 il 5 JUS 3 (sligy (JUIS (3l Cillaa )
215 oo s Jeas Jis) 4 (2 psh a5 al b S5 S
A B 5 28 AL S S G Gy el ) i)

Restore/ < (u-u-ru) Administration ¢ « fis) cy <
S (5 Jfo i 4 £ iSS) Save/Upload Setting
2 S (2 £ 5L) Restore s, 5 wiS

Administration - Restore/Save/Upload Setting
This function allows you to save current settings of ASUS Router to a file, or load settings from a file

Restore

Save setting

Save setiing
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ISP WAN 43 k52 30 |P (i 4 23 55 (o i) L 4 28 (as ) o 0
S 31 ol ) ) gt (Sl S a5 ¢l (o 0 ) 25 Jdle
535 (45ed 484) Network Map < (< 1,)%) General « 5
WS o | (@A) G ) Internet status

|y 48 (255 Jucie ISP WAN 4 ks 52 50 [P (Ui 4y il gioai jisy Rl

).IJ.\.\.\S&JL\J\D\JDJL\}JJ.\)L_LU‘)JM‘)JPMUAM)JASJ}LMLAA
md)\mcb\amW\mmc_Myu)\@uw

Internet status:
Connecte

WAN IP: 192.168.0.146
DDNS: GO

Crand 43 ol o2 3 gaue Gl g J S 3 Shae Gayh 3 oK o
(u-tﬁb JAX) Parental Controls < (S 2,)s4) General
)015\_“; ALY PMJJ\AAPJMJAcMAb\dm}_\U}

L \) al&.m.g il sl s yed (n.U.S g ?L') Client Name
S s e ) Sy pa Glaadats ot by (u.\a) Delete 4o ) saliiul

Parental Controls - Web & Apps Filters

Web & Apps Filters allows you to block access to unwanted websites and apps. To use
web & apps Filters:

1. In the [Clients Name] column, select the client whose network usage you want to
[ control. The client name can be modified in network map client list.
2. Check the unwanted content categories
3. Click the plus (+) icon to add rule then click apply.

If you want to disable the rule temporarily, uncheck the check box in front of rule.
Parental Controls FAQ

Web & Apps Filters
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GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see The
GNU General Public License for the exact terms and conditions of
this license. All future firmware updates will also be accompanied
with their respective source code. Please visit our web site for
updated information. Note that we do not offer direct support for
the distribution.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of
this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share
and change free software--to make sure the software is free for all
its users. This General Public License applies to most of the Free
Software Foundation’s software and to any other program whose
authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Library General Public License
instead.) You can apply it to your programs, too.



When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make
certain that everyone understands that there is no warranty for
this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will
not reflect on the original authors’ reputations.
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Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone’s free use or not
licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying
it may be distributed under the terms of this General
Public License. The “Program”, below, refers to any such
program or work, and a “work based on the Program”
means either the Program or any derivative work
under copyright law: that is to say, a work containing
the Program or a portion of it, either verbatim or with
modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in
the term “modification”.) Each licensee is addressed as
“‘you”.

Activities other than copying, distribution and
modification are not covered by this License; they are
outside its scope. The act of running the Program is not
restricted, and the output from the Program is covered
only if its contents constitute a work based on the
Program (independent of having been made by running
the Program). Whether that is true depends on what the
Program does.

1. You may copy and distribute verbatim copies of the
Program’s source code as you receive it, in any medium,
provided that you conspicuously and appropriately
publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any
warranty; and give any other recipients of the Program a
copy of this License along with the Program.



You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection
in exchange for a fee.

You may modify your copy or copies of the Program

or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or
work under the terms of Section 1 above, provided that
you also meet all of these conditions:

a) You must cause the modified files to carry prominent
notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or
publish, that in whole or in part contains or is derived from
the Program or any part thereof, to be licensed as a whole
at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands
interactively when run, you must cause it, when started
running for such interactive use in the most ordinary
way, to print or display an announcement including an
appropriate copyright notice and a notice that there is

no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive
but does not normally print such an announcement, your
work based on the Program is not required to print an
announcement.)
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These requirements apply to the modified work as a
whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered
independent and separate works in themselves, then this
License, and its terms, do not apply to those sections
when you distribute them as separate works. But when
you distribute the same sections as part of a whole
which is a work based on the Program, the distribution of
the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole,
and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or
contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution
of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based
on the Program with the Program (or with a work based
on the Program) on a volume of a storage or distribution
medium does not bring the other work under the scope of
this License.

You may copy and distribute the Program (or a work
based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided
that you also do one of the following:

a) Accompany it with the complete corresponding
machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least
three years, to give any third party, for a charge no more
than your cost of physically performing source distribution,
a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections
1 and 2 above on a medium customarily used for software
interchange; or,



c) Accompany it with the information you received as to
the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution
and only if you received the program in object code

or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of
the work for making modifications to it. For an executable
work, complete source code means all the source

code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control
compilation and installation of the executable. However,
as a special exception, the source code distributed

need not include anything that is normally distributed (in
either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself
accompanies the executable.

If distribution of executable or object code is made by
offering access to copy from a designated place, then
offering equivalent access to copy the source code from
the same place counts as distribution of the source code,
even though third parties are not compelled to copy the
source along with the object code.

You may not copy, modify, sublicense, or distribute

the Program except as expressly provided under

this License. Any attempt otherwise to copy, modify,
sublicense or distribute the Program is void, and will
automatically terminate your rights under this License.
However, parties who have received copies, or rights,
from you under this License will not have their licenses
terminated so long as such parties remain in full
compliance.

You are not required to accept this License, since you
have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its
derivative works. These actions are prohibited by law if
you do not accept this License.
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Therefore, by modifying or distributing the Program (or
any work based on the Program), you indicate your
acceptance of this License to do so, and all its terms
and conditions for copying, distributing or modifying the
Program or works based on it.

Each time you redistribute the Program (or any work
based on the Program), the recipient automatically
receives a license from the original licensor to copy,
distribute or modify the Program subject to these

terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted
herein. You are not responsible for enforcing compliance
by third parties to this License.

If, as a consequence of a court judgment or allegation of
patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether
by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so
as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty-
free redistribution of the Program by all those who receive
copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or
unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section
as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to
infringe any patents or other property right claims or to
contest validity of any such claims; this section has the
sole purpose of protecting the integrity of the free software
distribution system, which is implemented by public
license practices. Many people have made generous
contributions to the wide



range of software distributed through that system in
reliance on consistent application of that system; it is
up to the author/donor to decide if he or she is willing
to distribute software through any other system and a
licensee cannot impose that choice.

This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted
in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places
the Program under this License may add an explicit
geographical distribution limitation excluding those
countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this
License.

9. The Free Software Foundation may publish revised and/
or new versions of the General Public License from time
to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new
problems or concerns.

Each version is given a distinguishing version number. If
the Program specifies a version number of this License
which applies to it and “any later version”, you have the
option of following the terms and conditions either of
that version or of any later version published by the Free
Software Foundation. If the Program does not specify

a version number of this License, you may choose any
version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other
free programs whose distribution conditions are different,
write to the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of
all derivatives of our free software and of promoting the
sharing and reuse of software generally.
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NO WARRANTY

11

12

BECAUSE THE PROGRAM IS LICENSED FREE

OF CHARGE, THERE IS NO WARRANTY FOR

THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS
AND/OR OTHER PARTIES PROVIDE THE PROGRAM
“AS IS” WITHOUT WARRANTY OF ANY KIND,

EITHER EXPRESSED OR IMPLIED, INCLUDING,

BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS

TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE
LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO
MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS
OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES
OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
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